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1 Bctyn ao rnocapito-1.0 (2021)

Tema pACHIE 8ENUKOIO KiNbKICMI0O HEMOYHUX MePMIHia, 3mMillyroYu
KAaCcu4Hi yaseneHHa (enaus, nponazaHoa, Oe3iHgpopmayisa) 3
Heosnoziamamu (¢pelikogi HOBUHU, nMocm-npasda, akmuyekive),
MHOXEHHA AKUX CU2HA/I3YE MPO HE30aMHIiCMb iCHYYOI AEKCUKU
onucamu coyiansHUl c8im wWo MOBHICMK MPAHCHOPMYEMbLCA
(Vilmer et al., 2018, p.18).

loes uyboro rnocapito 3'aBunace y KomaHgm WARN-npoekty "AkagemiuyHa npotmpais
riopugHum 3arposam” (Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-
EPPKA2-CBHE-JP) nig, yac BMKOHaHHS HaWnepwux 3aBAaHb NMPOEKTY. 3arajibHa MeTa
NMPOEKTY — 3aMOBHUTU PO3PUB Yy HaBMYKax b6e3nekn B pi3HMX chepax npodecinHoi
AIANbHOCTI ANA NiABULWEHHA UMBINIbHOI CTIMKOCTI A0 ribpuaHux 3arpo3 B YKpaiHi. Ana
LbOro KOXEH i3 CIMOX YKPAIHCbKMIM BULLIB-YYACHMKIB NMPOEKTY MA€E OHOBUTWU OCBITHI
nporpamu B PisHUX ranysax, 4o04asLWwKM A0 HUX BiANOBIAHI KOMNETEHTHOCTI.

Mpobnema, 3 AKOK MK 0A4PaA3Y 3iTKHYAUCb — Lie BiACYTHICTb "npodeciinHoi mosKn", TobTO
€ANHOrO TEPMIHO/IONIYHOrO anapaTty, AKMM MW MAEMO CMiIKyBaTUCb, 0BroBoptoBaTH,
AOCNiAXKYBATH, PO3P06NATU, CTAaBUTU NMUTAHHSA 1 WYKaTK Bignosigi... NbpuaHi 3arposu
noYyanu BNAMBATU Ha PoOOTYy HaWOi KOMaHAM, OA4pasy NPOAEMOHCTPYBaBLUM CBOH
HEBNIOBUMICTb — iX CKNagHo cPopmyntoBaTM M ONMCATU, HE MOTPAMNUBLUM Y MACTKY
NMOMMUIKOBUX BM3HayeHb. Came TOMYy HaWKMM MEPLIMM KPOKOM M CTana po3pobKa
TEPMIHOMIONYHOrO anapaTty, AKUMN MM 3MOXKEMO MNOKNACTU B OCHOBY KOHTEHTY
OHOBNEHMX OCBITHIX Nporpam.

IHwa npobnema, AKYy MM BUpiLLIYyBanuM, CTBOPHOOYN LLEM TNOCapii, — Ha AKi Oxepena
cnupatnce? Mu B YKpaiHi 6arato roBopumo npo ribpuaHi 3arposum, 60 Le NUTaHHA €
6onicHum pna Hac. Ane, He 3anepeuvylodM AKOCTI Ta BaXAMBOCTI BITYM3HAHMX
OOCNIAXEHb B Ui ranysi, Bce X TaKM MAEMO BU3HATU iX GparMeHTapHUIM XapaKTep Ta
BiCYTHICTb CUCTEMHUX PillEeHb, YyNPOBAAKEHMX Y 3aXUCHI CYCNiNbHI MEXaHi3MW.

[ONOBHI NPUHLUNU, AKUMN MU KEPYBAINCb, CTBOPOKOYM INOCapil, — Lie aBTOPUTETHICTb
oxepen, Aki matoTb 6yTM 6e33anepeyHMMM Ta BU3HAHMMM CBITOBOHCMI/NIBHOTOMO
¢daxiBuiB 3 ribpnaHUX 3arpos, Ta CUCTEMHICTb Nigxoay. | TyT Mu BXKe He Baranmca 4OBro,
60 nporpama Erasmus+ Haga€e YHiKabHi MOXAMBOCTI OTPUMaHHA TaKoi iHpopmalii Bif,
HaLIWX EBPONENCbKMX NAPTHEPIB.
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Miaxia €C BMPI3HAETLCA CBOEKD CUCTEMHICTIO Ta MPAKTUYHICTIO: OPiliHi yCTaHOBK 1
OpraHisauii BXe BW3HA4YMAM OCHOBHI ribpuaHi 3arpo3m Ta 6a30Bi KOHTp3axoawu
(npoakTUBHICTb, NpodeciiiHi TPeHIHITN 3 NUTaHb 6e3neKkn Ta HaBYa/bHi Nporpamu 3i
crneuiaibHUMM KOMMNOHEHTAMM Ta MeToAamMu be3nekn Ana NiaBULLEHHA CTIMKOCTI AK
YCTQHOB, TaK i OKpemux nwgen towo). Tak, y €EC po3pobneHa CninbHa cuctema
60poTbbU 3 ribpnaHnmm 3arposamm (A Joint Framework On Countering Hybrid Threats),
3anyuieHa B 2016 poui. A B 2014-my noyas poboTy nepwuii LLeHTp nepeaoBoro Aocsiagy
3 npotuaii ribpnaHmum 3arposam Hybrid CoE y lenbciHKi, ¢inii akoro 3rogom 6yam
BiaKpuTi y 6aratbox ctonmyax €C. Miaxig €C gna AOCATHEHHA CTIMKOCTIi 3aCHOBAHWM Ha
3abe3neyeHHi CBOEYaCHOI Ta AOCTOBIpHOI iHPopmauii Ana rpomagsaH Ta oOcCib, AKi
NPUMMAIOTb PiLLEHHA; HA PO3BUTKY KY/IbTYPU; HA NiABULLEHHI PIBHA OCBITU; 3A0X0OYEHHI
A0 0OMiHY iHOpMaUiEld MK  yCTaHOBaMW Ta  OpraHisauiamu;  3MiLHEHHI
cneuianizoBaHMUX OpPraHiB Ta YCTAaHOB AEP!KAaBWU; HA NPUMHATTI 3aKOHOAABYMX 3aXO0A4iB,
a[anToOBaHWUX 40 HOBUX BUK/IUKIB; Ta Ha LUMPOKOMY OXONJIEHHI HaceneHHA. Came Ha Len
CUCTEMATUYHUIM EBPOMNEMNCHKMIN Niaxia, AKWMA A03BONAE NiABUWMTU 3arajibHUI PiBEHb
6e3neKkun cycninbCcTBa, MM CMMPAEMOCH, CTBOPIOKOUM F/10CapiN.

[xxepena, AKi MM BUKOPUCTOBYEMO — Lie, B nepLly yepry, HanpautoBaHHA Hybrid CoE
(eBponeicbKoi eKcnepTHOI YCTaHOBMU 3 MUTAHb AOCAIAMKEHHA ribpuaHux 3arpos), Wwo
3HAXO4ATbCA Y BiAKPUTOMY AOCTYMi, a TAaKOX ArKepena iHpopmauii, peKOMeHA0BaHi
Hybrid CoE. Kpim Toro, i3 BennKo BAAYHICTIO KOPUCTYEMOCH MaTepianamMu, AKi HagaHo
HALIMMWN EBPOMENCBKMMM NAaPTHEPAMMU:

- YHiBepcutet HOBackiona, PiHNAHAIA (KOOpAMHATOP NPOEKTY)
- YHiBepcutet Koimbpwu, MopTyranis,

- Buwa iHXeHepHa wkona ECAM-EPMI, ®paHuis,

- YHiBepcutet Tapty, EcTOHISA,

a TAKOK acoLiMoBaHMM NapTHepPOM NpoeKTy — JlabopaTopieto ribpnaHmnx ctpaterin TNO
(Higpepnangn).

LLlo6 cTBOpUTU LeM rnocapin, mm umtyBanm besnocepeHbo TEKCT AK EBPONENCbKUX, TaK
i aMepUKaHCbKNX aBTOPiB. TOMyY BiH HE 30BCiM CXOXXUM Ha KNaCUYHWUIA rAocapin, i Tomy
TYT HEMA€E MOBHOI OAHOMAHITHOCTI. ANle MM BBAXKAEMO, LLLO NPAMI LUTATM AONOMararTb
HaM YHUKHYTU MOMMU/IOK Y BU3HAYEHHAX. HaTOMICTb KOXEeH TepMiH HALIOoro riocapito €
"Touykoto goctyny" Ao 6inbWw AOKNAAHOrO PO3'ACHEHHA, AOCAIAMKEHHA, intCcTpauii,
HagaHuUx NnpodecioHanamm, a cam rocapihn 3HaMOMUTb i3 AUBOBUKHUM "BU3epyHKOM"
ribpnaHux 3arpos.
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Introduction to the Glossary-1.0 (2021)

The subject is riddled with an abundance of imprecise terms, mixing
classical notions (influence, propaganda, disinformation) with
neologisms (fake news, post-truth, fact-checking), whose
multiplication “signals the inability for the existing vocabulary to
describe a social world that is completely transforming”(Vilmer et
al., 2018, p. 18).

This glossary was envisaged by the team of the WARN-project Academic Response to
Hybrid Threats (Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-
CBHE-JP) at the very beginning of the project implementation. The overall goal of the
project is to increase civic resilience to hybrid threats in Ukraine by filling the gap in
security skills in various societal groups and professional domains. . Having this goal in
mind, teams of seven Ukrainian universities participating in the project are updating the
curricula of various study programmes, adding relevant competencies. The first problem
that we faced pursuing our goal was the lack of ‘professional language’—that is, a
common terminological apparatus to discuss, analyse, research, develop, ask questions,
and give answers... In fact, hybrid threats appeared to be elusive and ambiguous even
conceptually — they are hard to define and describe without falling into the trap of
inconsistent definitions. That is why our first step is to develop a glossary which will lay
the foundation for the future curricula content.

Another problem when creating this glossary was to find reliable sources. In Ukraine,
we talk much about hybrid threats because they cause huge harm to our environment.
However, not denying the quality and importance of the national research in this field,
we still have to admit that it is rather incomplete and lacks systemic solutions that could
be introduced into civic defence mechanisms.

Thus, the credibility of the information, i.e., international recognition of both the
information and sources of the information, and the systematic approach were defined
as the main design principles. This is where we benefit from the Erasmus+ programme,
providing unique opportunities to get access to reliable information via our European
partners.

The approach applied by the European Union is systematic and practical: official
institutions and organisations have already identified the main hybrid threats and basic
countermeasures (the latter include proactivity, professional security training and study
programmes curricula with special components and security methods to improve the
resilience of both institutions and individuals). In 2016, the European Union launched

Erasmus+ Capacity Building Project WARN
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the Joint Framework on Countering Hybrid Threats, and in 2014, the first European
Centre of Excellence for Countering Hybrid Threats (Hybrid CoE) was formally
established with headquarters in Helsinki, Finland, and offices in many EU capitals. The
EU's approach to sustainability is based on providing timely and accurate information
to citizens and decision-makers, developing a security culture, improving education,
encouraging the exchange of information between institutions and organisations,
strengthening specialised bodies and state institutions, and adopting legislative
measures to confront new challenges and protect the population to the greatest extent
possible. This systematic European approach to increasing overall societal security was
chosen as a fundamental one for the project and, consequently, for the glossary
creation.

Our information sources are various open-access publications produced by Hybrid CoE,
which is a European expert institution for studying hybrid threats. Besides these, we
have used the materials provided by our European Union partners from:

— University of Jyvaskyla, Finland (project coordinator),

— University of Coimbra, Portugal,

— ECAM EPMI Graduate School of Engineering, France,

— University of Tartu, Estonia, and

—TNQO’s Hybrid Strategies Lab, Netherlands, our associate partner in the project.

To compose the glossary we cite works of both European and American authors directly.
Therefore, the glossary differs from the classic ones and has no traditional linguistic
uniformity. However, this way we also avoid mistakes in definitions. Therefore, each
concept in our glossary serves as a link to more detailed explanations, studies, and
illustrations by experts, specifying the prodigious patterns of hybrid threats.
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2 MNepeamoBsa Ao rnocapito-2.0 (2024)

AHamonitli Xydoniii (HYOA, HauioHanbHuli yHisepcumem "Ocmpo3bka akademia")

Hamania KoHonka (HYOA, HauioHanbHuli yHisepcumem "Ocmpo3bka akademia")

Hawe cToniTTa 3a3Hano NONITUYHMX, EKOHOMIYHMX, COLiaNbHMX 3MiH. EBponeKcbKa
CNiBAPYKHICTb KpaiH, AKi copmyBanm E€sponencbkuin Coto3, 3ycTpinuca 3 HU3KOL
BUK/INKIB, Bifg, TEPOPUCTUYHUX 3arpo3 A0 HEeCrnpoOBOKOBAHOI NOBHOMAaCWTAOHOI BiliHU
pocii npotn YKpaiHm y ntotomy 2022 poky. BirtHa y Cupii, HecTabinbHa cuTyauia Ha
Bansbkomy Cxoai, NONITUYHI nepecniayBaHHA, HU3bKUI PIBEHD }KUTTA — BCi Lji YAHHUKMK
CTa/In TPUrepoOM ANA NMOCUIEHHA MIrpauiMHUX NPOLLECIB, 3MYLLYIOYN TUCAYI MIrpaHTIB
LWYKATU Kpaworo Xutta y EC. Pazom i3 eKOHOMIYHMMMU, MONITUYHUMM Ta COLANBbHUMN
npobaemamm NOCUNNANCH BINCbKOBI KOHDNIKTK, ribpunaHi 3arpo3un. OcTaHHi BNANMBaOTb
Ha BCi chepu CycninbHO-MONITUYHOIO MKUTTA EBPOMENCBKUX KpaiH, NigpuBaloTb
€KOHOMIKY, nopywylTb CTabiNbHICTb, CilOTb CYMHIBM cepep, HacCe/lieHHA Y
CbOrogHilWwHbLOMY AHi. CNOBHUK-40BIAHUK afapecoBaHO, HAacamnepes TMM, XTO BMBYAE
Temy ribpmgHux 3arpo3. BogHouyac, HMM, 3 YCMiXOM, MOXYTb CKOPUCTATMCA YuHi,
CTYAEHTH, NepeKknagaui i BCi, XTO BUBYAE aHT/IIMCbKY MOBY i Xxoue ii B4OCKOHanuTtu. Chig
3ayBa*KUTW, WO [/1I0CAPiA € NnWeE MNPAKTUYHUM IHCTPYMEHTOM, MPU3HAYEHUM ONA
BUKOPUCTAHHA Y KOHKPETHUX CUTYaLifaX, He NigPYYHUKOM.

lnocapin 2.0 06’eaHy€e HayKOBLIB Pi3HUX chep, OCKiINbKM NPOMNOHYE BMOIPKY TEPMIHIB,
06’egHaHMX CNiNbHOI TEMATUKOK — ribpMaHMMM 3arpo3amu. BiH 3Hanae cBOro ymMTaya
3 ornaAy Ha NIOriYHO CKOMMOHOBAHMM 3MICT i KOMNO3uMLiHY byaoBy. Y KHU3i aBTOpMU
nogann TEPMIHM Ta IXHIi BM3HAYEHHA, BPAXOBYKUM KOHTEKCT. Y AyCi HayKoBOI
NPUHLWMNOBOCTI 3aNPONOHOBAHO HE nLLEe TeEPMiIHWN, ane 1 iXHi AediHiuii aHrNincbKoo Ta
YKpaiHCbKOO MOBaMM. BigMiHHICTIO rnocapito € Te, WO aBTOPU 34INCHMAN BUDIpKY
TEPMiHiB, WO MaTb AK  By3bKOCMeuianisoBaHy CNpAMOBaHICTb, TaK i
MiXKANCLMNNIHAPHMI XapaKTep, Wo 3a40BObHUTb CMaKKM daxiBLiB pisHUX coep.

3pocTatoda ponb iHGOpMaLUiMHOI chepn Ha Cyd4acHOMY eTani XxapaKTepusye PO3BUTOK
cycninbctBa. |HPopmauia cTana HeBig'EMHOIO  YACTMHOK  KWUTTA  Cy4yacHOro
iHbOpMaLuiMHOro cycninbCTBa, TOMY, 3 YpPaxyBaHHAM BMLLE3rafaHOr0 YMHHUKA,
cbopmyBanacb Bark/MBa 3a/EXKHICTb  HauioHanbHOI 6e3nekM AeprkaBu  Bif
3abe3neyeHHA iHGopMaLiHOT 6e3nekun, Aka NOTpPebye 3MiLHEHHSA, 3BarKatoum Ha PaKT
WBMAKOrO PO3BUTKY iHPOPMALIMHUX TEXHONOrN, fAK Hacnigky iHGoOpMaLiNHOI
peBonoUii Ta npouecy rnobanisaujii. MoaHa KpaiHa He MoOXKe 3axucTutn cebe,
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BMKOPUCTOBYOUYM JINLLIE BOEHHO-TEXHIYHI 3acobu, Tomy paep)kaBHa 6e3neka cTae
KOMMNNEKCHUM ABULLEM, L0 OXOMNJIKOE COLia/IbHO-NONITUYHI, EKOHOMIYHI, iIHPpopMaL,inHI
BMHUKAE notpeba y HOMIHALIAX HA MO3HAYeHHA TUX abo iHWKX ABMUL, CyCMinbHO-
NONITUYHOTO *KUTTA, 0CO6MBO 3 ypaxyBaHHAM YMHHUKA 30BHILLHIX 3arpos3, cepen AKNX
— ribpuaHa BiriHa. Mpu LbOMY, BiliHA Y Mi*KHAPOAHMX BiHOCMHAX NEPETBOPHOETLCA Ha
36pOt0, AKAa OMMHAE KOPAOHM i NPOHUKAE y BCi chepun CyCcninbHOro XKUTTA, HepiaKo
3arpoXKylumM iCHyBaHHIO camoi AepaBu. |HPopmauinHe npoTMbBOPCTBO BMMArae
TEPMIHO/IOMNYHOrO iIHCTPYMEHTapIto, AKNIM Bn gonomir, Ak paxiBLUAM, TaK i NOYATKIBUAM,
OpPIiEHTYBATUCA Y peaniax cboroaeHHs. Taknum 3aBAaHHAM i BiANOBIAA€E Le rnocapin.

Cnip 3ayBaxkutn, wo Mnocapii (sepcis 2.0) 3’sBmMaacb BHacNiAOK Toro, Lo 6a3oBa Bepcis
(Cnocapin 1.0) npomwna NinoTHe 3aCTOCYBAHHA | B NPOLLeCi TOHKOro HanalwTyBaHHA byna
AoonpauboBaHa. [nocapii 3 ribpnaHmx 3arpo3s (Bepcia 2.0) € pe3ynbTaToM Ki/ibKapiyHOi
HayKoBOi po60TM NpeACTaBHUKIB Pi3HUX HAayKOBUX ranyseit KomaHan WARN — npoekTy
AkagemiyHa npoTtuaia ribpuaHum 3arposam; (Erasmus+ Capacity Building Project
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP. MNMpoeKT 06’eaHaB BiTYM3HAHI Ta 3apybirKHi
BUMLLLi 3aKN1a4N OCBITM 3 METOO 3aMOBHEHHA NPOra/IH Yy BUBYEHHI rGpMAHMX 3arpo3 y
Pi3HMX cpepax *KUTTA CyCniNbCTBa ANA NiABULLEHHSA CTIMKOCTI CyCnifibCTBa B YKPaAiHi A0
noAibHoro poay BUKAUKIB.

3 ornaay Ha HeobXiAHICTb CTBOPEHHSA CMiZIbHUX NPOEKTHUX Pe3y/bTaTiB, AKi 61 BMilLyBaB
HOBITHIi MaTepinu Ta BigNoBiAaB 61 BMLLE3a3HAYEHUM HaBYaIbHUM LiNAM, @ TAKOXK 4NN
BMOPAAKYBAHHA BEAMKOrO0 MacMBYy MaTepianis, HaAaHUX HAWWMM EBPOMNENCHKMMMU
napTHepamu (YHiBepcuteT KOBsickiona, Bula iHxXeHepHa wKona ECAM-EPMI, Koimbpwu,
YHiBepcuteT TapTy), yKnagadyamm AaHOro raocapito 6yno CTBOPEHO KapTOTEeKy, Lo
OXOMJILOE aHMNINCbKI Ta YKPaiHCbKi TEPMiHW, BUOKPEMAEHi i3 Cy4YaCHUX BUAAHb.
BHacnigok onpauytoBaHHA TAaKOro KOpPMNycy MOBHMX OAWMHUUb, OyN0 BMOKpPEMNEHO
KMHOYOBI TEePMiHM, iXHI BapiaHTW, CMHOHIMKW, 3aNPONMOHOBAHO BapiaHTU Nepeknagy,
nigibpaHo nepenik YKpaiHCbKMX aHanoriB y MaKCMManbHO MNOBHOMY BWUINAAdi Ta
cTBOpeHO uen Mnocapin 2.0.

OCKilbKM OZHA 3 MeplopAaHMX Lifen Uiel Hawoi npaui nonarana B 0O3HAMOM/IEHHI
KOPUCTYBa4diB 3 Temow ribpuaHoi BiMHM | ribpnaHux 3arpo3, To 6yn0 BUPILLEHO
nobyaysatu rnocapih  3a OAHMM i3 MNOLWMPEHUX cnocobiB cucTemaTusaui
TEPMIHONIOMNYHOro maTepiany — 3a anPaBiTHUM NPUHLMUMOM.

OcHOBHMMMU nepeBaramu BUOQHHA € CUCTEMHICTD, NParmaTUYHICTb,
MIXKOMCUMNNIHAPHICTD Ta JIOTIYHICTL nNigxoay A0 NpeacTaB/leHHA TepMiHiB, AKi
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OXON/IOOTb TaKi HanNpAMKM AK: HauioHanbHa 6e3neka, MiXXHapoAHi BiAHOCUHMN,
nonitonoria, nybniyHe ynpaBAiHHA Ta aAMiHICTPYBaHHA, MeHeAKMEHT OpraHisauiin,
¢iHaHCcOBO-eKOHOMIYHA  6Ge3neKa,  KibepbesneKka,  iHXeHepin NpPOrpamHoOro
3abe3neyeHHsA, CUCTEMMU LUTYYHOrO iHTENIEKTY, CEpeaHsA Ta BMLLA OCBITU, COLLIOKYNbTYPHA
AIANBHICTb, Mefia KOMYHIKauii Ta iH.

Baxnneoto nepesBaroto raocapito € anenauia 40 A4OCTOBIPHUX Ta aBTOPUTETHUX AXKepen,
WO A03BONAMAO BpaxyBaTM HOBITHI TeHAEHUil Ta nepeaoBUI AOCBiA, Y BUBYEHHI
ribpugHux 3arpo3 B yMOBax pPaAMKANbHUX 3MiH MidKHapogHOro 6e3neKkoBoro
cepepoBunwa. KoxkeH TepmiH CynpoBOAXKYETbCA AHIIOMOBHMM BiANOBIAHMKOM i3
3a3HAYEHHAX BUKOPUCTAHOrO AXKepena, BiATaK Le A03BONAE He Anwe NO3HANOMUTUCA
i3 3MiCTOM NOHATTA, ane N 36inAbWwnTN 06i3HAHICTL NPO Cy4YacHi HAayKOBI Ta MPAKTUYHI
HanpayloBaHHA Yy BUBYEHI npobnemu. [nocapih Aa€E MOXKAMBICTb NO3HAMOMUTUCA Ta
3PO3YMITK KNOYOBI TEPMIHWM Y BUBYEHHI BUTOKIB, CYTHOCTI, 0COH6MBOCTEN Ta AUHAMIKM
ribpuaHnx 3arpo3 Ta WAAXIB iX NPOTUAII, @ TAKOX NPOSIMBAE HOBE CBITN0 Ha NpMpoAay
rno6anbHMx 6e3neKoBMX BUK/UKIB.

TepMiHONOrIYHI OQMHULI, CTPYKTYPHO, NpeacTaBaeHi C10BaMm, CZIOBOCMNONYYEHHAMM Ta
peyYeHHAMM, AKI BiaA3ePKaNOOTb CYKYMNHICTb 6230BMX MOHATD, L0 KOPE/IOKTh i3 TEMOHO
ribpnaHmx 3arpos i, ki, B CBOIO Yepry, penpe3eHTyoTb ToM abo iHWKI acnekT ribpnaHoi
BilHW, €KOHOMIYHUN, MONITUYHMIN YM BINCbKOBUI AomeH. nocapin 2.0 — npo HoBy
chepy Cy4acHOro *KUTTA UmMBini3auii — ribpmnani 3arpo3un. TepmiHu Biaa3epKantotoTb iXHIN
B/IMB HA BCi Cchepun XKUTTA Cy4aCHOro CycninbCTBa — Bif, MOAITUKM A0 KyabTypu. Ha
NiacTaBi cyvyacHMx 3apybiXHWX [oCnigXKeHb NOAAHO Ta YTOYHEHO HU3KY KIKOYOBMX
MOHATb, WO CTOCYOTbCA FiGpMAHOI BiliHW Ta ribpuaHUX 3arpo3. BUOKpemMaeHo OCHOBHI
TEPMIHO/MIONYHI O3HaKM TribpMAHOT BIMHW B KOHTEKCTI POCIMCbKO-YKPAiHCbKOro
NpoTUCTOsAHHA. NbpmnaHa BiMHa cTana BMKANMKOM Ana YKpaiHW, EBPONENCbKOI Ta BCi€l
Mi¥XHapOAHOI CMiNIbHOTU | CTAHOBUTb 3arpo3y iCHYlO4YOMY CBITOBOMY MOpAAKY. Takuin
CTaH peyein NoTpebye OCMUCAEHHA Ta aHaNi3y, AK 3 NONITUYHOT, EKOHOMIYHOI, BiiCbKOBOI
Ta NIHTBICTUYHOI TOYOK 30py. Ui meTi i nignopAaaKoBaHUIM rnocapin 2, AKUA OXONKOE
Liny HU3Ky chep, AOTUYHUX A0 ribpUaHUX 3arpos.

TepmiHonoriyHi ognHuUui, npeactasneHi y Fnocapii 2.0, xapakTepmnsyroTb EKOHOMIYHY,
iHbOpMaLiNHY, BINCbKOBO-NOJITUYHY Ta iHLWWI CKNAA0BI Cy4aCHUX BUKAUKIB, AKIi nocTanum
nepeg €C, i ribpuaHmx 3arpos, 30kpema. 3Ha4YHO MipPOto, HU3Ka TEPMIHIB KOPENIOE 3
POCIMCbKO-YKPAiHCbKOK BIiMHO Ta ribpuaHMMKM 3arpo3amu, fIKi CTBOPHOE POCiMCbKa
denepauis. YBary akeHToBaHO Ha iHpOpMaLiiHi CKNaaoBil, AK 0AHiN i3 6a3oBux chep
ribpnaHoi BiMHW. B yKpaiHCbKMW HAyKoOBMW 06Ir Bnepwe BBeAEHO TepPMiHONOTFIYHI
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OAMHMLi Ha NO3HaYeHHs ocobanBocTen ribpuaHMX 3arpo3s, iHpopMaLiMHOI BiHM TOLW,O.
TepmiHn npeacTtaBneHi HU3KOK NOHATb, NO4EKYAU, CUMHOHIMIYHUX 33 3MICTOM, NPOTE,
AKi peneBaHTHI A0 TeEMM IN10Capito, a came — ribpuaHUm 3arpo3am.

Matepian mae 6e3yMOBHY LiHHICTb — B HiA 3 HAYKOBOK TOYHICTIO, /IMOUHOMD i
KOHKPETHICTIO ONMCaHa i CTPYKTYpOBaHa HOBa chepa — Cy4aCHUX BUKAMUKIB i ribpmuaHux
3arpos, AKi CTa/IM KOMNOHEHTOM CY4aCHOrO KUTTA, HEe3a/1EeXHO Bif, KPAiHWN, OCKINIbKU He
iCHYE KOpPOOHIB AgnA nowupeHHA iHGopmalii, ¢enkis, miamiHn noHATb Towo. Chig,
BiA4aTN HaNeXKHe aBTOPaM [/i0capito, AKi BUABMAK Ta onucanu deHomeH ribpmaHmnx
3arpo3 Cy4aCHOCTi i npe3eHTyBa/M WMOro y BUMIAAI TEPMIHONOTIYHUX OAMHULb.
MpepacTtasneHi y Mnocapii 2.0 TePMiHM MatOTb NPAKTUYHE 3HaYeHHA. MaeTbca npo Taki
NMUTAHHSA, K BNJINB Meia Ha NCUXO/IOTIYHUM CTAaH FPOMAAAH, IXHi 3HAHHSA, KOMMNETEHL,to,
NepeKkoHaHHA, piBeHb arpecii, opMyBaHHA aKTya/lbHUX TEM Y CYCNiNbCTBI, NOBEAiHKY
BM6OpPLUIB, iHOOPMaLLIMHNI 3aXUCT TOLLLO.

lnocapin 2.0 cTaHe BaXX/IMBMM iHCTPYMEHTOM He Auwe ANA CTYAEHTIB, HAayKOBLB,
NpPaLiBHMKIB OpPraHiB AepXaBHOI BlagM, MiCbKOro cCamoBpAAYyBaHHA, NMPAaBOOXOPOHHUX
CTPYKTYP Ta BCiX TUX, XTO LLIKaBUTbCS, BUBYAE Ta BUKOPUCTOBYE NoAibHY TepmiHONOTriO Y
OCBITi Ta pobOTi, afe 1 ANA KOXKHOro rpoMmagAaHnHa — ANA NiABULLEHHS OCBIYEHOCTI Ta
rOTOBHOCTI A0 3aXUCTy Ta NPOTUAIi ribpnaHnum 3arposam.

3BaXKaloum Ha repoiyHy 60poTbby YKpaiHCbKOro Hapoay 3a He3anexHicTb YKpaiHCbKOI
[epKaBu, BXKMBAHHA MaNIeHbKOI NliTepn Npu HanMcaHHi Ha3B «POoCiicbKa peaepauiar,
«pocifA», «MOCKBa» TOLLO HE BBAXAETbCA MOMWIKOK Yy MpPaBoONUCi (pilleHHs
HauioHanbHOI KOMicis 3i cTaHAapTIB AeprkaBHOi moBM Big 15.09.2023, npoTokon Ne 83).

Foreword to the Glossary-2.0 (2024)

Anatoliy Khudoliy (National University of Ostroh Academy, NUOA)

Natalia Konopka (National University of Ostroh Academy, NUOA)

Our century has seen political, economic, and social changes. The European community
of countries that formed the European Union faced a number of challenges, from
terrorist threats to Russia's unprovoked full-scale war against Ukraine in February 2022.
The war in Syria, the unstable situation in the Middle East, political persecution, and low
living standards have all triggered an increase in migration, forcing thousands of
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migrants to seek a better life in the EU. Along with economic, political and social
problems, military conflicts and hybrid threats have intensified. The latter affect all
spheres of socio-political life in European countries, undermine the economy, disrupt
stability, and sow doubts among the population about the present. The EU responds to
current challenges by informing citizens about the threat of hybrid warfare. As a result,
European countries are implementing relevant projects - one of which is Academic
Response to Hybrid Threats — WARN (Erasmus+ Capacity Building Project 610133-EPP-
1-2019-1-FI-EPPKA2-CBHE-JP). The WARN project resulted in a glossary. The problem
we faced was the lack of a “professional language,” that is, a common terminology that
researchers could use. And the first significant step of our team was to develop a
terminology that forms the basis of the content of the updated educational
programmes. The overall goal of the project is to fill the terminological gap in various
areas of professional activity in order to increase civilian resilience to hybrid threats in
Ukraine.

The Glossary 2.0 is intended primarily for those who study the topic We intend to
update the glossaryof hybrid threats. At the same time, it can also be used by students,
translators, and anyone who learns English and wants to improve it. It should be noted
that the glossary is only a practical tool intended for use in specific situations, not a
textbook.

The Glossary 2.0 brings together scholars from different fields, as it offers a selection of
terms united by a common theme - hybrid threats. It will find its reader due to its
logically organized content and compositional structure. In the book, the authors
present terms and their definitions, taking into account the context. In the spirit of
scientific integrity, not only the terms but also their definitions are offered in English
and Ukrainian. The difference of the book is that the authors have selected terms that
are both highly specialized and interdisciplinary in nature, which will satisfy the tastes
of specialists in various fields.

The growing role of the information sphere at the present stage characterizes the
development of society. Information has become an integral part of the life of the
modern information society, so, taking into account the above factor, an important
dependence of the national security of the state on ensuring information security has
been formed, which needs to be strengthened, given the rapid development of
information technology as a result of the information revolution and globalization. No
country can defend itself using military and technical means alone, so state security is
becoming a complex phenomenon that encompasses socio-political, economic and
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information measures. As the speed of information dissemination increases and
becomes more complex, there is a need for nominations to denote certain phenomena
of socio-political life, especially in view of the factor of external threats, including hybrid
warfare. At the same time, war in international relations is turning into a weapon that
bypasses borders and penetrates all spheres of public life, often threatening the
existence of the state itself. Information warfare requires a terminological toolkit that
would help both experts and beginners navigate the realities of today. This glossary
meets these objectives.

It should be noted that the Glossary (version 2.0) appeared as a result of the fact that

the basic version (Glossary 1.0) was piloted and fine-tuned. The Hybrid Threats Glossary
(version 2.0) is the result of several scientific works of the various scientific fields
representatives of the WARN team - the project “Academic Response to Hybrid Threats”
(Erasmus+ Capacity Building Project 610133-EPP-1-2019-1-FI-EPPKA2-CBHE-JP). The
project unified the domestic and foreign higher education institutions with the aim of
compensating for the gaps in the study of hybrid threats in various spheres of societal
life to increase the resilience of society in Ukraine to similar challenges.

Given the need to create joint project outputs that would contain the latest materials
and meet the above-mentioned learning objectives, as well as to organize the large
array of materials provided by our European partners (University of Jyvaskyla, ECAM-
EPMI Graduate School of Engineering, University of Coimbra, University of Tartu), the
compilers of this glossary have created a card index covering English and Ukrainian
terms extracted from modern publications. As a result of processing this corpus of
language units, key terms, their variants, and synonyms were identified, translation
options were suggested, a list of Ukrainian equivalents was compiled in the most
complete form, and this Glossary 2.0 was created.

Since one of the primary goals of this project was to familiarize users with the topic of
hybrid warfare and hybrid threats, it was decided to build Glossary 2.0 according to one
of the most common ways of systematizing terminology - alphabetically.

The main advantage of Glossary 2.0 is the systematic, pragmatic, interdisciplinary and
logical approach to the presentation of terms that cover such areas as national security,
international relations, political science, public management and administration,
management of organizations, financial and economic security, cyber security, software
engineering, systems of artificial intelligence, secondary and higher education, socio-
cultural activities, media communications, etc.
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An important advantage of Glossary 2.0 is the appeal to reliable and authoritative
sources, which made it possible to take into account the latest trends and best practices
in the study of hybrid threats in the conditions of radical changes in the international
security environment. Each term is accompanied by an English-language equivalent
indicating the source used, thus allowing not only to get acquainted with the meaning
of the concept, but also to increase awareness of modern scientific and practical
developments in the studied problems. The Glossary 2.0 provides an opportunity to
learn and understand key terms in the study of the origins, essence, features and
dynamics of hybrid threats and ways of countering them, and also sheds new light on
the nature of global security challenges.

Terminological units are structurally represented by words, phrases and sentences that
reflect a set of basic concepts that correlate with the topic of hybrid threats and, in turn,
represent one or another aspect of hybrid warfare, whether it is economic, political or
military domain. The Glossary 2.0 is about a new sphere of modern civilization - hybrid
threats. The terms reflect their impact on all spheres of modern society, from politics to
culture. Based on modern foreign research, a number of key concepts related to hybrid
warfare and hybrid threats are presented and clarified. The main terminological
features of hybrid warfare in the context of the Russian-Ukrainian confrontation are
highlighted. Hybrid warfare has become a challenge for Ukraine, the European and the
entire international community and poses a threat to the existing world order. This state
of affairs requires comprehension and analysis from the political, economic, military,
and linguistic points of view. This is the purpose of the Glossary, which covers a number
of areas related to hybrid threats.

The terminological units presented in the Glossary 2.0 characterize the economic,
informational, military and political components of the current challenges facing the EU
and hybrid threats in particular. To a large extent, a number of terms correlate with the
Russian-Ukrainian war and hybrid threats posed by the Russian Federation. Attention is
focused on the information component as one of the basic areas of hybrid warfare. For
the first time, terminological units have been introduced into Ukrainian scientific
circulation to denote the peculiarities of hybrid threats, information warfare, etc. The
terms are represented by a number of concepts, sometimes synonymous in meaning,
but relevant to the topic of the glossary, namely, hybrid threats.

The Glossary 2.0 has an unconditional value - it describes and structures a new area with
scientific precision, depth and specificity - modern challenges and hybrid threats that
have become a component of modern life, regardless of the country, as there are no
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borders for the dissemination of information, fakes, substitution of concepts, etc. The
authors of Glossary 2.0 should be commended for identifying and describing the
phenomenon of hybrid threats of our time and presenting it in the form of
terminological units. The terms presented in the glossary are of practical importance.
They address issues such as the impact of the media on the psychological state of
citizens, their knowledge, competence, beliefs, level of aggression, the formation of
topical issues in society, voter behaviour, information protection, etc.

The Glossary 2.0 will become an important tool not only for students, scholars,
government officials, municipalities, law enforcement agencies, and all those who are
interested in, study, and use such terminology in their education and work, but also for
every citizen to increase their awareness and readiness to protect and counter hybrid
threats.
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3. [MoasAKa EBPONENCHKUM eKCnepTam

LLlaHOBHi ekcnepTu, Konerun!

LLInpo AAKYeEMO 3a Balli 3HAHHA, KOMEHTapi, NPONO3uLii Ta BUNPaB/IeHHA, BUCNOBNEHI
no sepcii rnocapito 1.0. Mun UiHYEMO Te, WO BU NOAIAMAMUCA CBOIM A0CBIAOM WOAO0
TepMmiHonorii ribpuaHux 3arpos, CTPYKTYpU Ta CKNagaHHa [nocapito.

MpeacTtaBHMKKU Hawoi UA-KOomaHAaM, AKI NpayoBann Hag BAOCKOHaNeHHAM [hocapito Ta
CTBOPEHHAM BepCii 2.0., yBaXKHO BUBYUAM YCi BaLLi KOMEHTapIi, AKMMU NOTIM NOAINNANCA
cepeq, iHWMUX YKPAIHCbKUX Koner Ta AOCNIAHMKIB 3 KOHCOpPUiyMYy YHIiBEepCUTETIB Y
cepenosumwi WARN. Bawi npono3uy,ii 4ONOMOrAnM HaWwWmMm KOMaHaam 30cepeanTmca Ha
TepMiHax, AKi Ginblie cTocytoTbea ribpmaHMx 3arpo3 y BianosigHUX cdepax HaLIOro
NpOeKTy. B pe3ynbTati My BUPILLMAN HE BKAKOYATU YACTUHY 3aNpPONOHOBAHUX TEPMIHIB
Ao Fnocapito 2.0, ocKkinbKn BoHU Bynn cnpamoBaHi 34eb6inblwioro Ha AocniAHULbKI Ui,
OAHAaK MM BBAXAEMO, WO TepmiHonoria, npeacrasneHa B [nocapii 2.0, NoBMHHA
BMKOPUCTOBYBaTHCA 34e6i1blWIOro B HaB4Ya/IbHOMY MPOLLECI.

Mu wmpo BaaYHi ekcnepTtam 3 YHiBepcutety lOBackiona (PiHnaHAif), OcKinbKn HaaaHi
HMMW MaTepianm He inwe 3aKknaamn ocHosy Mnocapito 1.0, a M chopmyBanm MeMHCTPIM
Moro oHoBneHHA Ao Bepcii 2.0. KomaHaa BMCOKO UiHYE peaaKuito Ta BUMPABJ/IEHHS,
BHECEHi B nMeplwy Bepcito Hawumm Koneramm 3 KoimbpcbKoro yHiBepcutety
(Moptyrania). OckKinbkn Hawi ¢paHUy3bKi Konern (Buwi iHXeHepHa wKona ECAM-
EPMI) nigkpechmnnm BaxkAMBICTb TepmiHOAOTri, TiCHO noB’A3aHOi 3 TibpuaHMMHK
3arposamu B Kibepbesneui, aesaki 3 HUX Bynn BKAKOYEHI A0 BAOCKOHA/NEHOI Bepcii Ta
CTaNIN UiHHUM AONOBHEHHAM A0 TepmiHonorii Fnocapito 2.0. Mn WwWnpo BAAYHI 33 LiHHI
pekomeHZaLii Ta KOMEeHTapi Halux eCTOHCbKMX Koner (YHiBepcuter Tapty) wono
NeBHOI KOHKPeTHOI TepmiHonorii, AKa byna 4acTKoBO BnpoBaAaKeHa B [nocapin 2.0
BiAANOBIAHO A0 Li/fIel HAaWOoro NPOEKTY, 30CEPEAKEHOTO r0JIOBHUM YUHOM Ha HaBYaHHI.

Ana cknapaHHA [nhocapito 2.0 yKpaiHCbKa KOMaHAAQ onpautoBana BENMKY KiNbKiCTb
maTepianis, cTaTenm Ta OOKYMEHTIB, PEKOMEHAO0BAHUX EBPOMEMCbKMMM MapPTHEPAMMU
NPoeKTy. BOHM cTanu axxepenom ycix BU3HaYeHb i TepmiHonorii. OgHaK KOXeH TepMiH y
lnocapii 2.0 € «To4yKO AOCTYNy» A0 Oinbll AeTaNbHUX MNOSACHEHb, AOCAIAXKEHb Ta
intoCcTpayin, HagaHux npodecioHanamum. YuTady MaA€E MOMKAMUBICTb CAMOCTIMHO
03HAaMOMMUTMCA 3 HUMM 33 CMIUCKOM JliTePATYpMU, WO MICTUTLCA B F/10Capii. 3arasiom, mu
XOTinM 6 BM3HATW, WO MW Hamaraauca BAOCKOHanNUTM Bepcito [nocapito 2.0 i
OOTPUMYHOUYMCb PEKOMEHAALIN | KOMEHTapIB yCiX Hawux Koner 3 EC Ao nepwoi Bepcii,
AKOK MOAINNANCA KONern-seMKnagadi Ta Ao0CNigHMKM B Hawomy cepegosuuti WARN B
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YKpaiHi. Baw aocsig 6yB LiHHOK YaCTUHOM AOCATHEHb LbOro pe3ybTaTy NPOEKTY, i MU
WMpPO cnoAiBaemoca, wo [nocapin 2.0 npeactaBuTb LMPOKUM CMEKTP KOPUCHUX
TEPMIHIB WOA0 TribpMAHMX 3arpo3 A4NA YKPAIHCbKMX CTYAEHTIB, BMKNAZadiB i
AOCNIAHUKIB.

3 noBaroto

KomaHpaa po3pobku UA Glossary 2.0.
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Dear Experts, Colleagues,
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experience related to the terminology of hybrid threats and structure and compilation
of the Glossary.
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creating version 2.0. carefully studied all your comments, which were then shared
among other Ukrainian colleagues and researchers from the consortium universities in
WARN-environment. Your suggestions have helped our teams to closely focus on the
terms more related to hybrid threats in the relevant spheres of our project. We decided
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at research purposes. However, we consider that the terminology presented in Glossary
2.0 shall be mostly used in the teaching process.
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provided by them not only laid the foundation for Glossary 1.0 but also formed the
mainstream of its update to version 2.0. The team greatly appreciates the editorship
and corrections made in the first version by our colleagues from Coimbra University. As
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To compile the Glossary 2.0, the Ukrainian team processed a large number of materials,
articles, and documents recommended by the project’s European partners. They
became the source of all definitions and terminology. However, each term in Glossary
2.0 is an “access point” to a more detailed explanation, research, and illustrations
provided by professionals. The reader has the opportunity to access them
independently through the list of references contained in the glossary. Overall, we
would like to acknowledge that we tried to improve the Glossary 2.0 version and follow
the recommendations and comments of all our EU colleagues to the first version that
has been shared among the teaching and research colleagues in our WARN-
environment in Ukraine. Your expertise has been a very valuable part of accomplishing
this project result, and we sincerely hope that Glossary 2.0 will present a wide range of
useful terms on hybrid threats to Ukrainian students, teachers and researchers.

Sincerely,

UA Glossary 2.0 Development Team
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4 TNNOCAPIN-2.0 / GLOSSARY-2.0
A
Ne UA EN Oxepeno
1. ABTOKparTin Autocracy Sazonov et al.
npaenAYa cuctema, B sAKiM nigep a ruling system in which the leader (2016) - p.20
(auktatop abo  kKoponb) Mmae (dictator or king) has unlimited
HeobmeKeHy Bnaay. power.
2. AreHT IKC X-Agent Treverton et
WKignmee nporpamHe a malware that allows for remote al. (2018) -
. - p.41-42
3abe3neyeHHs, AKe possonse commands, file transmissions, and
Big4aneHo BWKOHyBaTM KomaHgu, keylogging,
nepe,fl,asam aiinu Ta PEECTPYBATM . fosture that  records every
KO, keystroke made on a compromised
OYHKLiA, AKa  peecTpye KoxHe computer which allows for easy
HaTUCKAHHA Knasiwi Ha access to passwords. X-Agent is also
ckomnpomeTtoBaHoMmy Komn'toTtepi, configured to be capable of running
wo 3abesneyye nerknit goctyn Ao on both computer and mobile
naponis. X-Agent HanawToBaHui platforms.
poboTy AK Ha Komn'toTepi, Tak i Ha
MOBiNbHUX NaTdopmax.
3.
AreHT KynbTypu Cultural agent
1) nopuHa, Aka cnpuAe 3miHam, 1) is an individual who promotes Sommer, D.
BMUCBITIIOIOYM  Ta  gocnigkytoum change by highlighting and exploring  (2021)
6e3niv cnocobis BNAMBY KyabTypHux the many ways in which cultural
NPaKTMK Ha Hali cycninbCcTBa. practices affect our societies.
2) KoHUenujia KynbTypu K areHTcTBa, 2) the conception of the culture as an
WO ABNAE COBOIO HM3KY KpeaTMBHMX agency, which refers to a range of Barbero etal.
BUAIB [AiANbHOCTI, AKi  cnpustoTb creative activities that contribute to (2006)
PO3BUTKY  CycCninbCTBa, 30Kpema society, including pedagogy,
neaaroriky, AoCnigXeHHsa, akTueiam research, activism, and the arts.
Ta MUCTELTBO.
4. Arpecia 36poiHa Armed aggression Horbulin
The use of armed force by a state or (2017) B
p.156

a group of states against any country.
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3acTocyBaHHA iHLWO aeprkasoto abo
rpynoto  AeprkaB 36poirHOI  cuau
npoTh byab-AKOi KpaiHu.

Apantauin AepXKasu
MepeKeBoro ynpas/iHHA

Ao

npouec BOYAOBYBAHHA Aep)KaBu Yy
TEXHIYHI M onepauinHi mepexi, Wwo
CYNpPOBOAKYETLCA 3aNyYEeHHAM [0
bopMyBaHHA CTAaHAAPTIB | NPAKTUK Y
cepepoBuli 3a y4yacTio Haratbox
3aliKkaBieHUx CTopiH. Peanisauiqa
AAHOro npouecy HEMO/IMBA
WAAXOM  BCTQHOBJIEHHA  MPAMOro
iEPAPXiYHOro KOHTPOIO HaA HUM. Lle
pobutb  1iOro  BpasMBMM A0
ri6puaHNxX 3arpos.

Adaptation of the state to network
management

This is the process of embedding the
state into technical and operational
networks, accompanied by the
involvement in the formation of
standards and practices in an
environment with the participation
of multiple stakeholders. The
implementation of this process
cannot be achieved through the
establishment of direct hierarchical
control over it. This makes it
vulnerable to hybrid threats.

Milton et al.
(2013) - p.100

Akropw ri6puanux sarpos

3N10BMUCHUKM, fAKi CTBOPIOIOTL TiBpuaHi
3arposun Ta H6epyTb y4acTb y ribpuaHmx
BM/IMBAX.

Ix ob'eaHye Te, WO BOHM MalOTb
OEMOHCTPYBaTh 34aTHICTb bo
CUMHXPOHI3aLii pi3HUX iHCTPYMEHTIB i3
KOHKPETHMMM BPA3INBOCTAMMU KEPTBU
ONA CTBOPEHHA NiHIMHUX Ta HENiHINHUX
edekTiB.

AKTOpPU MOXKYTb OYTU SIK OepiKasHUM
aKmopamu 2ibpudHuUX 3aepo3, TaK i
HeoepHa8HUMMU aKmMopamu 2ibpudHux
30epo3

AKTOp® € oAHMM 3 4-X KJHYOBUX
enemeHTiB y KoHuenmyaneHoi modeni
2ibpudHUX 302p03

Actors of hybrid threats

Criminals who create hybrid threats and
engage in hybrid influence. What they
have in common is the ability to
synchronize various tools with specific
vulnerabilities of the target to create
linear and nonlinear effects.
The actor can be both states actors of
hybrid threats and non-state actors of
hybrid threats.
Actors are one of the 4 key elements in
the Conceptual model of hybrid threats

MCDC (2017) -
p.8

AKynbTypauis

npouec, AKMI BTINKOE NtoAMHA/areHT
(ue He npouec, AKWI TpanNAETbCA 3
NOAWHOK)  nicns 3ycTpidi Ta
NPUEAHAHHA [o KYNbTYpPHOI

Acculturation

a process executed by an agentic
individual (it is not a process that
happens to an individual) after
meeting and entering a cultural

Chirkov, V.
(2009) — p.94

Maehler et al.
(2019)
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CNiNbHOTK, fKa BiAPI3HAETbCA Big4 community that is different from the
KyNbTYpPHOI CNinbHOTK, Ae BoHa byna cultural community where he or she
couianisosaHa. was originally socialized.

8. AKyCTHYHa BiliHa Acoustic warfare NSA (2013) -
CYKYMHICTb  Aii, mig uac Akmwx in an underwater environment, the P 2-A-1
BUKOPUCTOBYETLCS aKyctuyHa use of acoustic energy to provoke,
eHepria y nigBogHomy cepegoBulli exploit, restrict or prevent hostile use
3a/17 MPOBOKYBaHHA, CMOHyKaHHA, of the acoustic spectrum and the
obmerkeHHAs abo nonepea)keHHA implementation of any measures
3aCTOCyBaHHA BOPOrom akyctuyHoro taken to restrict its use to friendly
CNEeKTPY, a TaKoX BnpoBaa)KeHHA forces.
6yab-AKMX 3axopais 3aans
3anobiraHHA 1MOro  BMKOPWUCTAHHA
NPOTU APYXKHIX CnA.

3. AHani3 3arposu ribpuaHoi BiliHK Hybrid warfare threat analysis MCDC (2017)
aHani3 / npouec, npusHayeHut ana an analysis/process designed to —p31
BpaxyBaHHSA BCiX iHcTpymeHTiB  account for all MPECI instruments of
ribpngHoi BinHKM MMECI. B toiyac, Ak a hybrid warfare threat. While the
BiliCbKOBI  30cepenkytoTbca  Ha military focuses on the M (military),
MminitapHomy  (BilicbkkoBomy) M- civilian subject matter experts and
KOMMOHEHTI, ekcnepTiB 3 umusinbHMXx the private sector are brought in to
NUTaHb Ta NpuBaTHWUIM  cekTop assist non-traditional (not military)
3a/y4aloTb ANA HagaHHA gonomoru B threat analysis of political, economic,
aHanisi HeTpagmuiHmx 3arpo3, a civil, informational hybrid warfare
camMe HeBiliCbKOBMX iHCTpymeHTiB tools. The key to the success of this
ribpuaHoi BilAHW (nonitmuHmx, process is understanding how
E€KOHOMIYHMUX, rpomagAaHcbkmx, specific hybrid warfare actors tailor
iHpopmauinHux). Kntouem go ycnixy attacks to specific vulnerabilities of
LbOro Npouecy € po3ymiHHs Toro, sk intended targets across the PMESII
KOHKPETHI Y4aCHUKK ribpuaHoi BitHM  spectrum.
a4anTyloTb aTaKW Mig KOHKPETHI
BPa3/IMBOCTI HamiyeHUX Uinen y
Bcbomy cneKktpi MMECII-gomeHis.

10. AHani3 ueHTpy Baru Centre of gravity analysis MCDC(a)

(2019) — p.89

MeToA0/10rif BiiCbKOBOTO
NNaHYBaHHSA, WO MOXOAUTb 3 KHUTU

Kapna ¢oH Knayszesiua "Mpo BilHY",

a military-planning methodology
derived from Carl von Clausewitz’s
book On War to identify the ‘source’
or ‘hub’ of power in a system.
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Ana  BUABNEHHA "axkepena" um
"ueHTpy" Bnagmu B cucTemi.

11. AHani3 uinboBoi aygurtopii Target Audience Analysis (TAA) Kalensky et al.
ue npouec Nowyky Ta gocnigxeHHs is the process of finding and (2024)
BiAnoBigHOI uinboBOi ayguTopii. researching a  suitable target
BuKopucToBYyeTbCA, 30Kpema, ana audience. It is used, in particular, for
npoBeAeHHs iHpopmauiiHo- conducting informational and
NMCUXONOTIYHMX onepaLin. psychological operations.

12.

AHHeKcia Kpumy

Ha noyatky 2014 poky, nicna
npotectis Ha MangaHi Ta BTeui
AHYKOBMYaA i3 BNagu Ta 3 YKpaiHu 21
NIOTOr0, MOCKBa nepenwna Big
PUTOPUKM A0 KamnaHii ribpugHoi
BiMHW. Y HiY Ha 27 ntoToro 2014 poky
POCINCbKUIA cneuHas 3alHAB
micueBuit opraH Bnagu B AP Kpum.
BoaHouac pociicbKi BifcbKa, paHile
po3miweHi B Kpumy Ta
CesacTtononi 3rigHo 3 [orosopom
npo YopHomopcbkuii ¢not 1997
POKY, no4yann obnory Ta Hanagu Ha
YKpaiHCbKi BilicbKa, ypsaaosi byaisni
Ta iHPPACTPYKTYPY, npamo
nopyLuyto4m BypanewTcbKkuni
memopaHaym 1994 poKy, AKui
rapaHTyBaB TEPUTOPIANbHY LiNICHICTb

MiCTi

YKpaiHn. 16 6epe3HAa pociicbka
B/1aZla Ta NPOPOCINCbKI cenapaTncTu
nposenu HE3aKOHHWUM

"pedepeHaym" OO0 NPUEAHAHHA
Kpumy Ta CeBactonona go pocii i3
ManoMMOBIPHUM  pe3yibTaToOM -
96,7% nNiaTPUMKM aHeKcii. [i3Hiwe
caM nMyTiH BWM3HaB, WO Nig 4ac
"pedepeHaymy" B Kpumy 6yno
6nmM3bko 20  TUCAY  POCIMCbKUX
BilAiCbKOBOC/Y»KO0BLLiB, T1T6)
cnpunmanocs AK BMN/INB Ha

Annexation of Crimea

by early 2014, following the Maidan
protests and Yanukovich’s departure
from government and Ukraine on 21
February, Moscow changed from
rhetoric to a hybrid warfare
campaign. On the night of 27 Feb
2014, Russian special forces took
over the local legislature of Ukraine’s
Autonomous Republic of Crimea. At
the same time, Russian troops,
previously stationed in Crimea and
the city of Sevastopol under the Black
Sea Fleet Treaty of 1997, started
besieging and attacking Ukrainian
troops, government buildings, and
infrastructure in direct violation of
the 1994 Budapest Memorandum
which guaranteed the territorial
integrity of Ukraine. On 16 March,
Russian authorities and pro-Russian
separatists conducted an illegal
“referendum” for Crimea and
Sevastopol to join Russia with the
reported but unlikely outcome of
96.7 percent supporting annexation.
Putin himself later acknowledged
that around twenty thousand
Russian troops were present in
Crimea during the “referendum,”
which has been perceived as

Grigas (2016)
-p.127
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pesynbtaTt. Yepes paBa AHi nicns influencing the outcome. Two days
"pedepeHaymy", pociicbka after the “referendum,” the Russian
depepauis nignucana gorosip npo Federation signed the treaty of
npuegHaHHa  Kpumy Ta  micta accession for Crimea and the city of
CeBactononsa i, TakMm 4umHOM, Sevastopol, and thus enacted what
3anpoBaguna Te, Wo cBiT BBaxae the world considers an unlawful
HEe3aKOHHOK aHEKCie YyKpaiHCbKMX annexation of Ukrainian territories.

TEPUTOPIN.

13. AHomina Anomie Spencer &
coujanbHa cuTyauia, Konu cTapi the social situation when old Lalgee (2008)
IHCTUTYTK nepectatoTb institutions are no longer functioning p.1970 -
dYHKUioHYBaTM cTabinbHO M nwoau in a stable way and people no longer 1982
B)XE HE MOKYTb PO3paxoByBaTWU Ha can count on receiving the expected Deflem
OTPMMaHHS OdiKyBaHUX BuHaropog rewards for conforming to expected (2018) -
33 BignosigHMMKM  oudikyBaHMMM standards (conception of Durkheim). P.147
CTaHAaPTaMM (koHuUenui normlessness, manifested in such a
Miopreiima). form as a deinstitutionalization of the
BiACYTHICTb (3HeuiHeHHs) Hopm, wo legitimate means of  society
NPOSABAAETbCA y ¢dopmi (conception of Merton)
AeiHCTUTYLOHaNI3aWT MPABOBMX " o5 the goals toward which people
(3aKoHHMX) 3acobiB  cycninbcTBa have been taught to aspire (e.g., to
(koHuenuia MepTona). achieve prosperity by holding a well-
TakMM YMHOM, Lini, A0 AKMX HaBuuan paid job) do not correspond to the
nparHyTM  Aoaen (Hanpuknag, institutionalized means that are
[OCArTU npouBiTaHHA  3aBaAKkM actually available and the norms by
[obpe onnayyBaHit poboti), He which people are supposed to
Bi4MoOBiAalOTb compete.
iHCTUTYLiOHaNiI30BaHUM HaABHUM
3acobam Ta HOpmam, AKi BlaZa MoXKe
3aMNpoOnNOHYBaTU IOAAM.

14.

AHTU3aXiaAHNLTBO

Le oauH 3 KoHuenTiB Hosoi modeni
BHYMPIiWHLO20  KOHMPOA  HAo
pociero.

MNepenbayae npocyBaHHA igei npo
iCTOPMYHI  CKnagHi  BiAHOCUHK i3
3axigHUMK  KpaiHamu Ta BigvyTTa
pocii ayTcanaepom v

Anti-Westernism

One of the concepts of a New model
for controlling Russia internally
It involves promoting the idea of
historical complex relationship with
the Western countries and feeling of
Russia as an underdog in European /
Global politics. It is created by

Cullen et al.
(2021) - p.19
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€BPOMeMCbKIl/cBiTOBIN nonitnui. Russian  propaganda to form
CTBOpIOETLCA POCIMCbKOIO  russianness
nponaraHgow  Ana  GopmyBaHHA
pociticokocmi
15. AcumerTpia ribpuaHux 3arpos Asymmetry of hybrid threat MCDC(b)
OcHoBHa BnactuBicTb  ribpuagHmnx A basic property (strength) of hybrid (2019) -p.1
3arpos, Lo cTBoptoeTbea threats, which is created by the Hristov(2017)
napagoKCanbHICTIO BIAHOCKH, Yy AKMX paradoxical nature of relations in —p.468
cnabwuii  cynpoTMBHMK  3a4aTHM  which the weaker opponent is able to
3aBAaBaTM  WKogM Ta  HaBiTb cause detriment and even impose its
HaB'A3yBaTW CcBOO ,BONtD” cunbHiwi ,will” over the more powerful side,
CTOPOHIi, TOoAi AK cunbHiwmMin He while powerful cannot always be at
3aBXAM  MOXe 3axuuwaTtn  ceoi their interests and to subjugate the
iHTepecu Ta nigkopaTK cnabworo. weak.
ACUMETPUYHI 3arposu He The asymmetrical threat does not
noTpebyoTb eKBiBaNeHTHUX require equivalence of capability or
MOMK/IMBOCTENM UM Linei, i Tomy gy*ke aimand so holds great appeal to both
npueabatooTh: the non-state actor, seeking to
S . advance a political or criminal end,
- AK Hepep)KaBHUX Cyb'ekTiB, AKi )
. . and the state actor, seeking to
nparHyTb AO0CArTM NOANITUYHOI abo
. . achieve ends through plausibly
KPUMiHaNbHOI MeTy,
deniable means.
- TaK | A4eprkaBHUX AiadiB, AKi
nparHyTb [ocartm uinen
nepeKkoHANBUMMU 3acobamum
3anepeyeHHs.
16. . .
Actpotypdinr Astroturfing Bradshaw &
e Howard
(nocnnaHHAa Ha 6peHa wTydHoro (a reference to a brand of artificial
(2017) —p.11

rasoHy "AstroTurf").

ABULLE, KON KOMaHAM KibepBilCbK
KepyloTb niapodaeHnMM
obnikoBnmMmMU 3anmMcamm, o6
3amMacKkyBaTu cebe Ta CBOI iHTepecH i
3pobunTK TaK, WO HABKOJIO CNIOHCOpPA

(ocobu un opraHisauii)
CTBOplOBasiaCb HibM-TO npupoaHA
AKTUBHICTb .

turf "AstroTurf").

a phenomenon where cyber troop
teams run fake accounts to mask
their identity and interests and make
the identity of a sponsor or
organization appear as grassroots
activism.

This technique creates an artificial
sense of popularity.

Vilmer et al.
(2018) - p.87
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TexHika nonsarae B TOMYy, wWO6 see also: Bots
CTBOPUTU BUAMMICTb NONYAAPHOCTI.

Aue. Takox: bomu

17. ATpubyuin Attribution MeToauKa
BU3HAUEHHA CMIPaBKHBOrO Jykepena identifying the true source of the HaB4aHHA B
ribpuaHoi 3arposu, npunucysaHHA hybrid threat, and prescription of ymosax

ribpuaHmx

[0Ka3iB KOHKPETHOMY HanagHUKY. evidence to a specific attacker.
3arpos (2023)
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18. baraToBeKTOpHiCTb 30BHiWHbOI Multi-vector foreign policy of Horbulin
NONITUKKN YKpaAiHK Ukraine. (2017) -
KoHUenuia 30BHiWHbOI noniTukM, the concept of foreign policy which p.158
cdopmoBaHa HanpukiHui 90-x pokie emerged in the late 1990s.1t aimed at
XX CT., AKa Mana Ha meTi BcTaHOBMTK establishing a balance of interests
neBHMM  banaHc iHTepeciB Ta and foreign political activities of
30BHiLLIHbOMONITUYHOI aianbHocTi  Ukraine in three core directions —

YKpaiHm y  Tpbox  OCHOBHMX Russian, European and Eastern (the
HanNpAMKax - pociicekomy, Black Sea region and Asia). This
€BpONEeNCbKOMY Ta cxigHomy  Ukrainian multi-vector foreign policy
(HopHOMOpCbKKUIA perioH Ta KpaiHm was determined by the need of
Asii). 3a nawTyHKamm yKpaiHcbKoi making a clear choice between two
NONITUKM 6araTOBEKTOPHOCTI cToana options — pro-Russian or pro-
HeobXxiaHicTb *opcTkoro Bubopy Ha European. The relative balance of the
KOpPUCTb OAHOro 3 ABOX BapiaHTiB - vectors was temporary, and the
NPOPOCINCbKOro abo ineffective multi-vector policy was
NPOEBPOMNENCLKOTO. BigHocHa finally ruined in consequence of the
piBHOBara BEKTOpIB mana Revolution of Dignity at the end of
TUMYAcoBUIM  xapaKTep, nonitmka 2013 —beginning of 2014.
6araToBeKTOPHOCTI BMABMAACA

HeedeKTMBHOI | 3pewToto, nig 4ac

Pesontouii rigHoCTi HanpuKiHui 2013

- no4yaTky 2014 pp, .byna ocTraToyHo

3pynHOBaHa.

19. basoBa niHinA Baseline MCDC (2017)
KOHTPO/IbHA TO4YKa, AKa pAo3Bonsce a reference point to allow for the —p31
ineHTMdikyBaTM NOKasHUKKM Ta nogiji, identification of indicators and
a TAaKOXK BUMIiptoBaTH BigxmneHHa Big events as well as the measurement
uiei KOHTPO/IbHOI Toukn. of variation away from that reference
BctaHoBneHHs  6a3oBoi  niHii € point. Establishing a baseline is a key
KNIOYOBOKO  YacTuHow  npouecy part of the hybrid warfare self-
CaMOOLLIHKM Ti6pUAHOI BiiHMN. assessment process.

20. benniHrker Bellingcat Bellingcat
He3aNeXHUN KONEeKTUB AO0CAIAHMKIB, an independent investigative (n.d.)
rPOMaACbKMX YKypHanicTiB, collective of researchers,
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Bukopuctosytotb metoan BmByeHHss founded in 2014. They use open
BIOKPUTUX O)Kepen gnsa AocnigKeHHAa source  research  methods  to
Pi3HOMAHITHUX TeMm, WO CTaHOBAATb investigate a variety of subjects of
CycninbHUM iHTepec. public interest.

21. bisHec-moaenb Ha ocHoBi Business Model Based on Addiction Gorbis et al.
3anexXHocTi Ta 360py AaHUX and Data Capture (2019) —p.4
MNpuHuMN ¢yHKuioHyBaHHA The principle of functioning of the
nnatpopm couianbHMXx Mepgia, ski social media platforms that are
CNpoeKToBaHi B TakuMi cnocib, wob engineered to keep users on the site
AKOMOra poslue yTpumyBsatu as long as possible, collect data on
KOpMCTyBayiB Ha canTi, 36upatn aaHi everything they do, and sell it to
npo BCe, WO BOHM pobnatb, i advertisers. Treating advertisers as
npogasatm ix peknamogasuam. their clients, rather than users, has
Po3ymiHHA came peknamopgaBuis Ak led to deceptive practices that
CBOIX K/I€HTIB, a He KopucTyBaudiB, exploit tactics of propaganda at the
Npu3BeNo A0 OMAHAMBMX MPaKTUK, expense of the public.

AKi BMKOPUCTOBYHOTb TaKTUKY
nponaraHau 3a paxyHOK
rPOMagCbKOCTi.

22. Bio-xaKiHr Bio-hacking Bekkers et al.
CekBeHyBaHHA Ta cuHTe3yBaHHA DNA sequencing and synthesis and (2019) - p.27
OHK, a TaKOXK 3/10BXKMBAHHA LUM. the misuse of this.

Mpuknagn "ribpuaHoro” Examples of hybrid applications:
3actocyBaHHA: CtBopeHHA HoBoi Creation of new biological weapons
b6ionoriyHoi  36poi Ha  ocHosi based on synthetic biology
TexHonorii  cMHTeTMYHOI  Gionorii, technology, such as viruses.
HanpwuKknag, Bipycis.
23. bnusbke 3apybixkka "Near abroad" (post-Soviet space) Rotaru (2018)

(nocTpaasaHcbKui NpocTip)

(oauH i3 HappaTuBiB, WO OKpPECNE
chepm iHTepeciB Kpemns)

e Ti KOJULLHI paasaHCbKi pecnybiku,
AKi 3apas € He3aNeXXHUMMU
OepXaBamu.

pocis BBaXae€, WO Ui cAabkiwi
(ocobnMBO B €KOHOMIYHOMY CEHCI)

KpaiHu NOBWUHHI "npupogHnm

(one of the narratives that outline
the Kremlin's spheres of interest)

those ex-Soviet republics that are
now independent states.

Russia assumes that these weaker
(especially in an economic sense)
countries should ‘naturally’ gravitate

-p.1

Simons
(2015)-p.4
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ynHom" TAXITM i TArHyTMcb Ao and be drawn to the stronger Russian
CUNbHIWOI  pocincbKoi  aeprkaBu, state referring to shared historical
nocusaloumnch Ha cnifibHUI 3 pocielo  experience, culture, language and so
icropnuHuin gocsia, kynbtypy, moBy forth of these countries with Russia
TOLWO.

24. Bnor Blog McQuail's, D.
CKopoueHa Bepcia Beb-kypHany, ska The word is a shortened version of (2010) - p.
BKAa3ye Ha MoOro noxogreHHA AK weblog, which indicates its origin as a 543
Habip wWoaeHHMKoBMX 3anuciB abo set of diary entries or related content
nos’a3aHoOro BmicTy, po3miweHoro B posted on the Internet for a variety of
IHTepHeTi 3 pi3HMX  nNpuymnH, reasons, mostly of a personal nature.
3aebinblioro ocobucroro xapakrtepy. The chance for readers to leave
laHc ana uutadie  3anmwatm  comments in an interactive format is
KOMeHTapi B iHTepakTMBHOMY a novel feature of the blog compared
dopmati - HoBa ¢yHKuia 6nory to normal journalism. The influence
NOpPiBHAHO i3 3BmnyanHoto  of blogs is much disputed, since few
XypHanictukoto.  Bname  6norie  have any large audience of their own,

BUKINKAE Be/INKI cynepeykn, but they represent a significant
OCKiNbKM B HebaraTtbox € BfacHa opening of public access and a
Be/MKa ayauTtopia, ane BoHu challenge to institutional control of
npeacTaBnAlOTbL 3HayHe BigKkpuTTa public information.

AO0CTYNy TPOMAACbKOCTI Ta BUKAWK

iHCTUTYLiMHOMY KOHTpPOAO NybaiYHOT

iHbopmalLii.

25. bopr AHyKOBUua Yanukovych Debt Horbulin
IHCTPYyMeEHT piHaHCOBOTrO TUCKY Ha The instrument of the RF financial (2(1);;) -

p.

YKpaiHy 3 meToto goBeAeHHA il 4o
cTaHy gedonTy B ymoBax ribpmgHoi
BiliHW 3 6OKY p¢. 3aboprosaHicTb
YKpaiHu nepep pocieto, cbopmoBaHa
LINAXOM BUKYMY POCINCbKUM
®oHaoM HalioHanbHOro A06pobyTy
(®HA) y rpyaHi 2013 poky
ABOPIYHNX EBPOOOHAIB i3 KyNnoOHOM
5% (uiHHi Nanepwu yKpaiHCbKOro
ypaay, Wo 6ynm posmileHi Ha
IpnaHAacbKih GoHA0BIN BipXKi) Ha
3ara/sibHy cymy S 3 mapg Ta 3
TepmiHoMm noraweHHA 20 rpyaHa

pressure on Ukraine to lead it to
default in the condition of hybrid
war. The debt of Ukraine to Russia
resulting from the buyout of two-
year 5 % coupon Eurobonds
(Ukrainian government securities
listed securities listed on Irish stock
exchange) for the total amount of $3
bln and maturity on 20 December
2015 by the Russian National Wealth
Fund (NWF) in December 2013. It
had political grounds only (refusal
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2015 poky. byna cdopmosaHa cyTo from the European integration of
Ha NoNiTMYHUX ymoBax (Biamosa Big ~ Ukraine).
€BPOIHTErpauiiHoro Kypcy Ykpainm).

26.
botu Bots Bradshaw &
aBTOMaTU30BaHiI abo automated or semi-automated Howard
HaniBaBTOMaTM30BaHi cyb'ektn, Ak- actors like bits of code designed to (2017) -p.11,
oT pparmeHTH Kogy, npmusHaveHi gna interact with and mimic human users 83
B3aemogii Kopuctysavamu-ntogbmm (for sharing certain  types of
Ta iXHbOI imiTaLii ‘(,CI,I'IH 06T|Hy mforma.tlon on social media or for MSB (2018) —
neBHUMM Tunamum iHdopmauii B answering frequently asked 0.19, 23
coujanbHUX Mepexax abo pgna questions on a customer service '
BiANOBIAj Ha nowwupeHi 3anuTaHHA Ha  platform etc).
rln.aTd)(')pmax obcryrosysaHHs Are one of the Technical Exploitation
KAliEnTiB TOWO). tools. In the field of information
€ oAHUM i3 iHCTpyMmeHTIB TexHiuHozo influence, they can be used to
BukopucmatHs. B obnacti reinforce selected messages online,
iHpopmauiiHoro  BnamMBy  BoHM spam forums and comment fields,
MOYTb  BUKOpucTtoByBatuca ana like or share posts on social media, or
NnocuneHHs BigibpaHux nosigomneHb to carry out cyber-attacks.
B IHTepF"eT" cnam-¢gopymis  Ta see also: Astroturfing.
KOMEHTapiB., Hanpuknag, ana
nybnikauii noBigomMneHb B
coujasibHUX Mepexax abo ana
34iMCHEHHA KibepaTaK.
ANB. TaKOXK: AcmpomypdiHe.

27. "Bynbbawku ¢pinbTpis" “Filter Bubbles” Vilmer et al.

— o s . (2018) - p.31

anropuTMM  nepcoHanisauii, AKMi personalization algorithms  used
BUKOPUCTOBYETLCS nowykoBumn search engines and social networks.  Pariser (2011)
cneTemamu Ta COLHANBHUMW o cause of this, the search results in
Mmepexamu.

Yepes ue pes3ynbTaTM MNOLWYKY B

Google He opHakoBi Ans  BCiX
KOPUCTYBa4iB; BOHM 3aJie}aTb Bijg
ynoaobaHb KOpUCTyBaua, AKi

BMUMN/INBAIOTb 3 MOro icTOpIT MOLWWYKY Ta
reosioKadii.

Google are not the same for all users;
they depend on the preferences of
the user as deduced from his or her
search history and geolocation.

see also: Micro-Targeting, Internet-
Cocooning
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OVB. TakoX: Mikpo-mapzemyeaHHH,
IHmepHem-KokoH
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MacuBiB  AaHWUX AnAa

3aKOHOMIipHOCTeMn 3
CTBOPEHHA €KOHOMIYHUX,

BENNKUX
BUABNEHHA
METO0

and algorithmic accuracy to gather,
analyse, link, and compare large data
sets as well as the process of drawing
on large data sets to identify patterns
in order to make economic, social,
technical, and legal claims.
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28. BaneHTHicTb noBigoMNeHHsA Valence Of A Message Bradshaw &
cuna npusabamsocTi (obpoTtn) abo the power of  attractiveness Howard
OrMAHOCTI (noraHocTi) (goodness) or averseness (badness) (2017)=p.9
NoBiAOMANEHHA, NoAil Yn peui. of a message, event or thing.

23. Benuka BitunsHAHa BitHa (1941 - Great Patriotic War of 1941-1945 Rotaru (2018)
1945) one of the Kremlin narratives, the —p.3
OAMH i3 KpemniBCbKMX HapaTtueie, Russian interpretation of history
pOCIMCERa IHTEPNPETALIA ICTOPII. The sacralised Soviet victory over Domanska
CakpanizoBaHa nepemora CPCP Hag Nazism is a central element of the (2019)-p.1
HaUM3MOM € ueHTpanbHum politics of memory, as utilised by the
e/leMeHTOM NONITUKMK nam’ati  Russian state today. It constitutes an
cyyacHoi pocii. Ue craHoButb important theme in the Kremlin's
BaxnimBy Temy B igeonoriyHomy ideological offensive that is intended
HacTyni Kpemna, AKWMMA NOKAMKaHWI to legitimise Russia’s great-power
Nneritmmisysatu BeAnKoaep:KaBHi ambitions. The messianic myth of
ambiuii pocii. MeciaHcbkuit mid npo  saving the world from absolute evil is
NOPATYHOK CcBIiTY Big abcontotHoro supposed to cover up the darker
3712 Ma€ npuKkpusatu TemHi rnasu chapters of Soviet history and to
paAAHCbKOI icTopii Ta neritumisyBatn legitimise all subsequent Soviet or
BCi HAaCTyNHi pagAHCbKi YM pociicbki  Russian wars and military
BiMlHW Ta BiNCbKOBI iHTepBeHLUii, interventions, starting with Hungary,
no4YmHarouu 3 YropwmHu, nepexoasdi  through Czechoslovakia and
0o YexocnoBayunHu 1a AdraHictaHa i  Afghanistan and ending with Ukraine
3aKiHuytoumM YKpaiHoto Ta Cupieto. and Syria.

30. Benuki paHi Big Data Neudert &
Ky/IbTYPHO-TEXHO/IOTIYHe AiBULle, sike a  cultural and  technological Marchal
onucye MakKkcumiszauito phenomenon that describes the (2019)=p.5
obuucnoBaNbHOI  MOTYXKHOCTI  Ta maximisation of computation power
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couianbHUX, TEXHIYHMX , a TaKOX
IOPUANYHUX NPETEHSIN.
3L Benukopep:kaBHicTb Greatpowerness Cullen et al.
. . . (2021) — p.19
Le oanH 3 KoHuenTiB Hosoi modeni One of the concepts of a New model
BHYyMpiWHb020  KoHMpoaw  Had for controlling Russia internally.
pocieto. It involves promoting the idea of
MNepenbauyae npocyBaHHA igei npo deep sense of Russia as a Great
rnnboke BigyyTTa pocii Ak "Bennkoi Power and a need to protect that
OepkaBun" Ta notpeby 3axmctnth uto identity. It is created by Russian
iEHTUYHICTD. CrBoptoeTbca propaganda to form russianness
POCICbKOKO ~ MponaraHgow  Ans
dopmyBaHHsA pocilicekocmi
32. BepTuKanbHa ecKanauin Vertical escalation MCDC(a)
nocuaeHe BUKOPUCTAHHA O4HOTO the intensified use of one specific (2019) - p.90
KOHKpeTHoro 3acoby MIMECI means (MPECI)
33. BuKAnKuM cipoi 30HM Gray Zone Challenges
auB. [onopozosi Buknuku see Sub-Threshold Challenges
34.

BukpusaHHa gesiHpopmauii

ue 3axig, AKUN
3aCTOCOBYIOTb ToA, KON
nesiHpopmalia BXKe Bigbynaca. Nig
BUKPMBAHHAM PO3YMIEMO npouec
OEMOHCTPAL,ii TOro, Wo NepeKkoHaHHA
abo Teopis, He BiANOBIAAE AilACHOCTI;
HenpaBAUBOCTI inei,
TBEPAKEHHA TOWO. BMKpUBaAHHA
MOXKHa po3rnsgatm AK
TPUCTYNEHEBUIA Npouec: NepLlni
KPOK - aHani3 aesiHpopmau,ii; apyrmn
- MPUMHATTA pilUEHHA NPO Te, 4K
BapTO BMTpayaTW 4ac i pecypcu Ha
PO3BiHYaHHA HenpasAWBOro
TBEPLKEHHSA; AKLLO NPUNHATO
pilleHHA AiaTy NnpoTu aesiHpopmali,
TO TPETIM KPOK - MNNaHyBaHHA i
BUKPUBAHHA.

pearyBaHHs,

icTopii,

Debunking of disinformation

is a response measure adopted when
disinformation has already taken
place. Debunking is defined as the
process of showing that something,
such as a belief or theory, is not true,
or to show the falseness of a story,
idea, statement, etc. Debunking can
be seen as a three-step process: the
first step is to analyse the
disinformation; the second is to
decide whether it is worth investing
time and resources to debunk the
false claim; if the decision is taken to
act against disinformation, the third
step is to plan and execute the
debunking.

Kalensky et
al. (2024)
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35. BuTik Leaking MSB (2018) —
€ ogHuM i3 meTopgis "CumeoniyHux is one of the "Symbolic Actions" p.19, 27
Aid releasing information that has been
OnNpUNOAHEHHSA iHbopmalii, obtained by illegitimate means. It Treverton et
OTPUMaHOI HenpaBomipHMmM carries symbolic weight as it al. (2018) -
cnocobamm. Mae cumBonivyHe traditionally reveals injustices and p.58
3HAa4YeHHA, OCKiNbKKM, AK npaswuao, cover-ups not meant for the public
PO3KPMBAE 3/104MHM  Ta YKpUTTA eye.
akris, He anHaqu' AR OY€M \When used as an information
rPOMaAcLROCTI. influence activity, leaked information
AKWo BUTIK BMKOpUCTOBYETbCA AnA is taken out of context and is used to
iHbopmaujinHoro BnamBy, delegitimize actors and distort the
iHpopMmauina BMPUBAETbLCA 3 information environment. Leaked
KOHTEKCTY i BMKOpUCTOBYETbCA ans information is sometimes obtained
aeneritmmisauii cy6'ektis, a Takox through hacking of IT-systems or
CNOTBOPEHHA iHpopmauiiHoro theft.
cc'ap6e,a,0314u.|,a. BMT'K"_"d)OpmaL"" HOA! 1he consequences of these leaks
BIA yBa€T6bCﬂ BH_acmp'OK 3nomy IT- range from damaging operational
CUCTEM aDO KPaADKKA. (intelligence-gathering) security to
Hacniakm umx BuTOKiB BapitoloTbcA undermining trust in a nation’s
Bi, nowKoa)eHHA onepatmsBHoi political system and its leadership.
6.e3I'IeKM (36opy pO3BI,£I,,£I,aHlfIX) p,ci See also “Macron Leaks”.
nigpusy  AOBipUM A0  NOANITUYHOI
CUCTEMM KpaiHW Ta ii KepiBHULTBA.
[OuB. Takox “Bumik MakpoHa”
36. “Butik MakpoHa” “Macron Leaks” Vilmer et al.

iHUMAEHT, AKMN cTasca B 2017 poli -
6yKBa/NbHO 3a ABa AHi 40 Apyroro Ta
OCTQHHbLOIO TYypy NpPe3naAeHTCbKUX
BMOOPIB, KON BHACNIAOK XaKepCbKoi

atakm 9 rirabant paHux 6yno
nepexonneHo 3 nepensnbopyoro
WwTaby KomaHan EmmaHnyens
MaKpoHa.

Ui uinecnpamoBaHi Agii  npotu
KaHaupaTa B npesnaeHTn
EmmaHyensa MakpoHa Ta

OpraHizoBaHa NPOTM HbOro KamMnaHis

incident of the release in 2017 —just
two days before the second and final
round of the presidential elections—
of 9 gigabytes of data that were
hacked from Emmanuel Macron’s
campaign team.

These targeted actions against
presidential candidate Emmanuel
Macron and the orchestrated
campaign against him (that started
several months earlier, through
numerous information manipulation

(2018) - p.106
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(AKa po3noyanacs KibKOMa operations) seen as the attempted
micauamm paHiwe, 3aBaaku interference in the 2017 French
YUCNEHHUM onepawiam i3 presidential election.
MaHinynauin iHpopMmalLiieto)
po3rnaganuca Ak cnpoba BTPyYaHHA
y BUbopu npesngeHTa ®paHuii 2017
POKY.

37. Biakputra (AK cnoci6 BuaBneHHA Discovery (as a way to detect hybrid MCDC(a)
ribpuaHux 3arpos) threats) (2019) — p.26,
npouec 36vpaHHA W npasunbHoro a process of capturing and then 33
iHTepnpeTyBaHHA iHbopmaluii, correctly interpreting information
noB’A3aHol 3 NOTeHUiMHO Bopoxotw related to a potentially hostile
AI€I0 CYNPOTMBHMKA, NP0 AKy paHiwe adversarial action that has not been
He 6yn0 Bigomo. previously conceived.

Mictute nigxoan po BuasneHHA Includes approaches to discovering
HeoAHO3HayHUX abo npuxoBaHMx ambiguous or hidden hybrid threats
riopngHnx 3arpos wnaxom by finding and filtering unanticipated
3HAXOA4XKEeHHA Ta  ¢inbTpyBaHHA anomalies.

Henepes6asennx aHomanii. This is an attempt to manage the
Ue cnpoba supiwntn npobnemy problem of "Unknown Unknowns"
"Hegidomux Hesioomux" (Ha BiamiHy (by contrast of Monitoring).

Bi, MoHimopuHay).

38. BiamusaHHsa (iHpopmauiiiHe) Laundering (informative) MSB (2018) —
BiammBaHHA o03Havae noctynose Laundering refers to gradually p.23
CNOTBOPEHHA Ta distorting and de-contextualizing
OEKOHTeKcTyanisauito iHpopmauii B information, so that it becomes

TaKWi cnocib, LWo CTaeE HEMOXKINBUM
BU3HAUUTM, UM € 11  OKepeno
iICTUHHUM YM XUBHUM.

LA cTpaTeria moXKe BUKOPUCTOBYBATH
OmaHnusi I0eHmuyHoCMI,
JlesiHghopmayiro, TexHivHi
Mawninynauii Ta Cumseonivni  ii 'y
noegHaHHi i3 CouianbHum  /
KoeHimusHum 3niomom, w06 3iTKaTh
naByTMHY HenpasAuMBoi iHpopmau,ii.

impossible to tell if its source is true
or false.

This strategy may use Deceptive
Identities, Disinformation, Technical
manipulation, and Symbolic Acts in
combination with Social/Cognitive
Hacking to create a web of false
information (see Influence
Campaigns).
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39.

BiamusaHHA rpowei

npouec, 3a LONOMOroK  AKOro
Hagxo4uTb BeJINKa KiNbKiCcTb
HE3aKOHHO OTPMMaHUX rpoLuen (Big,
ToprigAi HapKOTUKaMMU,
TEPOPUCTUYHOI AIANBHOCTI YN iHLWNX
3/104MHIB), | CTBOPIOETLCA BPAXKEHHA,
WO BOHM MNOXOAATb i3 3aKOHHOro
oxepena. Lle koHBepTauia "yopHux"
rpowen y "6ini" rpouui.

Money laundering

the process by which large amount of
illegally obtained money (from drug
trafficking, terrorist activity or other
serious crimes) is given the
appearance of having originated
from the legitimate source. It is the
conversion of black money into white
money.

Kumar (2012)
-p.113

40.

BigHoBAlOBaHICTb

30aTHICTb noBepTaTmCb 4o
HOPMaNIbHOTO QYHKLOHYBaHHSA Micns
TOro, AK CUCTeMa 3a3Hana MEeBHOro
36010, BNAMBY YK nopyweHHsa. OgHa
3i cknaposux Cmilikocmi.

Recovery

the ability to return to normal
functioning after experiencing a
failure, impact, or disturbance. One
of the components of Resilience.

Gryshko et al.
(2024)

41.

Bigomi HeBigomi
MapameTpu, AKi XapaKTepusyoTb
pexumm ribpngHoi  aTaku;
3HAEMO MpUpoAYy LMX MapameTpis,
anie Ham HeBiAOMiI X 3HaYEHHSA.

MU

TobTto uUe napameTpu, "nNpo AKi mu
3HAEMO, LLLO MOXKEMO iX He 3HaTK" (Ha
BigMmiHy Big "Hesidomi Hesidomi")

Known unknowns

Parameters that characterize hybrid
attack modes; we know the nature of
these parameters, but we do not
know their values.

That is, these are parameters "that
we know we may be unaware of" (by
contrast "Unknown Unknowns")

MCDC(a)
(2019) — p.26

42.

BiiiHa 3a rPOMaACbKY AYMKY

OauH 3 3-X enemeHTiB KUTalcbKoi
cTparerii "Tou giliHU"
Onepauii 3 meToO BMAMBY Ha
BHYTPILUHIO | MiXXHapOAHY MiATPUMKY
LWNAXOM BMKOPUCTAHHA BUBipKoBOi
iHbopmalLii, WO noaaeTbca uyepes
Pi3Hi 3acobuM mac-megia, MiXKHapOAHi
OpraHisauii, akagemiyHi ¢opymm
Towo. Lle 3actocoBaHHA Teopii npo
Te, AK  KOHTPO/OBATH
CneumndiyHi metoam dopmyBaHHA
rpPoMaacbKoi AYMKM Kutato: npamui

Macu.

Public Opinion Warfare

One of the 3 elements of the Chinese
strategy "Three Warfares"
Operations to influence both
domestic and international support
by the use of selective information
delivered through different media,
international organisations,
academic forums etc. Here the
theories relating to how to control
masses applies.
Specific tools that are used to frame
public opinion in China include: direct

Cullen et al.
(2021) - p.21

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 39
Ne UA EN Oxepeno
KOHTPO/b 3BEpXy BHU3; top-down control, a bias towards
ynepearKeHHiCTb WoaA0 NOo3MTUBHUX positive stories and censorship of
icTopin Ta UueH3ypa HeraTMBHWMX negative stories, heavy use of slogans
iCTOpii; iHTEHCMBHE BWKOPWUCTAHHA to convene the message.
racen gna nepegadi NnoOBigOMNEHbD.
43. "BiiHa HOBOro NOKONiIHHA" 'New generation warfare'
pocificbKa BilCbKOBA AOKTPMHA the Russian military doctrine
AauvB. flokmpuHa lepacumosa See: Gerasimov doctrine
44. BiicbokoBuit pgomeH ribpugHux Military domain of hybrid threats NATO (2013)
3arpos The armed forces, and supporting
36poitHi cunm  Ta  ponomixHa infrastructure, acquired, trained,
iHppacTpyKTypa npuabani, HaeuyeHi, developed and sustained to
po3BUHYTI Ta nmiaTpymaHi gna accomplish and protect national or
AOCATHEHHA  Ta  3axucTy  uinen organisational security objectives.
HauioHanbHOi 4KM  opraHisauinHoi This also covers the internal security
b6e3snekn. Lle TakoXK cTOCYyETbCA aspects of a country.
acnekTiB  BHyTpiwHbOi  6e3nekn One of the 6 PMESII-domains. One of
KpaiHu. the 13 domains in the Conceptual
OawnH 3 6-Tn MMMECII-pomeHis. OanH model of hybrid threats
3 13-Tn pomeHis y KoHuenmyasnoHil
mooesni 2ibpudHuUX 3a2p03
45. BiiicbKoBi iHCTpymeHTUM ribpmgHux Military instruments of hybrid NATO (2013)

3arpos

BiliCbKOBUIA  iHCTPYMEHT  O3Hauvae
3aCTOCYyBaHHS  BIilAICbKOBOI  CUM,
BKJIKOYHO i3 norpo3soto abo
BUKOPUCTAHHAM neTanbHOI Ta
HeneTanbHOi CMAK, WOD NPUMYCUTH,
CTpUMYBaTH, npoTnAiATH abo
nepemorTn CYNpPOTMBHMUKA,

BKAOYAoYM NiapPUB i 3HULLLEHHS MOTo
KPUTUYHO Ba*K/IMBOrO BilAICLKOBOTO Ta

HeBiNCbKOBOro noTteHuiany.
Le TakKoX MmoOXe  cTOCyBaTuUCA
KOHCTPYKTUBHOIO BUKOPUCTAHHSA
BiICbKOBUX CUA ANns 3abesneyeHHs
Ta/abo niaTpumkm ctabinisauii i
BilHOBNEHHA abo AK iHCTPyMeHT

threats

The military instrument refers to the
application of military
including the threat or use of lethal
and non-lethal force, to coerce,
deter, contain or defeat an
adversary, including the disruption
and destruction of its critical military
and non-military capabilities.
It can also refer to the constructive
use of military forces to secure
and/or support stabilization and
reconstruction or as a tool in helping
solve complex humanitarian
disasters and emergencies.
One of the 5 MPECI-instruments. A

power,

-p.1-9
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Aonomorn y BupilweHHi cknagHux set of tools in the Conceptual model
rYMaHITapHMX KaTacTpod i of hybrid threats
HaA3BMYaAMHUX CUTyaLin.
OauH 3 5-Tu MIECI-iHCTpyMeHTIB.
lpyna iHCTPYMEHTIB y
KoHuenmyanoeHili modeni 2i6pudHux
302po3

46. BilicbKoBO-uMBiNbHA agMmiHicTpayia  Civil military administration. Horbulin
TumuyacoBuii geprkaBHMM opraH B The temporary public authority in (2017) -
OAHOMY YW [EKiNbKOX HaceneHux one or more settlements, an p-156
NyHKTaX, agMiHicTpaTMBHOMY palioHi administrative district or region,
yn obnacti, wWo Aie y cKknaai acting within the framework of the
AHTULEHpPOPUCTMYHOrO ueHTpy npu  Anti-Terrorist
npu Cnyxbi 6e3snekn YKpaiHm i CenteroperatingCenter operating
npusHadeHuin ana 3abesnedeHHa aii under the Security Service of
KoHcTuTyuii Ta 3aKoHiB YKpaiHu, Ukraine. It's aim is toensuretonsure
3abe3neyeHHsA 6e3neku i the enforcement of the Constitution
HopMmanisauii ®utTeaianbHocti and laws of Ukraine, security and
HaceneHHs, NpaBonopsaaKy, ydacti y recovery of public activities, law
npotuaii ausepcimHMm nposasam i enforcement, participation in
TEPOPUCTUYHUM aTtakam, combating sabotage and terrorist
HeJoNnyLWeHHA rymaHitapHoi attacks, prevention of humanitarian
KaTacTpodm B paioHi nposeaeHHA catastrophe in the area of carrying
AHTMTEPOPMCTMYHOI onepaLiii. out anti-terrorist operation.

47. BHyTpiWwHbO nepemiweHi ocobu Internally displaced persons (IDPs).  Horbulin
(Bno) people or groups of people who were (2017) -
nogn abo rpynn nwoaen, aki 6ynm  forced to leave their houses or place p.158
3aMmylweHi 3aamwntn ceoi 6yauHkm of residence, in particular, due to or
abo micuA 3BMUaHOro NpoXmeaHHsA, in order to eliminate the effects of a
30Kpema, BHacnigok, abo 3aans military conflict, mass violence,
YHUKHEHHA Hacnigkis  36poiiHoro human rights abuse, natural or man-
KOHPNIKTY, MaCoBUX nposasiB made disasters, and who did not
HaCUNbCTBA, nopyLeHHn npas cross the state border.

NOANHMY, NpPUPOAHUX abo
TEXHOTEeHHUX KaTacTpod, i AKi He
nepeTUHaNN AepP>KaBHUI KOPAOH.
48. BHyTpilWHbOAEpKaBHi BiNHM Intrastate wars Hosaka, S.
(2021) — p.94
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BilHM, WO He BeAyTbCA MiXK yneHamu wars that are not fought between
Mi¥HapoAHOiI CUCTEMMU, a members of the international
BiAbyBaloThCA nepeBaxHo Ha system, and take place
BM3HaHIN TepuTopii aeprkasn. BoHn predominantly within the recognized
NnoAiNAlTbLCA  Ha  «rpomagsHcbki  territory of a state. They are
BiMHM»,  «BHYTPiWHiI  perioHanbHi subdivided into “civil wars,” “regional
BiMHM» Ta «MiKeTHIYHi  BiliHM» internal wars,” and “intercommunal
3aNeXHO  Big TMNy  y4yacHuKiB wars,” depending on the type of the
6oroBux Aii. combatants.
49. BpasnusocrTi Vulnerabilities MCDC(a)
(2019) —p.90

nepcoHan, AianbHicTb, pecypcn abo
npouecu NoTeHLiMHOI uini
("sepTBK", MilWeHi), AKI MOXKYTb ByTH
BMKOPUCTaHi abo cneujianbHo
NnoCTaB/IEHI nig 3arposy
NOTEHLUiMHUM CYNnPOTUBHUKOM.

personnel, activities, resources or
processes within a potential target
that are susceptible of being
exploited or created (deliberately
exposed to risk) by a potential
adversary.
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>0. Fanon liwa Gish-Gallop MSB (2018) —
€ ogHum i3 metoaiB Pumopuxku is one of the Malign Rhetoric p.19, 26
BukpueneHHs. methods.
3acMnaHHA  onoHeHTa  noTtokom Overwhelming an opponent with a
aprymeHTi, ¢akTiB Ta axKepen, flood of arguments, facts and
6araTo 3 AKMX XMOHi abo He noB'A3aHi  sources, many of which are spurious
3 npobnemoto. or unrelated to the issue.

51. . n n H 1
«lapsaya» gunnomaria Hot" diplomacy Fridman
HaA3BMYAMHO rocTpa gunaomatmyHa the extremely intense diplomatic (2017) - p. 65
bopotbba, wWo cynpoBoaKyeTbca struggle punctuated by outbreaks of
cnanaxamu 36poMHMxX 3aBopylieHb i armed unrests and uprisings. Its
noscTaHb. |i popmyna — «ani mupy, formulais “neither peace, nor war”.
aHi BitHWNY.

52. . . . .
FiépupHa apxoKparis Hybrid adhocracy Galeotti
HedbopManbHUMN Ta informal and de-institutionalised (2020) - p.4
OEIHCTUTYLiOHaNi30BaHMM ctunb  style of governance in which formal
ynpasniHHA, npu skomy ododiuiiHi  responsibilities and job titles matter
oboB'A3KM Ta Ha3BM nocag mawTb much less than how one can please
HabaraTo mMeHLLe 3Ha4yeHHs, HiXK Te, the leader; your role and tasking
AK MOXHa 3a406puTn KepiBHUKa; today may well not be the same
Ballla poOJib i 3aBAaaHHA cborogaHi tomorrow, even if your formal
MOYTb He OyTM Takumm cammmu position remains unchanged.
3aBTpa, HaBiTb AKLWLO Bawa odiuiHa
Nno3unuifa 3a/IMWAETLCA HE3MIHHOIO.

53. . - . .

Fi6pupgHa BiHa Hybrid warfare, Hybrid war
1) cuHxpoHi3oBaHe BuKopucTaHHsA 1) the synchronized use of multiple MCDC(a)
6araTbox iHCTPYMEHTIB cuan, instruments of power tailored to (2019)-p.12
nigiépaHmx 3 ypaxyBaHHsam specific vulnerabilities across the full MCDC (2017)
KOHKPEeTHUX BpasnneBocTel y Bcbomy spectrum of societal functions to ~p.7-8 31
cneKkTpi couianbHMx OYHKLUIKM ana  achieve synergistic effects. '

: MCDC(b)
[OCATHEHHA CUHEPreTUYHUX edeKTiB. The Analytical Framework for (2019) - p.1
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AHanitnyHa mogenb ana posymiHHa composed of three interlocking Galeotti
ribpnaHoi BiNHM CKNafa€eTbCA 3 TPbOX  parts: (2015)
B3AEMO3ANIEMHNX HACTMH: - defender’s critical functions and Mumford

- KPUTUYHI YHKUIT Ta Bpas3nMBOCTI
3aXUCHWKQ;

- CUHXPOHI30BaHe BUKOPUCTAHHA
3/1I0BMUCHUKOM A eKiNibKoX 3acobiB Ta
BMKOPUCTAHHA rOpU30HTa/IbHOI
eckanaduii; i

- NiHIMHI Ta HeniHiMHi edeKTn Big
ribpngHux aTak.

2) HeBiMCbKOBI acnekTM TOro, LWo
paHiwe nepeabayanocb [OCATTM B
pe3ynbTaTi BilCbKOBOI KaMnaHii.

3) BUA, 3MilLaHUX
NONITUYHMUX, po3BigyBasibHO-
E€KOHOMIYHUX onepauin, Ak pocia

po3noyana B YKpaiHi.

BOEHHO-

4) CTpaTteriyHe
(HeBM3HaAueHOI)
3aBOMOBAHHSA
AOCATHEHHA
MEeTU.

BUKOPUCTAHHSA
cunm ona
TepuTopii abo
iHWOI  cTpaTerivyHoi

HaBMMCHA CMN0BA Ipa, CNPAMOBaHA
Ha nepegaBaHHsA NOBIAOMIEHHA 3
BMKOPUCTAaHHAM  HEOAHO3HAYHOCTI
Ain, Wwob YHWUKHYTK
NOMCTU YM ecKanaliii.

JOCTaTHbOI,

BOHA € HaMbinbll  MyMaHHOM
dopmolo BiliHU 3 Oornsay Ha HABMUCHI
3anayTyBaHHA, WO BigbyBatoTbCA
33411 MpPUXOBYBAHHA o0cobucTocTi

AepPXaBU-3104NHLUA.

5) BUKOPUCTAHHS 6araTbox
iHCTPYMEHTIB cMaM Ta BNAMBY 3
aKLLEeHTOM Ha HeBINCbKOBI

iHCTPYMEHTHN, ONA peanisauii CBOiX
HaLiOHANbHUX iHTepeciB
BNACHUMW KOPAOHAMMU.

Nno3a

vulnerabilities;

- attacker’s synchronized use of
multiple means and exploitation of
horizontal escalation; and

- linear and non-linear effects of an
hybrid warfare attack.

2) the non-military aspects of what
had previously been presumed to be
achieved through a  military
campaign.

3) the kind of blended military-
political-intelligence-economic
operations Russia has launched in
Ukraine

4) the strategic application of the use
of (ambiguous) force to gain territory
or attain another strategic goal

deliberate powerplay aimed at
communicating a message whilst
utilizing enough ambiguity of action
to avoid retaliation or escalation.

it is representing the foggiest form of
war given the deliberate
obfuscations that occur in hiding the
identity of the perpetrator state.

5) using multiple instruments of
power and influence, with an
emphasis on nonmilitary tools, to
pursue its national interests outside
its borders.

6) a situation in which a country
resorts to overt use of armed forces
against another country or a non-
state actor, in addition to a mix of
other means (i.e. economic, political,

(2020)-p.3, 4

Treverton et
al. (2018) -
p.18

Chivvis (2017)

Pawlak (2017)
-p.2

Galeotti
(2020) — p.4
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6) cuTyauin, Konu KpaiHa Bgaetbca 4o and diplomatic). By contrast of
BIAKPUTOro BUKOPUCTAHHA 36ponHux  Hybrid threat, Hybrid conflict
cun  npotM  iHwoi  Kkpaikn - abo 7) Russian interpretation (Gibridnaya
HeAepkaBHoro cyb'ekTa, A0 TOro X voina): "the western approach to
I'IOG,D,HyI-f)l-IV.I IHw 3ac96m _(TaKi AK destabilising regimes through
EKOHOMINHI, MOAITAHHI T@  subversion that may lead to violent
aunnomaTtuyHi). Ha BigmiHy Big, intervention".
libpudHux  3a2po3,  [i6pudHoz0
KOHGhn1ikmy)
7) Pociticbke TpakTyBaHHA (Fi6pigHan
BOMHA): "saxigHuit  niaxip  po
aecrabinizauii - pexxumis - WAAXOM
amBepcii, AKa MoXe npusBectn 4o
HAaCUNbHULLbKOTO BTPYYaHHA."
>4. FiépuaHa 3arposa Ha Hybrid Threat from the perspective Harjanne et
MYHiLinanbHoMmy piBHi of a municipality al. (2018) -
WKignmemn Bname, cnpamoBaHuin Ha is harmful influencing targeted at p-6
KPUTUYHI onepauii TepuTopianbHoi critical operations of the municipal
rpomagm. Kputnuni onepauii community. Critical operations refer
CTOCYHOTbCA iHppacTpyKkTypn, to the infrastructure, processes and
NnpoLLeciB Ta opraHisauin, HeobxigHnx organisations necessary for the city’s
AN OCHOBHMX onepauiin micta, a basic operations as well as, possibly,
TaKoX, MOXK/NBO, AEeAKUX OcCib. some individuals.
>3- Fi6puaHnii BloneteHb Hybrid Bulletin European
nepeofdiyHmn 3BiT LleHTpy aHanisy a periodical report of EU Hybrid Commission
riopugHnx 3arpo3 €C (EU Hybrid Fusion Cell (within the EU (2017)
Fusion Cell), wo € wu4actnHoto Intelligence and Situation Centre),
PosBigyBanbHOro Ta cuTyauinHoro analysing current threats and hybrid
ueHTpy €C (EU INTCEN), , sakui issues, shared directly within the EU
MICTUTb aHasi3 noToYHMX 3arpos3 i institutions and bodies and national
ribpnagHmnx nuTaHb, points of contact since 2017.
PO3MOBCIOAXKYETbCA MixK
iHCTUTYUiAaMKM Ta opraHamm €C, a
TAKO) HaLiOHAaNbHUMM KOHTAKTHUMM
nyHKTamu 3 2017 poky.
>6. ri6puaHunii Bnams Hybrid influencing Harjanne
al. (2018) - p.5

LinecnpsamoBaHMMN TUCK, AKNI
YMHWUTb NEBHA CTOPOHA,

conscious influence exerted by a
party, utilizing multiple influence
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BMKOPUCTOBYHOUM Pi3Hi meToamn methods in order to reach their goal.
BNAMBY ANA AOCATHEHHA cBO€ei meTu.  The purpose of hybrid influencing is
MeTa ribpuaHoro Bnamey - to weaken and/or harm the target.
nocnabutu ta / abo 3asgatn wkoamu  Hybrid influencing is characterized
BM3HaueHil uini. FibpnaHomy by obfuscation of the connection
BM/INBOBI NPUTaMaHHe between the actor, the methods and
3annyTyBaHHA 3B'A3KIB MiXK aiioBoto  the goals.
ocoboto, meTogamm Ta Linamu. While a Hybrid Threat is an
Togai sk lbpudHa 3az2po3a € embodiment of influence methods
BTINIEHHAM METOAIB BNAUBY. that has been deemed to be a
threat.
>7. Fi6puaHnii KOHPNIKT Hybrid conflict Pawlak (2017)
CUTyaLlif, KONM CTOPOHM KOHOAIKTY a situation in which parties to the .2
YTPUMYIOTbCA Big, Bigkputoro conflict refrain from the overt use of
BMKOPUCTaHHA 36ponHMx cun ognH armed forces against each other,
npoTn 04Horo, HaTomicTb relying instead on a combination of
noknagatoumcb  Ha  KombiHauito military intimidation (falling short of
BIMCbKOBMX 3anaKyBaHb (BiAgcyTHicTb an attack), exploitation of economic
HanaAdy), ekcnayaTauii ekoHomiyHux and political vulnerabilities, and
Ta nonitTmyHmx BpasamBocTel Ta diplomatic or technological means to
AVMJIOMaTUYHMX YM TEXHOJIOTiYHMX pursue their objectives.
3acobis ANA AOCATHEHHA CBOIX Linelt (by contrast of Hybrid threat, Hybrid
(Ha BiamiHy Big li6puUdHOI 3a2po3u, war)
li6pudHoi eiliHu)
58.

Fi6puaHi 3arposu

1) cKoopAMHOBaHI Ta CUHXPOHI30BaHi
Aji, AKi HaBMMCHO CNpPAMOBAHiI Ha
CUCTEMHI BPa3/MBOCTI
OEMOKPATUYHMUX LEeprKaB Ta
iHCTUTYTIB, 3a BUKOPUCTAHHAM
LUIMPOKOTro Kona 3acobis.

2) "TepmiH ribpuaHa  3arposa
Hanexutb o Aii [...], meTol AKOi €
nigpve abo HaHeCeHHA WKoAaM Uini,
BM/INBAOMM Ha MPUMAHATTA pilleHb
[...] Aii  moxKyTb micue,
Hanpuknag, v NOANITUYHIN,

mMaTun

Hybrid Threats

1) coordinated and synchronised
action, that deliberately targets
democratic states’ and institutions
systemic vulnerabilities, through a
wide range of means.

2) “The term hybrid threat refers to
an action [..] whose goal is to
undermine or harm the target by
influencing its decision-making [...]
Activities can take place, for example,
in the political, economic, military,
civil or information domains.”

Hybrid CoE(a)
(n.d.)

NATO (2010)
-p.2

Treverton et

al. (2018) - p.
10

Pawlak (2017)
-p.2
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€KOHOMIYHIl, BiMCbKOBIN, UMBINbHIN 3) "..posed by adversaries, with the Horbulin
abo iHbopmauinHil chepax."” ability to simultaneously employ (2017)-
3) " _3arposm, CTBOpEH conventlonaI. and 'non-corTventlon?I p.157
CYNPOTUBHMKAMM, 3 MOMAMBICTIO me'ans_ ada,!:)tlvely in pursuit of their
O4HO4YacHoO a4anTUBHO objectives.
3aCTOCOBYBaATH 3BUYaAMHI Ta 4) "The goal is to achieve outcomes
HeTpaauLinHi 3acobu ona  without actual war. The target is

[OCATHEHHA CBOiX Uinen."

4) "MerTa - gocAartu pesynbTatiB 6e3
peanbHOi  BiMHKM. O6’ekTom €
CYCninbCTBA-CYNMPOTUBHUKN, a He
Girii. TakMm YMHOM, PI3HULA MiXK
y4yacHMKamm  bHoroBux  Ain  Ta
UMBINIBHUMM rpomagsaHamm,
PO3MMBAKOYNCH OECATUNITTAMM,
MaMXe MOBHICTIO pyKhHyeTbcA. |
TAaKTUKA NONArae B OAHOYACHOMY
3aCTOCYBAHHI  HU3KM  MOXKAMBUX
iHCTPYMeHTIB, Big 3arposun BiltHW Ao
nponaraHAM Ta BCbOrO, WO € MiX
HUMK",

5) aBuLe, WO BUHUKAE B pe3ynbTaTi
KOHBepreHuii Ta NOeAHaHHA Pi3HUX
€/1eMeHTIB, AKi pa3om yTBOPIOKOTb
6inblw CcKNagHy Ta 6GaraToBMMIpHY
3arpo3y (Ha BigmiHy Big i6pudHo20
KoHghnikmy, [i6pudHoi iliHu)

6) CouianbHo Hebe3sneyHi noair,
ABMwWa abo npouecn, NOpPoOArKeHiI
3MiHaMu y rnobanbHomy
6e3nekoBOMy AOBKiNAI B pe3ynbTari
CUHeprii, YTBOPEHOI Bif
BMKOPUCTAHHSA arpecopom i)
3BMYaMHUX  306pOMHMX cui  Ta
MOX/INBOCTEN Ta ii) HETPAANLIAHUX
dopm BeAeHHs BiiHK (Tepopusm,

3/1I0YMHHA OiANbHICTb,
"rpomagAaHcbKka  BiMMHA", AuBepcin
TOWO), a TaKoX iii) HeBilCbKOBI
cnocobu BMNBY, AKi

opposing societies, not combatants.
Thus, the distinction between
combatants and citizens, blurring for
decades, breaks down almost
entirely. And the tactic is the
simultaneous employment of the
range of possible instruments, from
threats of war to propaganda and
everything in between."

5) is a phenomenon resulting from
the convergence and
interconnection of different
elements, which together form a
more complex and multidimensional
threat (by contrast of Hybrid conflict,
Hybrid war).

6) The socially dangerous events,
phenomenon or processes originated
from the changes of global security
environment as a result of the
synergy from the use by aggressor of
i) conventional armed forces and
capabilities and ii) unconventional
forms of warfare (terrorism, criminal
activities,
etc.) as well as iii) non-military modes

«civil war», subversion

of impact which has been
transformed into a weapon on
various fields of operation
(diplomatic, informational,
economic, financial, trade, social
ones etc.).
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TpaHchopmyBanucb Yy 36poto B aim at forcing the object of
Pi3HMX chepax onepauin aggression to the requirements that
(amnnomatnuHmx, iHpopmauiiHMx, are contrary to its national interests
€KOHOMIYHMUX, ¢diHaHcoBux, regardless of a declaration of war.

TOProBYX, COLia/lbHMUX TOLUO). One of possible way for conducting
MaloTb Ha MmeTi npumycutn o6’ekt Hybrid threats is the organization and
arpecii go Bumor, wo cynepedyatb support of separatist movements
Moro HauioHanbHMm  iHTepecam, which could breach the sovereignty
He3aNeXKHo Big oronoweHHA BiMHKW.  and territorial integrity of the object
OgHum i3 moXamBux  crnocobis of aggression.

3[iNCHEHHA TibpuaHUX 3arpo3 €

opraHisauis Ta niaTpuMKa

CenapaTUCTCbKUX PYXiB, AKI MOXYTb

nopywunTn cyBepeHiTeT Ta

TepuTopianbHy LinicHicTb 06'ekTa

arpecil.

>9. Fi6puaHicTb Ha NONITUYHOMY PiBHI Hybridity at the political level Facon et al.
MOXNMBICTb ANA  AepxaBu abo an option for a state or a powerful (2018) - p.9
MOFYTHbOIO HegeprkaBHOro non-state entity willing to challenge
YTBOpPEHHs, WO 6axae KuHytu the international order by force.

BUKAWK  MiXKHApOAHOMY MOPAAKY
cunoto.

60. Fopu30OHTanbHa ecKanauin Horizontal escalation MCDC(a)
OfHOYacHe 3actocyBaHHA pi3HMX the applied combination of multiple (2019) - p.89
iHCTPYMEHTIB MMNECI-cnektpy military, political, economic, civil,

(BiticbkoBMX, nonitmuHux, informational (MPEC/) means.
€KOHOMIYHMX, LMBINbHUX,
iHpOpMaLiMHUX TOLLO).

61. FpomapcbKa 6e3neka Public safety DRDC CSS
dyHKuia  ypagie  gepxasB, wo the function of governments which (2013)-p.9
3abe3neuye 3axmcT rpomagsaH ensures the protection of citizens,

KpaiHM, oci6 Ha 1 TepuTOopii, persons in their territory,
OpraHisauin Ta iHCTUTYUiM Big 3arpo3 organizations, and institutions

iXx pobpobyty Ta
rpoomag,

NPOLBITAHHIO

against threats to their well-being —
and to the prosperity of their
communities.
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62. Fpomapcbki gemoHcTpauii Public Demonstrations MSB (2018) —
€ ogHuM i3 metopis "CumeoniyHux is one of the "Symbolic Actions" p.19, 27
oid". methods.
3aKOHHI AeMOoHCcTpauii - ue Legitimate demonstrations are
CMMBO/TIYHI Aaii, wo symbolic actions used to promote a
BMKOPUCTOBYIOTbCA AN1A NpocyBaHHA certain political issue or position.

NeBHOro NOANiTMYHOro NUTaHHA abo Hostile actors can, however, exploit
nosuyii. [poTe Bopoxi rpasui demonstrations to falsely give the
MOXYTb BMKOpUCTOBYBaTU impression of strong support or
AeMOHCTpau,i ans ctBopeHHA dislike of an issue (see also:
NOMWIKOBOTO BpPaXXeHHA CUAbHOI  Astroturfing).

nigTpumkn  abo  HenpusasHi - 4o

npobiemu (ams. TaKOX

AcmpomypapiHe).

63. FpomaasaHCcbKa BiliHa Civil war Hosaka
36poiHNiA KoHONIKT, Wwo Bianosigae armed conflict meeting the following (2021) - pp.
TakMM ymoBam: a) BilcbKoBi Aaji  conditions: a) military action internal 92-94.
BCEpeauHi meTpononii yneHa to the metropole of the state system
AeprkaBHoOi cuctemun; 6) aktmMBHa member; b) the active participation
y4yacTb HauioHanbHoro ypaay; B) of the national government; c)
edbekTMBHUIM onip o6ox cTopiH; r) effective resistance by both sides;
3araziom LLlOHaliMeHLe 1000 and d) a total of at least 1,000 battle
cmepTen y 6oax npotarom KoxkHoro deaths during each year of the war.

POKy BiiHW. Civil wars can be initiated for control
[pomagaHcbki BiiHM MoOXyTb bytm of the central government or over
iHiuinoBaHi KoHTpontotoumm local issues. Civil wars involve the
LeHTpanbHUM ypsgom abo 4yepes national government as one side and
micuesi ypaan. Y rpomagsHCbKMX a non-state entity as the other.
BiliHaX oAHa CTOPOHa -
HauiOHaNbHUMA ypAa, a iHwa -
HeaeprKaBHi opraHisadii.
64. FpomagsaHcbKe cycninbCcTBO Civil society McQuail's, D.
(2010) - p.

dopmMu couianbHUX OpraHisauin, aki
NPOMOHYIOTb anbTepHaTMBMU
ToTaniTapusmy HagMipHOMY
OepXKaBHOMY KOHTponto. Kntouosum
ACMeKTOM € iCHYBaHHA MNPOMIKHOI
"30HM" MiXK MPUBATHUM XKUTTAM Ta

abo

forms of social organization that
offer alternatives to totalitarianism
or excessive government control. The
key aspect is the existence of an
intermediate ‘zone’ between private
life and the state, where

550
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OEepXaBoto, ae He3anexHi independent voluntary collective
[006POBINbHI KONEKTUBHI 06’egHaHHA  associations and organizations can
Ta OpraHisauii MoXyTb BiIbHO AiATM. operate freely. A precondition for
MepeaymoBoto uboro € cBoboaa this is freedom of association and
o6'egHaHb Ta BUparkeHHs nornsagis, a expression, including the necessary
TAaKOX - HeobxiaHi 3acobu, cepeg means, amongst which the media are
AKNX 0c061MBO BaXXAMBMMM € 3acobu  very important.

MacoBoi iHdopmauii.

65. FpomaaAHCbKi iHctpymeHTn  Civil instruments of hybrid threats NATO (2013)
ribpuanmx 3arpos The civil instrument refers to the use p-1-9
FpOMagAHCHKiI iHcTpymeHTM of powers contained within areas
CTOCYIOTbCA BUKopucTaHHa such as the judiciary, constabulary,
NMOBHOBAXEHb, AIKi MicTATbCA B TakmMx education, public information and
chepax, AK cyaoBa cuctema, noniuis, civilian administration and support
OCBiTa, rpomagcbka iHdopmauia Ta infrastructure, which can lead to
LUMBiNbHA agMmiHicTpauia Ta access to medical care, food, power
AONOMiXKHa  iHOpacTpyKkTypa, wo and water.
Mmoe 3abesneuntn pgoctyn go It also includes the administrative
mMeanYyHoro obcnyrosyBaHHSA, iXKi, capacities of international,
eneKkTpoeHeprii Ta BoAaM. governmental and non-
BoHu TAKOX MmictaTb governmental organizations. The civil
aAMIHICTPaTUBHUM noTteHuian instrument is controlled and
MiXXHapOAHMX, YpPALOBUX i exercised by sovereign nations, 10s
HeypAL0BUX opraHiszauin. and NGOs.
FpoOMagAHCHKiI iHcTpymeHT One of the 5 MPECI-instruments. A
KOHTPOAIOOTbCA Ta BUKOHYlTbcA set of tools in the Conceptual model
CyBepeHHUMMU nepxkasamu, of hybrid threats
Mi}KHAapOAHMMM Ta HeypaaoBUMM
opraHisauiamu.
OauH 3 5-Tu MIIECI-iHCTpyMmeHTiB.
lpyna iHCTPYMEHTIB v
KoHyenmyanoHil moodeni 2ibpudHux
302po3

66. FpynoBuit caboTtaxk Group sabotage Jaegher

(2022)

ue He KOMEeKTUBHWI caboTax yciel
rpynu, a uinecnpsmoBaHM caboTax
OKpPEeMMX YY4aCHUKIB y rpyni.

not collective sabotage of the entire

group, but targeted sabotage of
individual contributors within the
group.
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De3siHpopmauin

HaBMMUCHe PO3MOBCOAMKEHHA
iHpopmauii, AKa € nosHicTio abo
4aCTKOBO HenpasAMBOO (Ha BigMiHY
Big, [Momunkosoi IHghopmauii)

CBiAOMO Henpasauea abo omaHnMBa

iHbopmalisn, CTBOPEHQ,
npeacTaBfeHa Ta PO3NOBCIOAXKEHA 3
METO  OTPMMAHHA  EeKOHOMIYHOI

BUroan abo HaBMMUCHOro obmaHy
rPOMaACbKOCTI

HenpaBAgMBa, HeToYHa abo omaHAMBa
iHbopmaliis, po3pobneHa,
npeAacTas/ieHa Ta NONyAApPU30BaHa 3
MEeTOoHo 3anoAiaHHA
abo ansa

HaBMWCHOTO
KoM  cycninbcTey
OTPMMaHHA NPUOYTKY.

OanH i3 meTtoaiB iHdopmaLiiHOro
snausy (ans. Kamnawii Brinusy).

O3Ha4ya€e NOWWpPEHHA HEeTo4YHOoi abo
MaHIiNynATMBHOI iHpopmauii 3 ABHUM
Hamipom o0b6aypuTM Ta BBECTU B
OMmaHy cBoto aygutopito. Uundposi
nnatGopMmn MNPUHLUNOBO 3MIHMAN
cnocib ®YHKUIOHYBaHHSA
aesiHpopmadii. HeKopeKTHUM
KOHTEHT MOM)e CKNagaTuca 3 PisHUX
€/IEMEHTIB, AKMMM MAHINy/O0Tb, AK-
OT TeKcT, 306pa)keHHAa, Bigeo Ta

Disinformation

the intentional dissemination of
information that is wholly or partly
false (as opposed to Misinformation)

verifiably  false or misleading
information created, presented and
disseminated for economic gain or to
intentionally deceive the public

false, inaccurate, or misleading
information designed, presented and
promoted to intentionally cause
public harm or for profit.

one of the information influence
techniques (see Influence
Campaigns).

Refers to inaccurate or manipulated
information spread with an explicit
intention to deceive and mislead its
audience. Digital platforms have
fundamentally changed the way
disinformation operates. Flawed
content may consist of various
manipulated elements such as text,

image, video and audio.
Disinformation can be wused to
support false narratives, sow

confusion, and discredit legitimate
information, individuals and
organizations.

of the European Union WARN 50
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67. DapkHet Darknet Vilmer et al.
mepexeBsa coepa, AKa He a network sphere that does not abide (2018) - p.48
OOTPUMYETbCA npasun, wo by therules governing the internet, is
peryntoioTb  IHTepHeT, ocobamso particularly conducive to the
cnpuae obMiHy He3aKoHHO Habytoto exchange of illegally acquired
iHbopmalieto. information.
68.

Vilmer et al.
(2018) - p.19

European
Commission
(2020)

European
Commission
(2018)

MSB (2018) —
p.19, 25
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ayaio. [esiHdopmauia moxe 6ytn it includes: Fabrication,
BUKOPMCTAHA ana nigTpumkn  Manipulation, Misappropriation,
HenpaBgMBUX ysABNEeHb, BHeceHHs Satire and Parody etc.

CYM'ATTA Ta AUCKpeaMTaLil 3aKOHHOI
iHbopmalii, ocib Ta opraHisau,ii.
Crogmn BXO4ATb: ®abpukayis,
MaHinyno8aHH=, HesipHe
MpusHaueHHa, Camupa ma [lapodis
mouwo.

69. DeneryBaHHA KOHPAIKTY Conflict delegation Karlén et al.
Crparterif, 3rigHo 3 AKow iHo3emMHM A strategy in which a foreign (2021)
ypAa4 nepefae martepianbHi pecypcn government  commits material Jokinen et al.
abo BilICbKOBY ekcneptmnly resources or military expertise to a (2022)
Hegep)KaBHiN 30poMHin rpyni gnsa non-state armed group to target a
HaUiNOBaHHA  Ha  KOHKpeTHoro perceived adversary.

CynpOTNBHNKA. The key elements in conflict
Kntouosumm enemeHTammn delegation are the interaction
aeneryBaHHsA KOHONIKTIB € between the state sponsor (or
B3aEMOAin MiX Aep*kaBHUM  sponsors) and the actor, namely the

cnoHcopom (abo cnoHcopamu) Ta
aKTOpoM, a came nepejaya
MOK/IMBOCTEN Bif, 3aMOBHMKA [0
BMKOHaBUA (areHTa); i BHacnigoK
LUbOro KOHTPO/Nb MEpWoro Hapg
apyrum, Tob6To 34iMCHEHHA BNAMBY
Ha uini, cTpaTerii Ta TAaKTUKY aKkTopa.

MexaHizmu AeneryBaHHA
PiSHOMaHITHI. Mo»kHa
CTBEPAKYBATK, WO MOMAMBOCTI Ta
BMNVB MOXYTb  TaKoX  byTn

PO3BEPHYTUMM B iHLLIOMY HaMpPAMKY,
Bia HOA [HeaeprkaBHOro aktopal Ao
Moro aeprkaBHOro natpoHa. TaKox
MOX/NBO, WO  Aep)XaBHi Ta
HeAeprKaBHi  aKTOpU NpocTo €
COolo3HMKammM  abo  MmapanenbHo
npauoTb Hag MNoAibHUMKU Linamu
6es 6yab-AKMX iEpapxivyHmnX
BiAHOCUH.

transfer of capabilities from the
principal to the agent; and the
resulting control by the former over
the latter, that is, exerting influence
over the actor’s aims, strategies and
tactics.  The mechanisms  of
delegation vary. Arguably, the
capabilities and influence may also
flow in the other direction, from the
NSA [non-state actor] towards its
state patron. It is also possible for
state and non-state actors to simply
be allies, or to work in parallel
towards similar goals without any
hierarchical relationship.
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/0. "AeHb Nepemorn" "Victory Day" Rotaru (2018)
OAMH i3 KpemniBCcbkuX HapaTtueis, one of the Kremlin narratives, the ~p3
pociiicbKa iHTepnpeTauia ictopii Russian interpretation of history Simons
Jenb TMepemorn BigsHauaetbca B Victory Day is celebrated in Russia (2015) - p.6
POCiT LWOPOKY 9 TpaBHA. annually on May 9
[na pociaH ue axepeno ropgocti Ta  To Russians it is a source of pride and
naTpioTMsMmy, i ioro Big3HauatoTb Ak Patriotism and celebrated as having
3BiNIbHeHHA TepuTopil Big dawmnsmy, liberated territories from fascism, to
ANA TUTYNbHUX Hapoais bantii ue thetitular peoples of the Baltic States
"obmiH" ogHoro penpecusHoro it marks the ‘trading’ of one
PEXMMY Ha iHLWWA. repressive regime for another.

Okpim  gemoHcTpauii cuam  Ta Beyond  projecting power and
CTBOPEHHA Midis npo creating myths of invincibility or
HenepeMOXHiCTb UM HeMuHydicTb, inevitability, Victory Day is meant to
JeHb Mepemoru noknukanumin awaken collective memories in the
npobyanTtn KonektmsHi cnoragu 8 Near Abroad about the common
"Bausbkomy 3apybixcoi" npo cninbhi - sacrifices and common victory during
}KepTBM Ta CMinbHy nepemory nig yac 'Great Patriotic War" (1941 - 1945),
"Benunkoi BitumsHaHoi BiiHKn" (1941 - to maintain the nostalgia of the older
1945), wob 36epertm Hoctanbrito generation for past times.

CTApLLIOro NOKOMIHHA 32 MUHYAUM.

/1. DepxaBHa iHpopmauiiHa nonitTuka Government information policy Horbulin
CyKynHicTb OCHOBHMX Hanpamis i There is the total of core areas and (2017) -
cnocobiB gianbHocTi AepXasu woao activities of a state to collect, use, p-157
Of4EepPKaHHA, BMKopucTaHHA, disseminate and store information.
nownpeHHA Ta 3bepiraHHA
iHbopmaLii.

72.

[ep>kaBHe ynpaBniHHA

Mpouec nepeTBOPEHHA AeprKaBHOI
NONITUKK Ha pe3ynbTaTu.
Jluxomomis "nonituka-
aamiHicTpauia" niaKpecnoeTbca fAK
dyHAameHTaNbHa puca
€Bponencbknx cycninbcts. TobTo,
O€eprKaBHe YynNpaBAiHHA iCHye AnA
BMKOHAHHSA 3aKOHY Ta NpaBuI.

Public administration

the process of translating public
policies into results.
The politics-administration
dichotomy is emphasized as a
fundamental feature of European
societies. In other words, public
administration exists to implement
the law and rules.

Cullen et al.
(2021) - p.30
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OgnH 3 13-Tut pomeHiB y One of the 13 domains in the
KoHuenmyanoeHili modeni 2ibpudHux Conceptual model of hybrid threats
302po3
/3. Dep>KkaBHi akTopu ri6pnagHux 3arpo3 State actors of hybrid threats Cullen et al.
[eprKaBHi opraHisauii, yctaHoBu Ta ix  State organizations, institutions and (2021) - p.15
npeacTaBHMKM B KpaiHax 3 6inbw- their representatives in  other
MeHLL aBTOPUTAPHMUMU abo countries with more or less
TOTaNITapPHUMMU nornagamm Ha authoritarian or totalitarian views of
Bnagy. Ix meta nonarae 8 Tomy, wob power. The aim is to target the
HauinnTuca Ha cucTeMHy  systemic vulnerabilities of
BPa3NMBICTb pemokpartin, democracies while using all the tools
BMKOPUCTOBYOUYM BCi iHCTpymeHTH, that an authoritarian state has at its
AKi € B po3nopsaKeHHi asToputapHoi  disposal.
AEpasu. The use of hybrid threat activity as a
BuKopucTaHHA ribpuaHux 3arpos Ak support mechanism to advance
MeXaHi3my nigTPUMKM ana  strategic interests is characteristic of:
MPOCYBaHHA CTPATErUHNX IHTEPECIBE | 1\ - i it ctatas - China and
XapaKTepHUM ans: Russia,
® peBi3iOHICTCbKMX KpaiH - Kntato Ta @ the rogue states - Iran and North
Pocii, Korea.
e KpaiH-i3rois: IpaHy Ta MiBHiuHiIK One of the elements of the
Kopei. Conceptual model of hybrid threats.
€ OHUM 3 cneMenTiB It refers to a group of Actors of hybrid
- - threats
KoHnyenmyanoHil moodeni 2ibpudHux
302p03, BigHOCATCA A0  rpynwu
AKkmopu / epasui 2ibpudHux 3a2po3
74 Decek’toputnsauia B nonitmuHii  Desecuritization Buzan et al.
chepi the shifting of issues out of (1998)-p4
nepeHeceHHA nuUTaHb i3 emergency mode and into the
HaA3BUYAMHOIO pexunmy Ao normal bargaining processes of the
HOPMaNbHOIo neperosopHoro political sphere
npouecy B NOAITUYHIN chepi.
75. . . . . .
DediunTtHa iHpopmauis Mal-information Wardle &
. . . . . . . Derakhshan
[OCTOBIpHa iHbopmaLis, wo genuine information is shared to
MOLWMPIOETBCA 3 METOlo 3anogifsHHA cause harm, often by moving (2017)

LWKOAM, YaCTO LWIAXOM NepeMilLLeHHS
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iHpopmauii, npmsHayeHoi ana Toro, information designed to stay private
wob 3anuwatmca npuBaTHoto, Y into the public sphere.
nyéniynHy coepy.

’6. DxamiHr / TaywiHHA Jamming DIA (2022) -

Le metoam PEB, aki nepewkoa)atote It's EW-techniques which prevent p. 44
KOpucTyBayam oTpumyBaTn users from receiving intended signals
npu3HayeHi curHanu, i moxxyTtb byt and can be accomplished by two
peanizoBaHi ABOMa OCHOBHMMM primary methods: uplink jamming
MeToZaMM: TNYLWiHHA BUCXiAHOI NiHii  and down-link jamming.
3B’A3KY Ta rAywWiHHA HKM3XigHoi niHii  Uplink jamming is directed toward
3B’A3KY. the satellite and impairs services for
FnywiHHA BucxigHin  ninii 38’A3Ky all users in the satellite reception
cnpAmMoBaHi Ha CYNYTHUK i area.
noripwytoTe nocayrm  ana  Bcix Downlink jamming has a localized
KopucTyBadiB y 30Hi npuitomy effect becauseitis directed at ground
CynyTHUKa. users, such as a ground forces unit
FNywiHHA HuM3XigHiM  niHil 38’A3Ky using  satellite  navigation  to
MalTb  /10KaNi30BaHUM edpekt, determine their location.
OCKiIbKW  BOHW  CAPAMOBAHI  Ha
Ha3eMHMX KOPMCTyBaYiB, HAaNPUKag,
NiAPO34in CYXOMyTHUX BINCbK, AKWUM
BMKOPUCTOBYE CynyTHUKOBY
HaBirauito Ana BM3HAYEeHHA CBOro
MiCLLe3HaXOAKEHHA.

7. AunnomatuuHe NnpuKpUTTA Diplomatic cover Horbulin
OpHa 3 dopm Ta 4t HeoronoweHoi  One of the forms and actions of non- (2017) -
ribpuaHoi BiiHN, MeTa AKMUX - declared hybrid warfare aims at the p.157
BUKOPWUCTAHHA Agnnaomarii ans use of diplomacy to conceal and
NPUXOBYBAHHA Ta HiBE/tOBaHHA minimize the aggressor's role in the
y4acTi arpecopa B Aiax npotu activities undermining state's
CyBEPEHHOI AepKaBu sovereignty.

78.

[OnpeKTnBa Nnpo TMM4YacoBuUii 3aXmUcT

Habip MiHiManbHUX cTaHaapTiB ANA
HafaHHA TMMYACOBOrO 3axUCTy VY
BUNAAKY MacoBoro HanAnBy
nepemiweHnx ocié Ta 3axoAiB LWoAa0
cnpusHHA 36a1aHCOBaAHOCTI 3yCcu/b
MiX  [epraBamMu-yieHamu  Wwoa0

The temporary protection directive

a set of the minimum standards for
giving temporary protection in the
event of a mass influx of displaced
persons and on measures to promote
a balance of efforts between
Member States in receiving such

Jauhiainen et
al. (2022) -
p.5
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npumnomy TaKMX oci6 Ta persons and bearing the
Bi4NOBiAaNbHOCTI 3a iXHiN 3axmucT. La  responsibility for their protection. It
OVPEKTUBA rapaHTye yKpaiHuam, siki  directive guarantees the right to
TiKaloTb Big BiMHW, WO TpuBae B temporary protection and access to
YKpaiHi, npaBo Ha TWMM4yacoBMi accommodation, employment,
3axuct i pgoctyn Ao Xutna, health (medical) care, education for
npauesiaWwTyBaHHA, megmyHy children and social welfare in
Aonomory, OcCBiTy Aana Agiten Ta European Union (EU) member states
coujanbHe 3abe3neyeHHn B for Ukrainians fleeing the on-going
AepxaBax-4ieHax €Esponencbkoro war in Ukraine.

Cotosy (€C).

/3. LiarHocTtuka DIDI DIDI diagnostic Vilmer et al.

AiarHOCTUYHNIA Tecrt Ha a diagnostic test on informational (2018) - p.121
iHpopmauinHy aktueHicTb (obmaH, activities  (Deception, Intention, MSB (2018) -
Hamip, 3pmB, BTPYYaHHA). Disruption, Interference). -p.9, 10,16
Taka giarHocTMKa gae MoXAMBICTb AK  Such a diagnostic offer the possibility
CBOIM KOpUCTYBa4vam, TakK i for both its users as well as public
rpoMafcbkin  aymui  BigpisHMTM opinion to differentiate information
MaHinynayii iHpopmauieto Big 6inbw  manipulation from more sincere
BiABEpPTMX OnepaLii Bnamey. operations of influence.
Wo6 KBanipikyBaTnCA Ak To qualify as disinformation, an
aesiHpopmalis, iHpopmauiriHa informational activity must 1)
AianbHicTb Mmae 1) mictutn omaHamei  contain deceptive elements; 2) have
eNleMeHTH; 2) matn Hamip 3anogiatm the intention to harm; 3) be
wKoay; 3) 6ytm pynHiBHow; Ta 4) disruptive; and 4) lead to
NPU3BOAUTUN A0 BTPYYaHHSA interference

80. Dindeiik Deep Fake Vilmer et al.
Taki ¢elkoBi HOBWHM, AKi ayxe such fake news that can very (2018) - p.149
NepeKkoH/INBO  CTBOPIOOTL  edekT convincingly reproduce the effects of MSB (2018) —
peanbHOCTI. reality. p.19, 23
€ ogHuMm i3 iHCTpymeHTiB TexHiuHo20 |Is one of the Technical exploitation
BuKopucmaHHs. tools.

TexHika cuHTe3y 306paxkeHb Ha An artificial intelligence-based image Neudert &
OCHOBI LWITYYHOro iHTeNeKTy, nAKa synthesis technique that involves Marchal
nepeanbayae cTBOpeHHA creating fake but highly realistic (2019) - p.5
nigpobneHoro, ane HaasBuMYaiiHO video content misrepresenting the

peanicTM4yHoro  BigeoOBMICTYy, WO
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CNOTBOPIOE C/I0BA YK Aii noniTuKiB Ta words or actions of politicians and
3HAaMEeHUTOCTEN. celebrities.

BuKopuctosye anroputmm HasdaHHa The use of learning algorithms to

ANA imiTay,ii pyxis ronocy Ta pota gna imitate voice and mouth movements

MaHinynoBaHHA ayaio Ta Bigeo for manipulating audio and video.

martepianom. This can for example be used to

Hanpuknaa, e mowe  6yTu pro.duc.e fake clips of a real politician
delivering a faked speech. More

BMKOPUCTaHO ana CTBOPEHHA _

. . advanced techniques can

nigpobneHnx  Kninie  peanbHOro _ ‘

noniTHKa, AKUiA BUrONOLYE su!oe'rlmp.ose 1:a.g. aces onto pre-

banbLnBy pOMOBY. BibL existing video footage.

NPOCYHYTi METOAM MOXKYTb HaKIACTH,

Hanpuknag, obanyya Ha BXKe HaAABHI

Bigeo3anucu.

81. . .

JDo6pouecHicTb Integrity MCDC(b)
OAMH i3 iHcTpymeHTiB "ribpmaHoi one of the ‘hybrid defence’ (2019) -p.3
060pOHKN" instrument

ue "nosegiHka Ta  a4ii, wo is ‘behaviours and actions consistent Transparency
BiANoBiAatoTb Habopy mopanbHUx un  with a set of moral or ethical International
eTUYHUX NPUHUMMIB Ta cTaHaapTie, principles and standards, embraced (b)
NPUMHATUX AK okpemumm ocobamu, by individuals as well as institutions

TaK i ycTaHoBamu, WO cTBOptOOTL that create a barrier to corruption’.

6ap’ep ana kopynuii".

82. DokTtpuHa lepacumoBa (pociicbka Gerasimov doctrine (The Russian Vilmer et al.
"BiliHa Hosozo NoKoniHHA") “New Generation Warfare”) (2018) - p.55
pocificbka BiNcbKOoBa AOKTpWHa, ii the Russian military doctrine, its Gerasimov
aBTopomM € reHepan B. lepacumos, autor is Gen. Valery Gerasimov, the (2016)—p.24

Ha4Ya/IbHUK TreHepaabHOro LLITa6y 3C

po

"Y nBaguATb nepliomy CTOJITTI MU
cnocTepiraemo TEHAEHL o ao
CTUPAHHA MEX MiXK CTAaHOM BilHM Ta
mupy.  [...]
3acobiB AN1A AOCATHEHHS MOMITUYHUX
i cTpaTeriyHMx uinen 3pocna,
34e6inbloro, BOHW MNEPEBULLUAN
cuay 36poi B i epekTnBHOCTI. PoKyC
3aCTOCOBYBAHUX MeTOAiB KOHPANIKTY

Ponb HeBilCbKOBUX

chief of the General Staff of the
Russian Federation Armed Forces.

"In the twenty-first century we have
seen a tendency toward blurring the
lines between the states of war and
peace. [..] The role of nonmilitary
means of achieving political and
strategic goals has grown, and, in
many cases, they have exceeded the
power of force of weapons in their
effectiveness. The focus of applied
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3MIHMBCA Yy HanpamKy wupokoro methods of conflict has altered in the
BUKOPUCTAHHSA nonitnyHux, direction of the broad use of political,
E€KOHOMIYHMUX, iHbopmaLiiHMX, economic, informational,
rYMaHITapHMX Ta iHwux humanitarian, and other nonmilitary
HeBiICbKOBUX 3axogis - measures—applied in coordination
3aCTOCOBYBaHMX Yy KoopauHauii 3 with the protest potential of the
NPOTECTHUM noteHuianom population. All this is supplemented
HaceneHHsa. Yce ue AonosBHiEeTbes by military means of a concealed
BiAICbKOBMMMU 3acobamu character, including carrying out
NPUXOBAHOro XxapaKktepy, 3o0Kpema actions of informational conflict and
nposeaeHHAM akuin the actions of special operations
iHpopMmauiiHoro KoHONIKTY Ta giamn  forces"

CUA cneuianbHUX onepauin”

83. DoKTpuHa "obmexkeHoro Doctrine of “limited sovereignty” Domariska
cyBepeHitety" (aokTpuHa (The Brezhnev doctrine) (2019) = p.7
BpexHesa) this term refers to the Soviet policy
uen TepMiH HanexuTb pagaHcbKii formulated in 1968 in order to justify
nonitnui, cpopmynboBaHii B 1968 the collective military intervention of
poui ana BunpasaaHHa the Warsaw Pact members in
KOJIEKTUBHOIO BicbkoBoro Czechoslovakia. The Brezhnev
BTPY4YaHHA u4neHiB Bapwascbkoro doctrine proclaimed that any threat
[0roBopy B YexocnoBayumHy. to socialist rule in any state of the
JOKTpuHa bpexHeBa Soviet bloc in Eastern Europe was a
nporoJsiowyBsana, wo  byab-aka threatto the socialist community as a
3arpo3sa couianictTuyHomy npasniHHio  whole
B OyAp-AKiA AEpKaBi PaAAHCLKOTO The doctrine had been devised to
Gnoky y C'Xi'ume EB?OM e 3arposoto justify military interventions in fellow
p,'nﬂ COLIATICTHHROL - CIUAIBAOTM B shcialist states as a means of self-

HiIoMy. defence  against the  hostile
JoKkTpuHa 6yna po3pobneHa pns ideologies of capitalism and liberal
BUMNPaBAaHHA BilicbkoBMX democracy.
iHTepBeHLin y couianicTuyHi
OepXaBu AK 3acib camosaxucTy Big,
BOPOXMX igeonorin Kanitaniamy Ta
nibepanbHOi AeMoKpaTii.
84.

Cullen et al.
(2021) - p.13

DomeHu ribpugHux 3arpos Domains of Hybrid Threats

Spheres of societal life targeted by
actors of hybrid threats. These

Cdepu *KNTTAa cycninbCTBa, AKi CTalOThb
MilleHHIO  aKtopis /  rpasuiB
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ribpugHux 3arpos. Taki [oOMeHM
XapaKTepu3yTbcA HaABHICTIO
CYCNiNbHUX iHTEepecCiB Ta KPUTUYHUX
bYHKUiM, HauioHanbHo 6e3nekoto
Ta 34aTHICTIO AeprKaBu NpUMMaTH
piweHHA. Came B UUX AOMEHAX MaE
b6yt 3abesneyeHa CTilKiCTb NpPOTH

ribpuaHMX 3arpos.

JomeHn € YOTMPbLOX
K/IO40BUX eNemeHTiB
KoHuenTyanbHOi mogeni ribpmaHmx
3arpos, AKa mictutb 13 pomeHis.
MMECIH, mictutb
riopnaHmnx

ogHMM 3

IHwa mopenb —
cnekTp 3 6 JomeHiB
3arpos.

domains are characterized by the
presence of societal interests and
critical functions, national security,
and the state's decision-making
capacity. Resilience against hybrid
threats must be ensured in these
domains.

Domains are one of the four key
elements of the Conceptual Model of
Hybrid Threats, which comprises 13
domains. Another model, PMESII,
includes a spectrum of 6 domains of
hybrid threats.

85.

[onoporoBi BUKAUKKU (a0 BUKAUKU
cipoi 30HU)

3arposn, BMABMEHHA Ta pearyBaHHA
Ha AKi YCKIAAHIETLCA
OOMNOPOroBMMM  3HAYEHHAMM X
napameTpis.

BoHn € '"cnpobamum A0CATHEHHA
uine csoei b6esneKkn, He BAAOYUCH
Ao npsamoro Ta 3Ha4yHoro

3acTocyBaHHA cunmn”.

Sub-Threshold Challenges (or gray
zone challenges)

Threats, detection and response to
which are complicated by
subthreshold  values of their
parameters.

They are “attempts to achieve one’s
security objectives without resort to
direct and sizable use of force.”

CSIS (2018)

Takahashi
(2018) -
p.787 - 810

86.

DocnipeHHs (mixkHapopgHOIi)

6e3neku

BMBYEHHA 3arpo3M 3aCTOCyBaHHA Ta
KOHTPONKO  BilACbKOBOI AaKe
nepenbayac, WO KOHOAIKTU MiXK
OepXaBaMuM 3aBXAN MOXKAUBI 1 Te
IO BUMKOPUCTAHHA BIMCbKOBOI CUAM
Ma€E [daNeKoCAXKHi Hacnigku ans
AepraB i cycninbCTs.
YMOB, fAKi pobnATb 3acTOCyBaHHA
cuan  Binbw imoBipHMM, cnocobu,
AKMMMW 3aCTOCYBAHHA CUAM BMNMBAE
Ha OKpPemMux N4en, Aep)KaBu i

cunu,

BuBuyeHHA

Security studies

assumes that conflict between states
is always a possibility and that the
use of military force has far-reaching
effects on states and societies.
Accordingly, security studies may be
defined as the study of the threat,
use, and control of military force. It
explores the conditions that ‘make
the use of force more likely, the ways
that the use of force affects
individuals, states, and societies, and
the specific policies that states adopt

Walt (1991) —
p.212
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CycninbCTBa, a TaKOX KOHKpeTHa in order to prepare for, prevent, or
NoNiTUKa, AKYy Aep’KaBW NpuMMMatloTb engage in war

ONA NigrotoBku, 3anobiraHHs abo

y4acTi y BiliHi.
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EKOHOMIYHI iHCTPYMEHTM 3arasom
CTOCYHOTbCA iHiuiaTMB, CcTMMyniB i
CaHKLUiN, NpU3Ha4YeHUX Ana BNAUBY
Ha MNOTIK TOBapiB i NOCAYr, @ TaKOX
$iHAHCOBOI NIATPMMKN AepKaBHUX i
HeaepKaBHUX Cyb’eKTIB, 3any4yeHnx y
Kpu3y.

threats

The economic instrument generally
refers to initiatives, incentives and
sanctions designed to affect the flow
of goods and services, as well as
financial support to state and non-
state actors involved in a crisis.
One of the 5 MPECI-instruments. A

of the European Union WARN 60
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87. EKOHOMIiYHMI1 Baxkenb Economic Leverage Treverton et
LUe dopma ekoHomiyHoro snamey y This is a type of economic influence al. (2018) - p.
BMrAA4i gonomoru 3 60Ky iHozemHux in the form of foreign aid assistance, 64
[AEeprKaB, CaHKUi/ Ta BMKOpUCTaHHA sanctions, and the use of loaned
NMO3MYEHMX PECYpCiB AK PO3MiHHMX resources as bargaining chips to put
MOHET A/1A TUCKY Ha iHO3emMHuUK pressure on a foreign government.
ypaa. Usa dopma Baxkenis snamey Thisform of leverage is hardly new by
HaBpAZ 4YM € HOBOW, afe BOHA any means, but it remains one of the
3a/IMLLIAETbCS OAHUM i3 most important and effective tools to
HaMBaXKNMBILLNX Ta influence decision-making in another
HanedeKTUBHILWKNX iHCTpyMmeHTiB  country. Economic influence is also
BMN/IMBY Ha NPUIMHATTA pieHb B iHWIN not solely limited to trade, but also
KpaiHi. EKoHOmiyHWI BnAMB He includes other industries such as
obmeKyeTbcA nuwe Toprieaeto, a energy and tourism.

TAaKO) BKAKOYAE iHWI ranysi, AK-oT
eHepreTMKa Ta Typusm.

88. EKoHOMiYHMI pgomeH ribpugHnx Economic domain of hybrid threats NATO (2013)
3arpos Composed of the sum total of -p.1-8
Cknapaetbes i3 noeaHaHHa production, distribution and
BUPOOHUNLTBA, po3noainy Ta consumption of all goods and
CNOXMBAHHA BCiX ToBapiB i nocayr y services for a  country or
KpaiHi Y opraHisauii. BiH mictuTb He organisation. It includes not only
nnwe E€KOHOMIYHWNI po3BUTOK economic development of a country,

KpaiHn, a W pos3nogin 6aratctBa but also the distribution of wealth.
OawuH 3 6-Tn [TMECII-gomeHis. OauH  One of the 6 PMESII-domains. One of
3 13-tn pomeHis y KoHuenmyansHili the 13 domains in the Conceptual
mooesni 2ibpudHuUX 3a2p03 model of hybrid threats
89. EKOHOMIuHi iHCTpymeHTH ribpugHux Economic instruments of hybrid NATO (2013)

-p.1-9
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OguH 3 5-tu MIIECI-iHcTpymeHTiB. set of tools in the Conceptual model
Mpyna iHCTPYMEHTIB y of hybrid threats
KornyenmyanoHil moodeni eibpudHux
302po3

90. EnekTpoHHMi4 ypap, E-governance Neudert &
€/1eKTPOHHEe ynpasaiHHA abo electronic governance, or the Marchal
3acTocyBaHHA iHGopmauinHmMx Ta application of information and (2019) - p.5
KOMYHiKaLiMHMX TexHonorin ans communication technologies for
HaZaHHA Aep*KaBHUX NOCAYT. delivering government services.

91. EHepreTuuyHa 6e3neka Energy security Horbulin
CNPOMOXKHICTb  KpaiHM  TexHiyHo The capability of the country to meet (2017) -
HaginHUm Ta 6esneyHmm, its energy demand in technically p.157
€KOHOMIYHO epektnBHmMm, reliable and safe, cost effective,
3[iNCHEHHUM Ta ekonoriyuHo feasible and environmentally friendly
NPUAHATHUM cnocobom way to ensure: adequate levels of the
3a340B0O/ILHATU NoTpebu cycninbctBa population livelihood; sustainable
B Na/snBHO-eHepreTuyHUx pecypcax functioning of the national economy
ONA TapaHTyBaHHA: HaneXHoro piBHA in normal and crisis conditions;
HKUTTELIANBHOCTI HaceneHHs; capabilities of the government to
cTanoro ¢dyHKUioHyBaHHA establish and execute the policy
HauioHaNbHOI EKOHOMIKM B pexxumax protecting national interests.
3BMYAMHOro Ta 0cOo6/MBOrO CTaHy;

MOXIMBOCTI KEPIBHULITBA AEpKaBU Y
$dopMyBaHHi i 34iNCHEHHI MONITUKK
3aXMCTY HALiOHANbHUX iHTepeciB.
2. EdeKT npueaHaHHA o 6inbLiocTi Bandwagon Effect MSB (2018) —
p.19-20, 45

ABMLLE, AKE BUMKOPMUCTOBYETbCA ANA
KozHimueHo20 3nomy.

Nwoan, aki BigyyBaloTb  cebe
YacTUHOIO binbLuocTi, yacTilwe
BUCNOBAIOIOTb CBOI OYMKMW.
Hanpuknag, 60Tu  MoOXyTb 6yTn
BUKOPUCTaHI ana 36iNblIEHHS
No4YaTKOBOI KiZIbKOCTI nawkis,
KOMeHTapiB Ta penocTis B
couianbHUX mepexax, wob
nonerwnTn noganblle 3anyyeHHA
"peanbHux" KOpUCTyBauiB.. Le

a phenomenon that is used in

Cognitive Hacking.

People who feel like part of the
majority are more likely to air their
opinions. For example, bots can be
used to boost the initial number of
likes, comments and shares of a
social media entry to facilitate
further engagement from “real”
users. This gives the impression of
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CTBOPIOE BpaXKeHHA couianbHoro social acceptance, which appeals to
BM3HAHHA, AaKe anesntoe no the need for social conformity.
HeobxigHoCTi couianbHoI
Bi4MNOBIAHOCTI.

(by contrast of Spiral of Silence

effect)
(Ha Bigminy Big edekty Cnipani
MosyaHHs#).

93. EdekTu (y KOHTEKcTi ribpuaHoi Effects (In hybrid warfare) MCDC(a)
BiliHM) a change of state of an entity (a (2019) - p.89
3MiHa cTaHy 06'ekTy (UinboBOI target system) as the result of
CUCTEMM) B pe3ynbTaTi A4in NnpoTn actions against specific
KOHKPETHMX BPA3/IMBOCTEN LLi€l vulnerabilities of that target system.

LLiIbOBOI CUCTEMM
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€Bpabin

(cymiw EBponu Ta Apasii) KoHuenuis,
Ky BWKOPWUCTOBYIOTb A4S  ONucy

ynbTpanpasoi icnamodpobebkoi Teopil

3mosu, B AKin bepyTb y4yacTb
rnobanicTMyHi opraHisauii, imoBipHO
OYO/OBaHI dpaHUy3bKO- Ta
apabCcbKOMOBHMMU AepKaBamu, A0S
icnamisauii Ta apasizauii €Espony,
TMUM CaMUM Nocnabntoroum ii icHyo4y
KyNbTypy Ta Nigpusatoum nonepesHe
piBHAHHA Ha CLLA Ta I3painb.

€ NpMKNAAOM aHTU-HapaTUBIB, AKi
aTaKyloTb "Hawi iIHCTUTYUIT";

iHCTPYMEHT ribpuaHoro Bnansy.

Eurabia

(@ portmanteau of Europe and
Arabia) the concept, used to describe
a far-right Islamophobic conspiracy
theory, involving globalist entities
allegedly led by French and Arab
powers, to Islamise and Arabise
Europe, thereby weakening its
existing culture and undermining a
previous alignment with the U.S. and
Israel.

the example of the anti narratives
that attack "our institutions";

a hybrid influence tool.

Vilmer et al.
(2018) - p.78

Brown (2019)

95.

€BpomaingaH

pyx YKpaiHu 2014-ro poKy, AKWUM
nparHys HabnuM3MTM  KpaiHy f[o
3axoay.

Euro-maidan

the 2014 Ukraine’s movement,
which sought to bring the country
closer to the West.

Grigas (2016)
- p.28, 109

96.

€BponencbKnii LeHTp 3 npoTuaii
ribpuaHum 3arposam (Hybrid CoE)

MiXXHapPOAHMN LLEHTP ANA NPaKTUKIB
Ta  eKcnepTiB, WO  PO3BMBAE
MOXMBOCTI  AeprKaB-y4yacHULUb Ta
IHCTUTYLIM | NOCMAOE cRiBNpPaALLIO MiX
€C 1a HATO y npotuaiji ribpuaHmm
3arposam; pO3TaLLIOBaHMN y
lFenbciHki, PiHnAHAIA

European Centre of Excellence for
Countering Hybrid Threats (Hybrid
CoE)

an international hub for practitioners
and experts, building participating
states’ and institutions’ capabilities
and enhancing EU-NATO cooperation
in countering hybrid threats located
in Helsinki, Finland

Hybrid CoE(b)
(n.d.)

97.

€BpockenTUyUm

HanpPAM NONITUYHOI AYMKN B KpaiHax
€sponn, WO CTaBUTb Mig, CYMHIB
OOUiNbHICTE  npouecy NONITUYHOI,
NPaBOBOI Ta €KOHOMIYHOI iHTerpauii

Euroscepticism

the way of political thinking in
European countries, which questions
the advantages of political, legal and
economic integration within the EU

Horbulin
(2017) -
p.157
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€BPONENCHKUX AeprKaB y mexax ECi member-countries to the extent of
B/laCHe camoro icHyBaHHA principle opposition to the existence
€BponencbKkoro Cotosy ak of the European Union as a
HagHaLioHa/IbHOro supranational institutionalized unity.

IHCTUTYLLIOHaNI30BaHOro YTBOPEHHA.
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KEPTBY [0 BMKOHAHHA MNEBHOro
3aBflaHHA, Hajaluu M BiNbHUIA
AOCTYN A0 4Orocb, WO BOHA bHarkae
oTpumaTtn. Hanpuknag: dnewka,
3apa*keHa Kensorrepom 3 Hamnmcom
«Moi npusatHi poTo», 3annLIEHA Ha
noposi 6yamHKy xepteu. MNoniTnkn
b6e3neKkn, TaKi AK  «NOBITPAHUMN
NPOMIXKOK» i 610KyBaHHA
HECAHKLLIOHOBAHOro NPOrpPamHoOro Ta

providing easy access to something
the victim wants. Example: a USB
flash drive infected with a keylogger
and labelled "My private pics" left on
the doorstep. Security
policies such as an air gap and the
blocking of non-authorised software
and hardware will thwart most
attempts, though staff should also be

victim's
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98. 3aranbHa 6e3neka Common Security Butfoy (1997)
cnoci6 poswnputn Mmexi cBity, B a way of moving beyond a world
AKOMY A0MiHY€E rOHKa 036poeHb, 40 dominated by the arms race and
aNbTepPHATUBHOIO CBiTY, B AKomy towards an alternative world which
OepXaBn Ta Hapogu Bu3HatoTb would be marked by states, and
npiopuTeETHUMM CRiNbHi iHTepecn y peoples, recognizing their common
BM)KMBAHHI Ta MMPHOMY PO3BUTKY. interests in survival and peaceful

development.

99. "3aipKeHa nnatiBka" ‘Broken Record’ Szwed (2016)
OAVH 3 meToaiB BBeZeHHsA is one of the methods of introducing —p. 81
ingeonoriyHoro 3micry. ideological content.

Os3Hayae nocnigoBHe noBTOpeHHA means the consistent reiterating of
BNACHMUX [AYMOK Ta OLUIHOK, He one’sopinionsand evaluations, while
no3sonsAwun  npu  ubomy iHwmMm not allowing other discussion
y4aCHMKaM [MCKycil BUBECTM Hac i3 participants to throw us off balance,
piBHOBarwu, ane BCE oaHo but still referring to them, e.g. "the
3BEpTalouMCb A0 HMUX, Hanpuknag, Americans want to rob Ukraine"
"amepuKaHLi xouyyTb norpabysatm repeated many times in different
YKpainy", HeogHopasoBo levels of discussions.

I'IOBTOp.P\(‘)BaHe Ha  pisHUX  piBHAX 1 o ‘Building Platforms’
ANCKYCIl.

AuB. TakoXK "Mobydosa naamgpopm"”

100. -
3amaHoBaHHA Baiting ENISA (n.d.)
ue BWA LWaxpakcTBa, 3micT Akoro involves luring the victim into
nonarae B8 Tomy, wWo6 cnoHykatn performing a specific task by
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anapaTHoro 3abesneyeHHA, reminded not to trust unknown
AONOMOXYTb 3anobirtm  Ginbwocti sources.
cnpob, xoua CniBpPOGITHMKAM TaKoX
Cnig, HaragaTu Npo Te, WO He BapTo
DOBIPATN HEBIAOMUM OrKepenam.
101. o . .
3amopoXKeHnidt KOHNIKT Frozen conflict MacFarlane,
oo . . . 2009) - p.23
KOHONIKTHI  cuTyauii, Konm Hemae situations of conflict where there are ( )-p
AKTUBHMUX lWMpokoMmacwTabHuMx no active large-scale hostilities
6olioBux it (xoua moxke 6yTn meHw (although there may be smaller-scale
macwTtabHe  HacuMnbcTBO), icHye violence), there is a durable mutually
[OBroTpMBane B3aEMHe noroaykeHHA agreed ceasefire, but efforts to
o0 nNPUNUHEHHA BOrH, ane achieve a political settlement or
cnpobu [ocartu noniTM4Horo peace are unsuccessful.
BpEery/toBaHHsA un MUpY €
6esycniHumm.
102. o . . .
3aTAXKHUIA KOHPNIKT Protracted conflict Cantekin
. o . . (2016) - p.
rnnboko BKOpPIHEHMN abo deep rooted or intractable conflict.
. o . . . 417
Hepo3B'A3HNI KoHNiKT. Protracted conflict has such features:
3aTAXKHUMA  KOHOANIKT  Mae  Taki .
) ¢ e It has many different sources of
ocobnmBoCTi: . .
conflict located at multiple levels
e mae 6Garato pisHUXx axepen such as individual, group, communal
KOHONIKTY, PO3TalLOBaHMX Ha and their interaction with each other
KiIbKOX piBHAX, TaKKMx Ak often feed or sustain hostilities.
iHOMBIAYaNbHUI rpynoBui . .
ANBIAY R Py ' e |tosoftensituatedin places where
rPOMAACbKMIA, | ixHA B3aemogin

XMBUTb ab0 MiATPMMYE BOPOXKHEYY.

® 4yacTo BigOYyBaAETLCA Yy MicuAX, Ae
iCHYIOTb iHWI Npobaemm cycninbCcTBa
(6e3pobitta, xuTnoBa npobnema,
npogoBonbya npobsema TOWO), i
CMPUYMHAE KKOHPNIKTHI NaCTKU», LWLO
npusBoauTb A0  AOBrOTPUBANMX
Mozenen CTparkgaHb i TpaBm.

® [XKepena
cuTyauifax

BOPOXHEUi B  LUX
(npobnemu,  nigepw,
NONITUKA TOLLLO) YacTo 3MiHIOOTbCA |
B OyAb-AKMIA MOMEHT Yacy MOXKYTb

other community problems
(unemployment, housing, nutrition
problems etc.) exist and cause
‘conflict traps’ by resulting in long-

term patterns of misery and trauma.

e The sources of hostilities in these
settings (issues, leaders, policies
etc.) often change constantly and at
any given time might be more or less
determining of the conflict.

e Each case is different and has its
own set of factors. Generalisations
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CTaTM BM3HAYaNbHUMM nNpuumMHamm from one case to another are
KOHPAIKTY. frequently problematic.
® KOXEeH BMMafoK Bigpi3HAeTbca i o It tends to be resistant to
Mae CBil Habip ¢dakTopis. traditional or familiar methods of
Y3aranbHeHHA Big, oaHoro BMnaaky peace-making and it often continues
no iHWoro YyacTo € to exist.
npobnemaTUyHUM.
® Ma€E TeHAeHLUilo ByTn CTiMKMm Ao
TpaauUiiHUX abo 3BUYHUX MEeToAiB
MWPOTBOPYOCTi Ta YaCTO NPOAOBIKYE
icCHyBaTW.

103. 3axXUCT KPUTUYHOI iIHPPACTPYKTYPU Critical infrastructure protection. Horbulin
KOMMNJEKC 3axopais, peanizoBaHui y the set of measures implemented in (2017) B
HOPMaTUBHO-NPaBOBMUX, regulatory, institutional and p.156
opraHisauiiHux, TexHosoriyHmx technology tools directed toward
iHCTpyMeHTax, cnpsamoBaHMX Ha assurance of critical infrastructure
3abesneyeHHs be3nekun Ta cTikocTi safety, security and resilience
KPUTUYHOI iIHGPaCTPYKTypH

104. 3BOPOTHA NCUXONOTiA Reverse psychology Cullen et al.

OaunH 3 meToAiB MmaHrinynayii. This is one of the methods of (2021) - p.19
CNOHYKaHHA  OMOHEeHTa  3pobuTn manipulation.
LLLOCb, WO BiH cnpuiime AK WwKigamee Prompting the opponent to do
ONA  MaHinynAatopa, B ToM 4ac AK something that he will perceive as
daKkTMYHO BiH npuimae piweHHA, being harmful to the manipulator,
3a3fanerigb nigrotoeneHe while actually taking a decision that
MaHinyiATopom. has been prepared before-hand by
BUKOpUCTOBYETbLCA ana the manipulator.
pedReKCUBHO20 KOHMPOSIO It is used for reflexive control

105. «3eneHi 4onosiukm» [ "ysiunusi '"Little Green Men" / “polite people” Freedman
niopu® professional soldiers in uniforms (2014)
npodecioHanbHi congatv B yHipopmi  without markings Treverton et
6e3 po3nisHaBa/sibHMX 3HaKiB. al. (2018) - p.

17

106. 3nicHa npobnema Wicked problem Ritchey

(2013)
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(1) MNpobnemun, saki €

BU3HAYEHUMUN, HEOAHO3HAYHUMU Ta

noraHo

nos’A3aHMMM 3 cepnosHMmm
MOPaNbHUMMK,  MNOAITUYHHMMKM  Ta
npodecinHumm NUTAHHAMM.

OCKi/IbKW BOHW CUNBLHO 3an€exKaTb Big,
3aLiKaBNEHUX CTOPiH, 4acTO HeMmae
KOHCEHCYCYy LWOAO0 TOro, B 4YOMy
nonarae Nnpobnema, He Kaxyum BXKe
npo Te, AK 3 Heto BnopaTucA. lNepu 3a
BCe, 3JlicHi npobnemn He €
CTaTUYHMMMU: Le CYMill CKAAZHMUX,
B3aEMOMNOB'A3aHMX  MWUTaHb, WO
pO3BMBAOTLCA B AWMHAMIYHOMY
coujiaNbHOMY KOHTEKCTi. YacTo Hosi
dopmu 3nicHUX Npobem BUHUKAOTb
Yy pe3ynbtati cnpobu 3po3ymity i
PO3B'A3aTH iHLLY.

(2) Hosui BUO, Auiem B
nonepeaKyBasibHilt po3sigui.

(1) Wicked problems are ill-defined,
ambiguous and associated with
strong moral, political and
professional issues. Since they are
strongly stakeholder dependent,
there is often little consensus about
what the problemis, let alone how to
deal with it. Above all, wicked
problems won’t keep still: they are
sets of complex, interacting issues
evolving in a dynamic social context.
Often, new forms of wicked
problems emerge as a result of trying
to understand and treat one of them.

(2) A new set of dilemmas in warning
intelligence.

Cullen (2018)

-p.2
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107. " . .
laeanbHMiA WTOPM Perfect storm Collins English
HesBuualiHa KombiHauia nogint abo A perfect storm is an unusual Dictionary

. . N . (n.d.)
peyen, AKi npu3BogAaTb Ao combination of events or things that
HaA3BUYaNHO noraHmx abo produce an aunusually bad or Calus(2023)-
NOTYXXHUX pe3y/bTaTis. powerful results. p.6

108. ImiTaTopyn Ta camo3BaHLUi Impersonators & Imposters MSB (2018) -
MeTo4, AKUIA BUKOPUCTOBYETHCA B a method used in Deceptive p.19-20
iHbOpMaLiMHMX BNAKBAX TUNY Identities type informational
OmaHnusux IdeHmuyHocmedi. influences.

ImiTaTopn BMpatoTb cebe 3a Korocb Impersonators pretend that they are
iHworo, TO6TO nNpuiMmaloTb 4YyXKy someone else, i.e. adopt someone
ocobucty un npodeciiHy else’s personal or professional
0CObUCTICTD. CamosBaHu;i He identity. Impostors do not pretend
BMAaOTb cebe 3a Korocb iHworo, a that they are someone else but
pobnATb BUrNAA, WO BonogiloTb pretend to possess expertise or
AOCBiAOM 4YM  noBHOBaXeHHamM, credentials that they do not have,
AKUX Y HUX HEMAE, HanpuKknag Toi, e.g.someone who falselyclaimsto be
XTO TMOMWAKOBO 3asBnde, wWo € a medical doctor.

Nikapem.

109. Imnopro3amiweHHa B o06opoHHO- Import substitution in defense Horbulin
NPOMMUCNOBOMY KOMNIEKCi industry (2017) -
3aMileHHs imnopTy KomnaekTytounx the phasing out the import of parts p.157
ONA CTBOPEHHA BiTYM3HAHOT BOEHHOI for manufacturing domestic military
NPOoAYKL,i, WWNnAXOM HanarogaXeHHAaix products by setting up home
BiTYUM3HAHOIrO BMpobHMUTBA abo production or import from other
iMMOPTY 3 iHWKX KpaiH. countries.

110. . . . .

IHpmBigyanbHe TapreTyBaHHA Individual targeting Bradshaw &
cTpaTeris KibepBiNcbK, wo a cyber troop strategy that involves Howard
(2017) -p.9

nepenbayae Bnbip ocobu um rpynm
ONA BNIMBY Ha COLiaNibHI mepexi (aK
y dopmi cnisnpaui, Tak i y dopmi
AOMaraHb)

selecting an individual or group to
influence on social media (both in the
form of collaboration and in the form
of harassment)
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111 IHAMKaTOopH Indicators MCDC (2017)
BMMIpPIOBaHI 3MiHHI BENMYMHMN, measurable variables necessary to -p31
HeobXxiaHi AnA YiTKOI Ta 40CTAaTHLOI clearly and sufficiently identify/
ineHTMdiKauii, onucy, describe/represent/monitor a hybrid
npeAcTaB/IEHHA Ta MOHITOPUHTY threats phenomenon in relation to a
ABMLLA ribpMAHUX 3arpo3 specific baseline.
Bi4MOBIAHO A0 BM3HAYEHOrO
6a30BoOro piBHA.
112. IHCTUTYLiIMHMIA MeXaHi3m Institutional machinery MCDC(a)
Lle cnctema npouecis, TEXHIYHUX it is a system of the processes, (2019) - p.90
3acobis, ntoael Ta HaBUYOK, mechanisms, people and skills
HeobXiAHMX HaluioHanbHUM ypadam  required in national governments
Ta TPaHCHaLiOHa/IbHMM YCTaHOBam and multinational institutions to
ONA peanisauii ctparerii npotua,i implement strategies to counter
ribpungHin BinHi. hybrid warfare.
113. IHCcTpyMmeHTanisoBaHa mirpauis Instrumentalised migration Sari A. (2023)
cuTyalif, Koau  TpeTa  KpaiHa a situation where a third country
MPOBOKYE HeneranbHi  MirpauinHi instigates irregular migratory flows
MOTOKM, aKTMBHO 3aoxouytoum abo into the Union by actively
CNpusaoYM NepemilleHHIo rpomagaH  encouraging or  facilitating  the
TPETiX KpaiH A0 30BHilWHiX KOpaoHiB. movement of third country nationals
BiH  xapakTepusyetbca  Tpboma to the external borders. It is
OCHOBHUMM O3HaKamu: (1) characterized by three essential
nepeabayac HeperynapHe features: it involves the irregular
nepemiweHHa ocib Ha Teputopito movement of persons into the
oAHiei gepxkasu y (2) cnocib, akmi territory of one State in a manner
HaBMMWCHO nipbyptoeTbes abo that is deliberately instigated or
BUKOPUCTOBYETbCA iHWOW, AepkaBa exploited by another State as a
AK (3) 3aci6 npumycy Ao gocarHeHHA means to coerce the former in
NoNiTUYHMX, cTpaTeriyHnx abo iHwmux pursuit of political, strategic or other
nepesar. benefits.
114. IHCTpYyMeHTU cnan Instruments of power MCDC(a)
(2019) - p.90

e iHCTPYMEHTU ribpuaHunx 3arpos,
AKi € O4HUM 3 YHOTUPBLOX KTOYOBUX
enemeHTiB KoHUuenmyansHoi modeni
2ibpudHux 3aepo3. CNeKTp Takux
iHCTPYMeHTIB BU3Ha4aeTbcAa MIECI-

These are the tools of hybrid
threats, which are one of the 4 key
elements of the Conceptual Model
of Hybrid Threats. The spectrum of
such tools is determined by the
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cepepgosuwem. Konwu ui cknagosi MPECI environment. When these
"036p0oEHi", IHCTPYMEHTU cnunmn components are "weaponized" the
MOXKYTb CTaTW 3HAPAAAAM aTaKu. instruments of power can become

tools of attack.

115. IHTeneKTyanbHa niHb Intellectual Laziness Vilmer et al.
HEeCNPOMOMKHICTb cuctematmyHo the failure to systematically exercise (2018) - p.31
NpoABAATU KPUTUYHE mucneHHs Ta critical thinking and choosing to relay
HaiBHMI BMBIp posnosctoaxeHHA information naively without looking
iHpopmauii 6e3 nowyKy gokasis, wo for evidence to support that
NiATBEPAXKYIOTL L0 iHGOopMmau,ito. information.

116. IHTepHeT peueii (loT): The Internet of Things (loT): Bekkers et al.
Mepexka ¢isnYHUX NPUCTPOIB, The network of physical devices, (2019) - p.26
TpaHcnopTHUX 3acobis, NobyToBOI vehicles, home appliances, and
TeXHiKM Ta iHWMKX eNnemeHTiB, other items embedded with
BOY0BaHWX B ENIEKTPOHIKY, electronics, software, sensors,
nporpamHe 3abe3neyeHHs, AatyMkn, actuators, and connectivity, which
BMKOHABYi MexaHi3mu Ta 3acobu enables these things to connect,
3B'A3KY, W0 A03BOJIAE LMM pPeYam collect and exchange data.
I'Iip,K'nPOl-IaTMCFI, 36upatn Ta Examples of hybrid applications: E.g.
OBMIHIOBATUCA AZHUMA. hacking future autonomous cars and
Mpuknagu "ribpuaHnx" traffic systems in such a way that the
3acTOCYBaHb: 3/10M MabYTHIxX control of these cars and systems
aBTOHOMHMX aBTOMObiniB Ta cuctem  can be taken over. Once control is
OOPOXKHbOTO PyXy B TaKMi cnocib, taken over the hacker can cause the
106 y3ATM NiJ KOHTPOAb Lii cars to crash or to cause collisions in
aBTOMObGINi Ta cuctemu. Micna Toro, order to create chaos and casualties.
AK yNpaBAniHHA Nnepenge nis
KOHTPO/Ib, XaKep MoXKe po3buTu
aBTomob6ini abo cnpoBokyBaTn
3iTKHEHHS, Wob CTBOPUTM XaocC Ta
KepTBMu.

117.

IHTepHeT-KOKOH

edeKT isonauii KOPUCTYBauiB
I[HTEPHETY B 3aKPUTUX KOTHITUBHUX
npocTopax, Aie BOHW 3HAX0AATbCA Nif,
BMN/JIMBOM /ivWe TOFO 3MICTy, AKWUN

NiATBEPAXKYE iXHi  NepeKOHaHHA.

Internet-cocooning

the effect of internet users insulation
“in closed cognitive spaces where
they were only exposed to content
that supported their beliefs. The
engine would become a tool of

Vilmer et al.
(2018) - p.31
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MowyKoBMK  CcTae  iHCTpymeHTOom confirmation rather than
niaTBepaXKeHHs, a He information.
IHpOPMYBaHHA. comfortable cognitive spaces that
ue KoOMPOPTHI KOrHiTMBHI npoctopu, confirm prejudices rather than
o niaTBepaXytoTb 3a6060HM, a He confront them with the prejudices of
NPOTUCTOATb 3a6060HAM iHLWIMNX. others
OuB. TakoX: Mikpo-mapzemysaHHA, see also: Micro-Targeting, Filter
bynebawkKu ®inempis Bubbles
118. IHpopmauiiiHa 6e3neka Information security Horbulin
CTaH 3aXMLLLEHHOCTI *utreBo the condition of securing vital (2017) a
BaXK/INBUX iHTepecis nopgen, interests of people, society and state, p.157
CycninbCcTBa Ta Aep¥KasBu, 3a skoro which prevents damage arising out of
pocAaraeTbes  3anobiraHHA  wkoAdi incompleteness, unseemliness and
yepes: HEnoBHOTY, HeByacHicTb Ta unreliability of information in use;
HeaoCTOBipHiCTb  iHbopmauii, wo adverse information influence;
BMKOPUCTOBYETHCA; HeratuBHuit adverse effects of using information
iHbopmauinHM  BRAMB; HeraTuBHi  technologies; unauthorised
HacniaKkm 3actocyBaHHA distribution, use and breach of
iHbopMaLinHKX TexHosorin; integrity, confidentiality and
HecaHKLiOHOBaHe nowmpeHHs, accessibility of information.
BMKOPUCTAHHA Ta NnopyLeHHs
uinicHocTi, KoHoigeHUiMHocTi Ta
[0CTynHocTi iHpopmau,ii.
119.

IHpopmauiiiHa BiHa

€ YaCTMHOM BICbKOBMX oONepaLii,
AKMX €  [OCATHEHHA
BiICbKOBMX L€k 3a [A0MNOMOrow
Pi3HMX  HeTpaguuinHmx  3acobis,
BK/IHOHYAtOYM HOBI 3acOOM KOMYHiKaU,i
Ta PO3MNoBCHOAKEHHA iIHDOPMaLLil.

METOIO

npotubopcteo B iHpopmauinHomy
npocropi, AKe iHILLItOETBCA
arpecopom 3 MEeTOH 34iIMCHEHHA
KOMMJIEKCHOIO BM/IMBY Ha coL,ia/ibHE,
€KOHOMIYHe, BiNCbKOBE Ta NOAITUYHE
KUTTA CYyNPOTUBHUKA 33418
OOCATHEHHA  CBOIX  CTpaTerivyHumx

Linen o0 aTakoBaHOI AeprKaBW.

Information war

is a part of warfare operations whose
aim is to achieve military objectives
by using different unconventional
means, including new instruments of

communication and information
dissemination.

the combat in information
environment, initiated by the

aggressor to comprehensively affect
social, economic, military and
political life of the opponent to

Szwed (2016)
-p. 19

Horbulin
(2017) -
p.158
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achieve its strategic goals regarding
the attacked country.

120.

IHpopmauiiHa maHinynsauin

1) HaBMMUCHe Ta macose
PO3MNOBCOAKEHHA Henpasauenx abo
ynepeasKeHUX HOBUH Y BOPOMKUX

NOAITUYHUX LLINAX

2) HeTo4yHe abo OMaH/ImBe
TBEPAMKEHHA NPO (aKT, AKe MOXKe
3MIHUTU  YecCHiCTb  MalbyTHbOro
rONOCYBAaHHA | fAKe MNOLWMPIETLCA
HaBMMCHO, LITY4YHO abo
aBTOMATUYHO Ta MACOBO cepej
rPOMAACLKOCTI B |HTepHeTi u4epes
CNyXK6M 3B'A3KY.

Information Manipulation

1) the intentional and massive
dissemination of false or biased news
for hostile political purposes

2) inexact or misleading allegation of
a fact that could alter the sincerity of
an upcoming vote and that is spread
deliberately, artificially or
automatically and massively to the
online public through a
communication service.

Vilmer et al.
(2018) - p.11

Guillaume
(2019) — p.4

121.

IHpopmauiiHa NpuUcyTHIiCTb

peanisauia HauioHaAbHMX iHTepeciB B
iHbOopMaLinHIn coepi yepes
nownpeHHa odilinHOoT IHpopmaLil,
iHTepnpeTau,ii Ta HapaTuBiB,
YMOX/MBNEHA CMPOMOXKHICTIO (Y
TOMY YMCAi — TEXHIYHO) LOHOCUTH iX
00 WMPOKOI rpomMaacbKocTi Ta
KOHKPETHUX LiIbOBUX ayAUTOPIN.

Information presence

the implementation of national
interests in the information field via
disseminating official information,
interpretations and  narratives,
enabled by the capacity (including
technical) to communicate them to
the general public and specific target
audiences.

Horbulin
(2017) -
p.157

122.

IHpopmauiiHmnii aomeH ribpugHux
3arpos

Yca opraHisauis,

AKi

iHGpaCTPYKTYpa,
NepcoHan i  KOMMOHEHTH,
36upatoTb, 06p0baAtOTL, 36epiratoTb,

nepenaroThb, Bif0OpaXKaoTh,
NOWMNPKOTL | AitoTb Ha OCHOBI
iHbopmalLii.

Oxonnoe iHopmauiliHuti npocmip.
OanH 3 6-tm NMMECII-pomeHis. OgnH
3 13-tn pomeHiB y KoHuenmyanoHil
mooesni 2ibpudHuUX 3a2p03

Information domain of

threats

hybrid

The entire infrastructure,
organisation, personnel, and
components that collect, process,
store, transmit, display, disseminate,

and act on information.
Encompasses the Information
environment.

One of the 6 PMESII-domains. One of
the 13 domains in the Conceptual
model of hybrid threats

NATO (2013)
-p.1-8
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123. IHdopmauiiiHmii npocTip Information environment Horbulin
(1) y 6e3snekoBomy KoHTeKcTi: (1) in the security context: the (2017) -
cepeaoBulLe Ha TepuTopii gep»kasu, landscape, where the available p.157
y AKOMy Ha ocHoBi HaasHOi information infrastructure of the Van Haaster
iHpopMmaULinHOT iHppacTpyKTypu country is used to generate, collect, (2019) -
34iMcHIOETbCA  dopmyBaHHSA, 36ip, store and disseminate information p.136
36epiraHHA Ta nowupeHHa (from home and abroad), and Pijpers &
iHpopmauii (SK HauioHanbHOro, Tak i information interaction of Ducheine
3aKOPAOHHOrO  MNOXOAXKEeHHA), a organizations and citizens and (2020) - p.4
TaKOX iHbopmauinHa B3aemogia meeting their information needs
opraHisauii Ta rpoomagsH i according to the national law in
3340BOIeHHA iXHiX iHPopmauiiHux force.
HOTPE6 BIAMOBIAHO A0 4YMHHOTO (2) in a technical context: 2) the
HaLiOHAaNbHOro 3aKOHOAABCTBaA. aggregate of individuals,
(2) Y TexHiYHOMY  KOHTeKcTi: organisations, and systems that
CYKynHicTb  ocib, opraHisauinn i collect, process, disseminate or act
cucTem, AkKi 36upatotb, 06pobnaoTb, on information.
!_'OUMpK”OIb a6o ajloTb Ha OCHOBI The information environment can be
!Hd>op:v|au,!|v. KoHuentyanbHo conceptually divided into three
IHd)O'pmaLI,IMHe cepep,c?Bmm,e MOXHA .o cions:
PO34iANTW Ha TPU BUMIpU:
_ . ) o The  physical dimension

* Piznnun BW_V”p B oxonmo(-f encompasses the globe, and
3eMHy_ Ky.mo by MOWIMBL frthermore, every  conceivable
maTtepianbHi 06’eKkTu. tangible object.
. Kor.HiTVIBr-IVIl\/'I BUMIp — MIiCTUTb The cognitive dimension
Haue 'H'D'MB"D'Xaane e Kone'KTMBHe entails our individual and collective
3HaH|-'|H, CNPUMNHATTS, PO3YMIHHA Ta knowledge, perception,
MYAPICTS. understanding and wisdom.
* BlpTyaan%/uZ ?MM'p e The virtual dimension entails
BASHAuae, Ae |1 Ak indopmauia where and how information is
36Mp.a€TbCH' 0bpobaseTbes, collected, processed, stored,
36epiraeTbCs,  MOWMPIETbCA  Ta disseminated, and protected
3aXMLLAETHCA B LUPPOBOMY BUTNALI. digitally.

124. IHpopmauiiiHMii cyBepeHiTeT Information sovereignty Horbulin
pi3HOBMA, HauioHanbHO-gepKaBHoro the  kind of national state (2017) -
cyBepeHiTeTy; HeBiZluy)KyBaHa sovereignty; unalienable legal p.157

AKICTb He3aneKHoi
AKa  cMmBoOAi3ye i

IOPUANYHA
[lepKaBuy,

property of an independent state,
which symbolizes its political and
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NONITUKO-NPABOBY  CaMOCTIMHICTb, legal independence, higher
BMLLY BiAMNOBIAANbHICTb Ta WiHHICTb responsibility and value as a primary
K nepBUHHOIo cyb'ekta subject of international law.
Mi*KHapoaHoro npasa. Information sovereignty means that
IHpopMaLiiHWI cyBepeHitet all the rules of behavior in the
03Hauae, Wo Bci NpaBuaa nosegiHkmn information  environment of a
B iHpopMmauinHomy npocTopi neBHoi country are established by this
[lepyKaBu BCTAHOBJIIOE TiZIbKM BOHa country only, without interference. A
cama, i HixTo iHWKI. HecyBepeHHa non-sovereign country is dependent
aepxaBa € y ubomy ceHci in this respect, being under external
HecamocTiliHolo, nepebyBae nig control, i.e. being a colony, a semi-
30BHilWHIM ynpaBniHHAM, Tob6TOo € colony, a part of another country,

KOJIOHI€lO, HaniBKONOHi€lO, etc.
CK/1a4,0BOM0 iHLWOI KpaiHK TOLLO.

125. IHpopmauinHi onepauii Information operations Treverton et
BMKOPUCTaHHA iHbopMmauii Ak 36poi the weaponizing of information for al. (2018) - p.
ONA LOCATHEHHSA cTpaTeriyHux winen - strategic objectives — serve as >3
CNYrytoTb Baxnmemmn important tools due to their utility in
iHCTpyMmeHTamm  3aBAaKM  cBoin  trying to shape the political discourse
KopucHocTi B cnpobax cpopmyBatm and popular narrative in many
NONITUYHUI ANCKYPC Ta NONYAAPHUIA  countries.

HapaTmB y 6araTbox KpaiHax.

126. IHpopmaLiiHO-NcKMxXoNOoriYHA Information psychological operation Horbulin
onepauin the total of agreed and interrelated (2017) -
CYKYMHICTb Y3roAKeHnx Ta information and psychological p.157
B3aEMOMOB’A3aHMX  3a meToto, actions, attacks and events in terms
3aBAaHHAMKM, ob'ektamm i yacom of their goal, objectives, parties and
iHbopmauinHMx Ta ncuxonorivHmx time, which are held simultaneously
akuin, atak i 3axopiB, wo or consecutively following a single
NnpoBOAATLCA O/IHOYACHO abo idea and plan to reach the objectives
nocnigoBHo 3a eaMHuUm 3agymam Ta of information psychological effect
naaHom [Ana BUpilleHHA 3aBdaHb on emotions, motives, beliefs and
iHbOpPMaLIMHO-NCMXONOrYHOrO behavior of the target audience.

BN/MBY Ha emouii, MmoTueu
YCTAHOBKM Ta MOBEAiHKY LinboBOi
ayguTopii.
127. IHdocek Infosec ISO/IEC
27000:2009
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iHpopMmaUiiHa b6e3neka (8ig, Information security  as an
CKOpoYeHoi aHrnicbkoi Haseu) sk interdisciplinary field of knowledge
mixaucumnnaiHapHa ranysb 3HaHb Ta and professional activity, which
npodeciiHoi AifNbHOCTI, wo includes the practice of protecting
BK/IHOYaE NPaKTUKY 3axucty information by reducing information
iHbpopmauii wnaxom 3meHweHHA risks. Properties such as authenticity,
iHpopmauiiHux pusmkie. MoxKyTb accountability, irrefutability and
6yt 3apgisHi Taki BnactmeocTi, Ak reliability may be involved.

ABTEHTUYHICTD, Nia3BiTHICTD,
HECMNPOCTOBHICTb i HAAINHICTD.

128. IHppacTpyKTYypHUiA AomeH Infrastructure domain of hybrid NATO (2013)
ribpuaHux 3arpos threats - p.1-8
OcHoBHi  3acobu, nocayrm Ta The basic facilities, services, and Cullen et al.
obnagHaHHA, HeobXiaHi ansa installations needed for the (2021)-p.27
GYHKLIOHYBAHHA roomaan, functioning of a  community,
opraHisauy,ii um cycninbctea. organisation, or society.

MicTuUTb noricTnky, KomyHikauiiHy Ta  Includes logistics, communications
TPAHCMNOPTHY iHppacTpykTypn, and transport infrastructures,
WKOoAKM, NiKapHi, po3nogin sogn Ta schools, hospitals, water and power
efleKTpoeHeprii, KaHanisauito, distribution, sewage, irrigation,
3poLLEeHHSA, reorpagdito ToLLo. geography, etc.

OawuH 3 6-Tn [MMECII-gomeHis. OauH  One of the 6 PMESII-domains. One of
3 13-tn pomeHiB y KoHuenmyaneHili the 13 domains in the Conceptual
mooesni 2ibpudHuUX 3a2p03 model of hybrid threats

123. lHUMaeHTH Incidents STIX (2012).
CYKYMHICTb AilA B KOHTeKCTi npoTtuaii  Sets of activity in the context of
aesiHbopmauii  (gue.  FIMI) 3 countering disinformation (see. FIMI)
KOHKpeTHMMM Uinamu, Hanpuknag, with specific objectives, e.g., to
3MiHUTM nepeKoHaHHsA, emolii abo change beliefs, emotions, or
noBeAiHKY, MOXyTb cTBOptoBaTUCA behaviours, may created by
okpemumm ocobammu, rpynamu Ta individuals, groups, and
opraHisauiamu. IHUMAeHTM organizations. Instances are

OMUCYIOTbCA 3 BUKOPUCTAHHAM TaKUX
AaHUX: yac, micue BMN/AUBY,
BiANOBIAHI iIHOMKATOPMW, BUKOPUCTAHI
"TakTMKa, meTtoan i npoueaypun"
(ame. TTPs), OLUiHKa BMAMBY,
3anuTaHi/B»UTi 3ax04M pearyBaHHs,

described using data, such as time-
related information, location of
effect, related indicators, leveraged
"Tactics, Techniques, and Procedures

" (see. TTPs), impact assessment,
response course of action
requested/taken, source of the

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 77
Ne UA EN D>xkepeno
axepeno iHoopmauji npo iHunaeHT incident information, and log of
Ta XKYPHaN BXUTUX 3aXOAiB. actions taken.
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KackapgHa iHpopmauin

ABULLE, KOpUCTyBaui
nepeaatotb iHbopMaL,ito, po3milLeHY
iIXHIMW ONU3bKMMMU KOHTaKTaMu, He
060B'A3KOBO NepeBipsAlYM | HaBITb
He 3aMUCNHOKYUCD, un uA
iHbopmauia Bignosigae AiNCHOCTI.
Yum 6inbwe iHbopMmaLin
NOWMPIOETbCA, TUM  binble
CXWMAbHI 1 OOBIPATM | TUM MeHLWe

KOon

MU

Cascading Information

the phenomenon when users relay
information posted by their close
contacts without necessarily
checking or even considering
whether that information is true. The
more the information is shared, the
more we tend to trust it and the less
we use critical thinking to assess it.

of the European Union WARN /8
K
Ne UA EN DXxepeno
130. KamnaHii Bnansy Influence Campaigns MSB (2018) —
CKOOpAWHOBaHa AisnbHictb  coordinated activities by foreign p.7,35
iHO3eMHUX  aep’kaB, BkAto4atoum powers, including the use of
BMKOPUCTAaHHA  OMaHAuBOi  abo misleading or inaccurate
HepgocToBipHOi  iHGopmauii, ans information, to influence political
BMN/INBY Ha NPUIHATTA nonitTnyHux Ta  and public decision-making, public
rPOMaZCbKMX pilleHb, FPOMAACbKy opinion, or opinions in another
AYMKY UM OYMKW B iHWIM KpaiHi, wo country, which may affect the
MOJE HeraTMBHO BMJIMHYTM Ha sovereignty, the goals for the security
cyBepeHiTeT, uini 6es3nekn um iHWi or other interests negatively of our
iHTepecun HaLwoi KpaiHu. country.
0o metogie  Kamnanin Bnauey Information influence techniques
BigHocaTbeA: CoyianbHi (KoeHimueHi) include: Social (Cognitive) Hacking,
3namu, OmaHnusi Il0oeHmuyHocmi, Deceptive Identities, Technical
TexHiyHe BukopucmaHHsA, Exploitation, Disinformation, Malign
JesiHgpopmayis, Pumopuka Rhetoric, Symbolic Actions.
Bl_Jf(p uenenns (Hakneny), Cumeonidni There is no one-size-fits-all response
A to information influence activities.
Hemae yHiBepcanbHoi peakuii Ha aii There are four categories of response
iHpopmauiiHoro  BnamBy. IcHye (assess, inform, advocate and
4yoTUpHU KaTeropii Bianosigei defend), that each consist of several
(ouiHtoBaTth, iHpopmyBaTh, specific communicative techniques.
BiZicTOOBAaTN i BOPOHUTK), KOXKHA 3
AKMX  CKNAZAETbCA 3 AEKiNbKoX
cneundiyHnx KOMYHIKaTUBHUX
npumnomis.
131.

Vilmer et al.
(2018) - p.42

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 79

Ne UA EN Oxepeno
BMKOPUCTOBYEMO KPUTUYHE
MWUCNEHHA ANA il OLiHKN.

132. "KaTuHcbKa pisaHuHa" 1940 "Katyn massacre" 1940 Domanska
OJ4MH 3 HApPaTMBIB KpemMns, one of the Kremlin narratives, (2019) -p.3
"aHTUKATUHCbKA" nNponaraHauctcbka "anti-Katyn" propaganda campaign,

KamnaHia, AKa 3manboBye Uel that paints this war crime (executions
BiNCbKOBMN  3n04MH  (po3scTpinn of about 22,000 Polish military
6am3bko 22 000 nonbcbkux officers and intelligentsia) as a “just
BilCbKOBMX i iHTenireHuii) Ak historical revenge” for the spurious
"cnpaBeanusy icTopuuHy nomcty" 3@ mass killings of Soviet POWSs in
danbwmsi MacoOBi BobusctBa Poland during the Polish-Soviet war
pagAHCbKUX BilicbkoBononoHeHux y of 1919-1921. According to Polish
Monbuyi nig, yac nonbcbko- and Russian historians, the main
pagAHCcbKoi BiHM 1919 p. - 1921. Ha cause of high mortality among Soviet
AYMKY NONbCbKMX Ta pociicbkux prisoners of war were infectious
iCTOpMKiB, OCHOBHOW npuunHot diseases that took the lives of
BUCOKOI CMEpPTHOCTI cepeg 16,000-20,000 (while Russian
PafgAHCbKMX  BIMCbKOBOMOJIOHEHMX propaganda most often cites the
oynn  iHdeKuiiHi  xBopobu, aAki inflated number of 100,000).
3abpann xutta 16 000-20 000

(pociicbka nponaraHga HaBOAWUTb

3asuieHy umMdpy 100 000).

133. KBasi peanbHictb Quasi reality Horbulin
yacTuHa cTparterii ribpnaHoi BiiHKM, the part of the hybrid war strategy, (2017)
AKa nepeabavae 3amilweHHA akyeHTiB, which provides for the shift of p.159
noAaHHA HaniBnpaBAW, HamaraHHA emphasis, releasing semitruths,
BiABOMIKaTK yBary, 34incHioe Bnamne striving for distracting attention; it
Ha NPUMHATTA piweHb i cnpamoBaHa affects decision making and aims at
Ha OUNJOMaTUYHE npukputta the diplomatic covering of the hybrid
ribpuaHoi arpecii. BoHa € KntouoBoo  aggression. It is a key element of the
cepes, CyKynHMX Ail  pocilicbkoi Russian aggression, including the
arpecii, 3o0kpema, - AHekcii Koumy ta Crimea Annexation and support of
niaTPMMKM cenapaTuctis Ha [loHbaci. Separatists in Donbass.

134. KBaHTOBa TEeXHonoOriA Quantum technology Thiele(b)
HoBa rany3b @i3nkM Ta TexHikM; an emerging field of physics and (2020) - p.6
BUKOPMUCTOBYE B/IaCTUBOCTI engineering; it uses the properties of
KBaHTOBMX e¢eKTiB - B3aemoaii quantum effects — the interactions of
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MOJIEKYN, aTOMiB i HaBiTb meHwux molecules, atoms, and even smaller
YaCTMHOK, BIAOMMX AK KBaHTOBI particles, known as quantum objects
06'eKTn - onA CTBOPEHHS NPaKTUYHUX — to create practical applications in
3acTtocyBaHb Yy 6aratbox pisHux many different fields.
chepax. One of the breakthrough
OpHa 3 npopuBHUX TexHoAoriN, aka technologies actively used by hybrid
aKTUBHO BMKOPUCTOBYETbCA actors (see quantum sciences)
ribpngHumm aKTopamu
(AvB.KBaHTOBI HayKMK)

135. KBaHTOBI HayKu Quantum sciences
HoBi TexHosorii, AKki po3BonaiTb new technologies which enable the Thiele(b)
nigBULNTH npoayKktueHictb performance of electronics to (2020)—p.6
€NeKTPOHIKK MoHag, 3akoHom Mypa, increase beyond Moore’s Law, which Riekeles
AKUIN YXKe TOBOPUTD, WO MK MoXKemo  already states that we can expect the (2023)
O4iKyBaTK 36inbleHHA wBKnAaKocTi Ta speed and capability of computers to
MOX/IMBOCTEN KOMM'IOTEpiB KOXHi increase every couple of years Inglesant et
ABa POKN. using quantum computers, the al. {2016)
BUKOPMCTOBYHOUM kBaHTOBi functionalities of already existing Thiele(b)
Komn'totepw, ¢dyHKuUioHanbHi  conventional technologies can be (2020) - p.6
MOXJINBOCTI  HanABHUX 3BuYalHuX significantly improved in terms of
TEXHO/OriN MOXHa 3HayHo sensitivity, accuracy, speed or user-

NOKpaWwMTM 3 NOrAaAgy 4yT/JMBOCTI,
TOYHOCTI, WBMAKOCTI abo 3py4yHOCTI
ANA KOpUCTyBaya.

KBaHTyym PO3BUBAETbLCA AK
NPUCKOpoBaY  iHLIKNX
TaKMX fIK HaHo, bio, IT Ta Helpo, i,
OTXKe, 3HAYHO 3MILUHIOE TiIbpUAHUX
cyb6'ekTiB y cBOiM gianbHocTi B Cipil
30Hi. 30Kpema, MM N0H6aA4YMMO 3HAYHO
BAOCKOHaNEHi
TexHonorii, KOMYHiKauiT,
KpunTtorpadito, HaBirau,to Ta
CEHCOpPHI MONBOCTI, AKi 4,03BONATb
ribpuaHnm ainosum ocobam
NMPOCYHYTUCb 3a MeXi ribpunaHoi
arpecii

TEXHOJOTIN,

obumncnoBaNbHi

friendliness

Quantum is evolve as an accelerator
of other technologies such as nano,
bio, IT, and neuro, and consequently
strengthen hybrid actors significantly
in their Grey Zone activities. In

particular, we will see vastly
improved computing,
communication, cryptography,

navigation, and sensing capabilities
that will enable hybrid actors to push
the envelope of hybrid aggression
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136.

KBaHTOBi 064McneHHs

AKi
Big,

HaaWBUNAKI Komn'toTepy,
BUKOPUCTOBYIOTb BigMIHHI
KNAaCMYHUX aNTOPUTMMU.

Mpuknagm "ribpngHmx" 3actocyBaHb:
310M  KogiB  Kibepbe3sneku 3
6e3npeueneHTHOO LWBUAKICTIO, WO
YCKNaZHIE Kibepbesneky.

Quantum computing

super-fast computers that utilise
different algorithms to classical
computers

Examples of hybrid applications:
Cracking cyber security codes with
unprecedented speed, making cyber
security even more difficult.

Bekkers et al.
(2019) — p.26

137.

Ksig npo KBo

(8 nepeknagi
«LL,OCh 3@ WO0CbY»)

3 JN1aTUHU O3Ha4aE€E

ue TUN 3/IOBMUCHOI aTaku, Wo
nepeabayae 3anuT iHpopmaulii B
0bmiH Ha KomneHcauito. Hanpuknaga,:
3/1T0BMUCHUK 3anuTye naposb
KepTeu, HA3MBAKUMUCb
OOCNIAHWMKOM, AKWM  NpoBOAMUTL
eKCnepumeHT, B OB6MiIH Ha rpouui.
ATaku TuMny «nocayra 3a nNOCayry»
Bi4HOCHO nerko
BPaxOBYOYN aCUMETPUYHY LLIHHICTb
iHbopMmaui NOpPIBHAHO 3
KOMMEHCcaLielo, TOOTO NPOTUNENKHY
ONA 310BMUCHUMKA i KepTBU. Y TaKNUX
BMMNAAKax HaMKpawow MpoTUAIE
3a/IMLWAETbCA 4OOPOYECHICTb KepTBU
Ta il 34aTHICTb BUABAATH, irHOPYBATHU
Ta NOBIAOMIATM NPO TaKi BUNAAKWN.

BUABUTH,

Quid Pro Quo
"something for something" in Latin,

involves a request for information in
exchange for a compensation.
Example: the attacker asks the
victim's password claiming to be a
researcher doing an experiment, in
exchange for money. Quid pro quo
attacks are relatively easy to detect
given the asymmetrical value of the
information compared to the
compensation, which is opposite for
the attacker and the victim. In these
cases the best countermeasure
remains the victim integrity and
ability to identify, ignore and report.

ENISA (n.d.)

138.

KuTaicbKa cTpaTteriyHa KynbTypa

Kutaiicbka  cTpateria  ribpmuaHux

BMN/MBIB.

OcHoBaHa Ha igei, wo "BiMHa — ue
obmaH", Ta nepeabayae mMUCTeUTBO
yCNilWHOro 3BeAeHHA Bopora 3i
wnaxy i, B igeani, - nepemory y BinHi
6e3 HeobxigHOCTi BpaBaTMCcs A0
36poi.

Chinese strategic culture
The China's hybrid influence strategy.

Based on the idea of “war is
deception” involving the art of
successfullysuccessfully leading the
enemy astray, and ideally winning
the war without the need to resort to
arms.

The ideologist of this strategy is Sun

Cullen et al.
(2021) - p.20
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laeonorom TaKkoi ctpaterii € CyHb Zu, a Chinese thinker from the sixth
LU3wn, KuTalicbkuih mucautens 6 century BC, the author of the treatise
CTONITTS [0 H.e, aBTop TpakTtaty "The Art of War".
"MwucTeyTso giMHM". China's strategy combines
KuTalicbka cTpareria noegHye asymmetric approach (see
ACUMETPUYHNI niaxiza (anB. Asymmetry of hybrid threats) and a
Acumempina 2ibpudHux 3az2po3) Ta dialectic view of the strategic
OiaNneKTUYHWUIM Nornsag Ha ctpaterivHe  environment: any concept is not
cepepoBulLe: KoaHe MNOHATTA He € strictly defined, it has dynamic self-
YiTKO BU3HAYEHMM Ta MA€E AMHaMiYHi generating properties (such as
camoreHepytoudi BnactmeocTi (Taki Ak “weakness and strength”,
"cnabkictb i cnna”, "TaemHi maHeBpu “clandestine manoeuvres and open
Ta BigkpuTi onepauii" Towo); a operations” etc.); all concepts are
KOHUenuji € yactMHamu parts of  constantly  changing
KOHirypauii, o nocTtinHo configurations.
3MiHIOIOTbCA. The theoretical basis of this strategy
TeopeTnyHe nigrpyHTTA uiei is:
cTparerii: e traditions, understanding and
* Tpaaumuii, poO3yMiHHA Ta MpPaKTUKa practice of Stratagems;
Cmpamazewm; e China's military strategy "Three
e BilicbkoBa cTpateria Kutato "Tpu Warfares"
giliHu"

139. KutaiicbKnii esonwouioHytounn China’s Evolving Approach to Chase & Chan
niaxig, 8o "iHTerpoBaHoro ‘Integrated Strategic Deterrence’ (2016) — p.3
CTPaTeriYHOro CTpUMyBaHHA" Chinese understanding of Cross Sweijs &

KUTalcbKe PO3YMiHHSA Kpoc-

JomeHHo20 CMpUMyBaHHSA BKIOYAE

"6aratoBUMipHy CYKYMHiCTb
BICbKOBMX Ta HEeBINCbKOBUX
MOXNMBOCTEN, AKIi B  CYKYMHOCTI

CKNagaTb nosuuito "iHTerposaHoro
CTpaTeriyHoro CTPUMyBaHHA",
HeobXiAHY Ans 3axucTy iHTepecis
HauioHanbHOT 6be3nekn Kntato".

Kutanui gymatoTe Nnpo CTPUMYBAHHA
B 6araTbox cdepax, NOACHIOOYM, WO
BOHO TIPYHTYETbCA Ha NOEAHAHHI
A0EPHUX,
iHbopMaLinHKX,
LUMBINBHUX CUA.

3BUYaNHUX,
KOCMiYHMX Ta

“"

Domain Deterrence includes “a
multidimensional set of military and

non-military capabilities that
combine to constitute the
“integrated strategic deterrence”

posture required to protect Chinese
national security interests.”

Chinese thinking about deterrence
across multiple domains, explaining
that it rests upon a combination of
nuclear, conventional, information,
space, and civilian forces.

See also: Cross Domain Deterrence

Zilincik (2019)
-p.14
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Avs TaKOX: Kpoc-LlomeHHe
CmpumysaHHA
140. Ki6epartaka Cyberattack Horbulin
1) cyKynHicTb Kinbkox KopoTkoyacHo 1) the stand for the total of several (2017) B
Y3roA)KeHux 3a meTo i yacom brief measures for information and p.156
3axopais iHpopmauiiHo- technological influence agreed in Schroefl
TEXHONOriYHOro Bnamey, time and united by a single purpose (2020)—-p.3,5
CNPAMOBAHMX Ha AECTPYKTUBHI 3MiHM  to destroy the target object of
BM3Ha4yeHoro o06'ekTa iHpopmauiiHoi information infrastructure.
iHGpacTpyKTypw.
2) B"D'Kn_*oquHﬂ CMCTeMMf 2) system outages ranging from
NOYNHAKOUM BIA NEPE3aBAHTANKEHHA T |\ oo &0 w1 o screens of death”
3aK'HqY”qu CUHIMM — EKpaHamnt - ¢, propulsion systems, radar, air
cmepﬂ' ANA CUNOBUX yCTaHO_BOK’ traffic control systems and command
pap,.apls, cncTem YNPABAHHA — ohd control networks affecting both
HOB'Tpﬂ_HMM PyxomM - Ta  MEPEX  (|assified and unclassified systems.
YNPaBAIHHA - Ta KOHTponw{ ”"‘O_ The first category of cyber-attacks
BM/INBAOTL AK HA 3aceKpedeHi, Tak i\ o |0 ol ey ac part of a
Ha He3a'cereL|e|.-|| cucremn. Mepuwa broader effort to disable the target’s
KaTeropia KibepaTaK byne weaponry and to disrupt
nposeAeHa B  pamkax  Ginbw strategic/military  systems.  The
HHIVIPORMX 3yCUNb 3 BUBEAEHHA 3 NAAY  socond category of cyber-attacks
036p°€'_"HH u"ﬂ' Ta 3PYBY  \vould be aimed at the target’s ability
cTpaTeriyHnx / BIMCbKOBUX CUCTEM. and willing- ness to wage war for an
Apyra kateropia kibepatak 6yAe . ionded period of time.
CNpAMOBaHa Ha  3[aTHICTb  Ta
FOTOBHICTb L1l BECTM BiIHY NpOTArom
TPMBANIOro nepioay 4acy.
141. Ki6epsiiiHa Cyberwarfare Schroefl
(2020) - p.4

HOBi BUCOKOTEXHIYHI pOpMU BEeHHA

BilHM B enoxy iHbopmauii, AKi
3aCHOBaHI Ha LIMPOKOMY
BUKOPUCTAHHI Komn'toTepie  Ta
nporpamHoro 3abe3neyeHHs,

€NeKTPOoHI3auii Ta Meperkax mainxe y
BCiX LMBINBbHUX
ranysax. IHTEHCUBHICTb 7D
onepauin, ixHin "ycnix" 3 nornaay
3puBy Ta Bigmosu B IT-nocayrax,

BiMCbKOBUX Ta

new highly technical forms of
warfare in the information age,
which are based on the extensive use
of computers and software,
electronization and networking of
almost all military and civilian areas.
The intensity of these operations,
their “success” in terms of the
disruption and denial of IT services,
computer programs and underlying

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 84

Ne UA EN Oxepeno
KOMM'OTEPHUX nporpam Ta networks, as well as in terms of
OCHOBHMX MepeXK, a Takox 3 Touku disinformation and defacement, and
30py aesinbopmalii ta lastly their political and/or strategic
BUKPUBNEHHA, i, HapewTi, ixHi goals point to their characterization
noAniTMYHi Ta / abo ctpateriuHi uini - as cyber “warfare”.

BCe ue BKa3ye Ha IXHIO
XapPaKTePUCTUKY AK KibepBiNHM.

142. Ki6epsilicbKa Cybertroops Bradshaw &
KOMaHAM, WO MatoTb HanexXHicTb o teams belonging to the government, Howard
ypAaay, apMmii um noniTMYHMX napti, the army, or political parties, whose (2017)-p.3
MiCif AKMX NOAATAE Y MaHiNyAtoBaHHI  mission is to manipulate public Vilmer et al.
rPOMaLCbKOIO LYMKOLO 3a opinion via social media. (2018) - p.48
O0MNOMOrOL0 COLia/IbHUX MEpEeX.

143. Kibepaunnomaria Cyber-diplomacy Barrinha &
aunnomartia B Kibepnpoctopi abo can be defined as diplomacy in the Renard
BUKOPUCTAHHS aunaomatuyHux  cyber domain or, in other words, the (2017) B
pecypcis i BMKOHaHHA use of diplomatic resources and the p.355
ONNAOMATUYHUX dYHKUiN ana performance of diplomatic functions
3aXMCTYy HaUiOHaNbHUX iHTepeciB y to secure national interests with
KibepnpocTopi. Taki iHTepecn regard to the cyberspace. Such
3a3BuYai BUABNAIOTHCA B interests are generally identified in
HauioHaNbHUX cTpateriax national cyberspace or cybersecurity
Kibepnpoctopy abo kibepbesneku, strategies, which often include
AKI 4YacTo micTaTb nocunaHHA Ha references to the diplomatic agenda.
OVUNNOMAaTUUYHMIA NopAaoK AeHHW. Predominant issues on the cyber-
JomiHyBanbHi nuTaHHA B nopaaky diplomacy agenda include
OeHHOMY KibepaunnomaTii  cybersecurity, cybercrime,

BK/IHOYAIOTh Kibepbe3neky, confidence-building, internet
Kibep3no4uHHicme, 3miuHeHHs freedom and internet governance
fosipn, csobosy IHTepHeTy Ta

ynpaBAiHHA [HTepHETOM.

144. Ki6ep3noumHHicTb Cybercrime European
3/IOYUHHI  AiAHHA, BYMHEHI B consists of criminal acts committed Commission
OHNaHOBOMY peXUMI 3 online by using electronic (2021)
BMKOPUCTaHHAM eNeKTPOHHUX communications  networks  and
KOMYHiKaLinHnx mepex Ta information systems

iHbOpMaLNHUX cuCTEM
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145. Kibepnpocrip / Kibep aomeH Cyberspace / Cyber domain Pijpers &
MepexeBa iHpopmalLiiHa the networked information Ducheine
iHbpacTpyKTypa, AKa € u4acTuHotw infrastructure, is part of the (2020) - p4
iHpopmauitiHozo npocmopy. Tpwu information environment. The three
Mayer (2018)

PiBHi YHiKanbHi anAa KibepnpocTopy:

o i3MYHMI piBEHb Mepexi —
anapaTtHe 3abe3neyeHHsn
(komn’toTepy, MapLLpyTU3aTopw,
cMmapTdoHmn) i PisnyHi 3’egHaHHA MiXK
UMMM KOHLLeHTpaTopamm

(BONOKOHHO-ONTUYHI Kabeni). OaHi
BMpPO6AAOTLCS, nepeparTbecA,
obpobnatoTbca Ta 3bepiratoTbca y
®i3MYHMX YacTMHax, a iHdopmauis

NpoxXoAuTb yepes di3nyHi
KOMMOHEHTU Pi3HUX MepeXK.
® JIOTiYHUM piBEHb, TOob6TO

nporpamHe 3abesneyeHHA Ta AaHi.
NoriyHnic  piBeHb  MicTUTb  BCi
HemaTepianbHi o
NposBAAKOTLCA B AaHMX abo Kogi
(«<Hyni  Ta oguHULi»),
onepauiiHi cucTemMn, NpPOTOKONMU,
nporpamu abo iHWe nporpamHe
3abe3neyeHHA Ta  KOMMOHEHTH
AaHuX. JloriyHWiA piBeHb He MOXKe
¢dYHKUioHYBaTK 6e3 Pi3nyHOro piBHA
Mepexi.

eflemMeHTw,

Taki  AK

e BipTyanbHa  ocoba, AKa €
BigobpaxkeHHAM (rpyn) oci6 vy
BipTyaZibHOMY BUMMiIpi. BipTyanbHa

ocoba A03BONAE peasibHMM ocobam
abo opraHizauism  oTpMMyBaTU
foctyn po  kKibepnpoctopy 4epes
aJpecy eNeKTPOHHOI nowTtu abo
obnikoBi 3anucM Ha naatdopmax
couianbHUX  mepex. BipTyanbHi
ocobu aalTb AOCTYn A0 NOriYHOro

piBHA.

layers unique to cyberspace are:

e the physical network layer — the
hardware  (computers, routers,
smartphones) and the physical
connections between these hubs
(fibre optic cables). Data is produced,
transmitted, processed and stored in
physical parts and information flows
through physical components of
various networks.

e the logical layer i.e. the software
and the data. The logical layer
includes all non-tangible elements
manifested in data or code (‘zeros
and ones’), such as operating
systems, protocols, applications, or
other software and data
components. The logical layer
cannot function without the physical
network layer.

e the virtual persona which are the
reflections of (groups of) persons in
the dimension.Virtual
personas allow real persons or
organisations to access cyberspace
via e-mail address or accounts on
social media platforms. The virtual
personas enable access to the logical
layer.

virtual

One of the 13 domains in the
Conceptual model of hybrid threats
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OanH 3 13-Tv gomeHiB Y
KoHuenmyanoeHili modeni 2i6pudHux
302p0o3

146. KibepcrilKicTb Cyber resilience Lantto et al.
3[aTHICTb NOCTiMHO pocaratn the ability to continuously deliver the (2019)
3ans1aHoOBaHOro pesynbtaty, intended outcome despite adverse
He3BarkalouM  Ha  HecnpuATauBi cyber events.

Kibepnogaii.

147. Kibeptepopucr Cyberterrorist Mayer (2018)
TEPOPUCT,  AKMIA  BUKOPUCTOBYE a terrorist that uses the internet as
IHTepHerT, iHbopMaLifHi Ta well as information and
KOMYHiKaL,iMHi TexHonorii ana  communication  technologies to
34iNCHEHHA CcBOIX Hanapgis. BiH perpetrate their attacks. He takes
KOPUCTYETbCSA nepesaramn advantage of the benefits offered by
TEXHONOTYHNX iHcTpymeHTiB, technological tools, for example the
Hanpuknag, 3A4aTHicTiO HeratMBHO ability to negatively impact a large
BM/INBATU Ha BE/INKY KinbKicTb itogen  number of people in a brief period of
33 KOPOTKMMA MNPOMIKOK Yacy, 6e3 time without personally physically
ocobuctoro  ¢ismyHoro  BnauBy, exposing oneself, but from the
yepes BNAACHUI KOMNIOTEP. comfort of its own computer.

148. Ki6epwnuryHcTBo Cyber espionage Treverton et
TpaaMUiMHi  WnKUryHcbKi  onepaduii, is traditional espionage operations, al. (2018) - p.
cnpAmoBaHi Ha 36ip iHbopmauii ana aiming to gather information for the >4
Aep’KaBU-3aMOBHMKA.  BuKpageHa sponsored  state. The  stolen
iHpopmauina, 3ibpaHa nig 4vac Takmx information collected during such
onepauin, moxe abo nepepasatucs operations can either be relayed to
OnA BNAMBY Ha cycninbHuit guckypc influence public discourse and
Ta AYMKY - CTalouMm TUM cammm  opinion — thereby becoming an
BaXX/IMBOO YacTUHOO iHbopmaUinHoi  essential part of information warfare
BililHW - abo 36epiratucb B TaemHuui — or kept covert by the hybrid
ribpmaHoro 3arpox<yBaya ana  threatener for its own benefits.

BN1aCHUX BUTOA.

149. KorHiTuBHa BiliHa Cognitive Warfare NATO (2023)
CYKYMHIiCTb A, AKi 3acTtocoByloTb the activities conducted in
OJHOYACHO 3 iHwnmMmK  synchronization with other

iHCTPYMEeHTaMK cunu, wob BnANHYTH
Ha CTaB/IEHHA | MNOBeAiHKY Atoaen

to affect
by

instruments of power,
attitudes and behaviours
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WAAXOM BMAMBY, 3axucTy Ta/abo
pYyMHYBaHHA iHAUBIAYaNbHUX i
rPynoBMX TMEpPeKoHaHb 3 MEeTOol
OTpUMaHHA nepesBarn. Li aii gyxe
Pi3HATBCA | MOXYTb OXOMAOBATU
NO3NTUBHI a60 KOHPNIKTHI KYNbTYpHi
Yn  0COBUCTICHI  KOMMOHEHTU
coujanbHa Ncuxonoria, Teopia irop Ta
€TUYHI HopMUM — ue Ti daKTopwn, AKi
BNAMBalOTb Ha HuMX. OgHak, metoam
CyyacHoi BiliHM He 060B'A3KOBO
MatoTb KiHETUYHMIA KOMMNOHEHT abo
6e3nocepeHbO peasibHi pe3ynbTaTy,
TaKi AK 3aXONJIEHHA TEPUTOPIA umn
pecypciB — AK i y BUNAAKY 3 iHWKMMMU
ri6puaHnmm 3arposamu,
CYMPOTUBHUKN BeAyTb KOTHITUBHY
BiNHY MPOTArOM YCbOrO KOHOAIKTY i
NpParHyTb 3a/IMWATUCA B «CipilA 30HI»
HUXKYe nopory 36poiHoro
KorHiTMBHa BillHa
cobi  iHCTpymeHTH

NPOTUCTOAHHA.
NoeaHye B
couianbHOI  iHXeHepii, a
KibepHeTHYHi, iHPopmauinHi Ta
NCUXONOTIYHI TEXHONOTII.

TAaKOX

influencing,  protecting, and/or
disrupting individual and group
cognitions to gain an advantage.
These activities vary greatly, and may
encompass supporting or conflicting
cultural or personalized components

— — social psychology, Game Theory,

and ethics are all contributing
factors. However, activities of
modern warfare do not necessarily
carry a kinetic component or directly
tangible outcomes, such as territorial
or resource acquisition — as with
other hybrid threats, our adversaries
conduct Cognitive Warfare
throughout the continuum of
conflict, and aim to stay in the ‘Gray
Zone’ below the threshold of armed
conflict. Cognitive Warfare integrates
cyber, information, psychological,
and social engineering capabilities.

150.

KorHituBHui 3nam (abo CouianbHuli
3nam)

€ OIHVM i3 MeTOo/iB iHpOopMaLLiiHOTro
snausy (ans. KamnaHii Brinuey)

WKignmea LiANBHICTD, AKa
BUKOPUCTOBYE cnocobu
dYHKUiOHYBAHHA couianbHUX

BiAHOCUH Ta npoLecis mncneHHs. Le
CXOXKe Ha XaKepCTBO B TOMY CEHCI, LLLO
BOPOXi Cyb6'eKTM nparHyTb 06ayputn
abo “snamatn” ui npouecu. Hauwi
nepenbadyBaHi Moesii NoBeAiHKK
MOXYTb oyTH BMKOPUCTaHi
BOPOXMMU cyb'eKTamu, AKi cBigomo
aKTUBYIOTb TPUTEP-TOYKMU.

Cognitive Hacking (or Social Hacking)

is one of the information influence
techniques (see Influence
Campaigns)

malicious activities that exploit the
ways that social relationships and
thought-processes work. It is like
hacking in the sense that hostile
actors seek to cheat, or “hack”, these
processes. Our predictable patterns
of behavior can be exploited by
hostile actors who deliberately
activate trigger-points.

MSB (2018) -
p.19
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Cepeq, iHCTpymeHTIB Takux 3namis: it includes: Dark Ads, Bandwagon-
TemHa peKkaama, Epekm Effect, Spiral of Silence, Echo
npuedHaHHsa 0o binbwocmi, Cnipans Chambers, Filter Bubbles etc.
MOBYAHHA, JlyHa-Kamepu,
bynvbawka ginompis ToWO.
151. Kosibe Ta ®aHcibe (gocnisHO) CozyBear and FancyBear Treverton et
(aHrn - "3aTMwHM Begmexa" Ta the hacker groups, i|7 (jgli)z' P-
Moannii seamexa’) are both tied to the Russian
XaKepcbKi rpynu, nos'asaHi 3 government but to intelligence
POCIMCbKMM ypaaoMm, Ta i3 agencies that are at least
poO3BigyBaNbHMMM BiZoMCTBaMM, AKi  competitors — the FSB or SVR (the
€ NPUHANMHI KOHKypeHTamu - PCb federal security service, successor to
abo CBP (bepepanbHa cny»xba the KGB's foreign operations
6e3neKkn, HaCTyNHUK YNpaBniHHA directorate), and the GRU (main
3aKopaoHHMX onepauii KOB) Ta FPY  intelligence directorate, military
(ronoBHe ynpaBniHHA PO3BiAKK, intelligence), respectively.
BiliCbKOBa po3BigKa) BignoBigHO.
152. . .
KonbopoBa pesontouin Colour revolution Bouchet
HeHacuNbHULbKe noBaneHHA ypaais  the non-violent nature of the regime (2016) -p.1
MacoBMMM NpOTECTaMU; change resulting from mass protests;
He BiliCbKOBA BiHa non-military warfare
13. KomaHAHO-KOHTPO/bHA BilHA Command and control warfare NSA (2013) -
. (c2w) p. 2-C-9
iHTerpoBaHe BMKOPUCTAHHA
BiliCbKOBUX moxkamsBoctel, the integrated use of all military
BK/IlOYAlOYM 3axo0aM i3 3abe3neyeHHa capabilities including operations
NpPUXoBaHOCTI onepadiit, BBeaeHHA B security, deception, psychological

OMaHy;  MCUXONOriYHI  onepauyii;
3acobu BeAeHHA pafioeNeKTPOHHOI

60poTbOM Ta Pi3NYHE 3HULLEHHA, WO

NigTPUMYOTbCA y3arasibHeHoto
pO3BigyBabHOKO iHbopMmallieto,
cMcTeMamm 3B’A3KY Ta

iHbopmaLinHUMK cnuctemamu. Bci ui
3ax04M CnpAMOBaAHi Ha 34IMCHEHHA

BM/INBY, nocnabneHHa abo
3HULLEHHA  CUCTEMM  YMNPaBAiHHA
NPOTUBHMKA, 3 OAHOYACHUM

operations, electronic warfare and
physical destruction, supported by
intelligence and
communication and information
systems, to deny information to,
influence, degrade or destroy an
adversary's command and control
capabilities while protecting friendly
command and control capabilities
against similar actions.

all-source
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3abe3neyeHHAM 3axUCTy BAACHOI
CMCTEMM YNPaABAIHHA Big TaKMX 4iN.

154. KomaHaHO-KOHTpONbHA Command and control NSA (2013) -
KOMyHiKaUliiHa cuctema communication system (C2CS) p. 2-C-9
ue cuctema, fka 3abesnedyye obMiH a communication system which
iHpopMmauieto MiK opraHamu conveys information between
BiNCbKOBOro ynpasaiHHA 3 meToto military authorities for command and
34iMCHEHHA onepatMBHOro control purposes.
ynpaBAiHHA BiiCbKaMMU.

155. KomaHgHO-KOHTponbHa  cuctema Command and control system (C2S) NSA (2013) —
YnpaBAIHHA an assembly of equipment, methods P 2-C-9
e CyKynHictb obnagHaHHA, meTogis and procedures and, if necessary,

Ta npoueayp, 3a HeobxigHocTi — personnel, that enables commanders
ocoboBoro cknagy, fAka possonse and their staffs to exercise command
KOmaHaupam Ta ixHim wTtabam and control.

3/iCHIOBATH onepaTuBHe

yNpaBAiHHA.

156. , .

Komn'loTepHa nponaraHga Computational propaganda Neudert &
BUKOPUCTAHHS anroputmia, the use of algorithms, automation, Marchal

. . . (2019) —p.5
aBTOMaTM3aUji, aHanizy Benumkux big data analytics and human
OaHuX  Ta KypaTopcTBa ana  curation to manipulate public life
MaHinytoBaHHA rpomaacbkmm over social media networks.
XUTTAM Yepes couianbHi mepexi.

157. Komnpomar (ak metop) “Kompromat” Method Vilmer et al.
KoMmnpomeTauia uwini (3kepteu), Aky compromising a target who can thus (2018) - p.160
TAaKMM YMHOM MOKHa KOHTpoAntoBath  be controlled and manipulated.

Ta MaHINyt0BaTU Helo.

158. - N

KomyHiKauia 3apagu ctpumysaHHa  Communication for deterrence MCDC(a)
(2019) —p.35

OauH i3 "mpoox C" — KomnoHeHmis
CMPUMYBAHHSA.

O3Ha4vae [BOCTOPOHHE PO3YMIHHA Ta
CNPURHATTA, WO BMKOPMUCTOBYETLCA
oboma CTopoHamMM ANA BU3HAYEHHA
BUTPAT Ta BUriA.

One of the ‘three Cs’ of deterrence.

means the two-way understanding
and perception that informs cost-
benefit calculations on both sides.
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159. . . . . .
KoHcniponoriyHa Teopis Conspiracy theory of society
[Avs. Teopia 3mosu See: conspiracy theory of society
160. .
KoHTtp3axoaum Countermeasures Kalensky et al.
KOMMNIEK 3axodiB, fIKi B)KuBalTbcA actions that are taken in order to (2024)
ana Toro, wob nocnabutn snamB weaken the effect of unwanted
HebakaHoi A4ji uM cuTyauii abo action or a situation, or to make it
3pobutn Ti Hewkigamsoto. Takuih harmless. These are actions taken in
KOMNAEKC 3aCTOCOBYHOTb Ha opposition or retaliation against
npotmeary abo y Bignosiab Ha AKicb some other actions. As a general
iHWi Aaji. Ak 3aranbHa KoHuenujia, concept, it implies precision and is
BOHa nepeabavae ToYHICTb | € byab- any technological or tactical solution
AKUM TEXHOJIOTIYHMM abo TaKTUUHMM or system designed to prevent an
pilleHHAM abo cuctemoto, undesirable outcome.
NPU3Ha4YeHow  Ans  3anobiraHHsA
HebakaHoOMy pe3ynbTaTy.
161. KoHTponb 3a ekcnoptom 36poi Control of arms exports Mira (2011) -
KOMMEKC 3axoais, cnpsamoBaHux Ha (pt ) tal controlo poderd ser definido p. 248-249,
p.247, p.246

3abe3neyeHHA Mpouecy eKcnopTy
036pOEHD i3 CyBOPUM AOTPUMAHHAM

BUMOT 3axXuUCTy iHTepecis
HaLiOHaNbHOT obopoH#u n
€KOHOMIKM, CYCNiNbHOrO CMOKOlLo,

BHYTPILWHbOT i 30BHILLIHbOT be3nekn Ta

OOTPUMaHHAM Mi*KHaPOAHUX
30608B'A3aHb  AepKaBM, 33 AKUX
hepaea CTBOPIOE npaBoBi
iHCTpymMeHTH, wo 3abes3nevyoTb
3M4IMCHEHHA TAKOro0  EKCMOPTHOro
KOHTPONIIO Ha CBOIN  TepuTOPiIi.
LianbHiCTb  WOA0 KOHTPOAK 33

eKkcnopTom 36poi po3BMBAETbLCA B
KOHTEKCTIi BIiHOCUH MiX AeprKaBamy,
AKi € YaCTMHOIO CBITOBOI CUCTEMM

como sendo o conjunto das medidas
tendentes a assegurar que aquelas
exportagoes, incluidas pela Lei nas
actividades de  comércio de
armamento, ocorram “em estrita
subordinacdo a salvaguarda dos
interesses da defesa e da economia
nacionais, da tranquilidade publica,
da seguranca interna e externa e do
respeito pelos COMpromissos
internacionais do Estado portugués»;

«E o Estado que cria os
instrumentos juridicos que
concretizam, no seu territério...»...
«... de controlo de exportacdes de
armamento evoluem no contexto
das relagbes entre os Estados
integrantes do Sistema Internacional
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162. KoHuentyanbHa mogenb riopugHux Hybrid threats conceptual model Cullen et al.
3arpos A model that identifies the (2021)—p.13
Moagenb, Aka ¢ikcye cknagosi components of hybrid threats and
ribpuaHmnx 3arpo3 Ta gemoHcTpye demonstrates the  connections
3B'A3KM  MiXK HUMKW. AHanitmyHa between them. The analytical
CTPYKTypa  Mmogeni  pospobneHa framework ofthe modelis developed
HaBKONO YOTUPbLOX ocHoBHUMX around four main pillars that shape
croBnis, AKki ¢opmytoTb naHawadTt the landscape of hybrid threats:
ribpuaryx 3arpos: e Actors of hybrid threats (and their
e AkTOpU / rpasuj ribpuaHMX 3arpo3 strategic objectives): 2 types,
Ta IX CTpaTerivyHi uini: 2 Tmna e Domains of hybrid threats that
e [loMeHM ribpnaHux 3arpos, Ha AKi are targeted: 13 types
BOHU cnpAmoBaHi: 13 suais e Instruments of power applied by
® |HCTPYyMEHTH cunm, AKi the actor: more than 40 types
BMKOPMCTOBYIOE aKTOP: Hinbll HiXX e Phases: 4 types
40 BMA_'B The concept is based on the premise
* ®a3nribpnaHMx 3arpos: 4 BUAA oy the primary objective of hybrid
KoHuenuis 6asyetbca Ha Tomy, wo influences is to undermine the
ronoBHa meTa ribpnaHux snameis — victim's  decision-making  ability.
nigipsaTtn 34aTHICTb KepTBU A0
NPUNHATTA pilLeHb.
163. KopwucHi igiotn Useful Idiots Vilmer et al.
ocobu, siki HecBigomo HaguxatTbca  persons who unconsciously inspired (2018) - p.71
Ha PO3MOBCIOAMKEHHSA to proliferate disinformation and Szwed (2016)
nesiHpopmaliii, i Hecsigomo unknowingly contribute to the - p.55
CNpuAITb AiAM ribpuaHNX aKTopIB actions of hybrid actors cullen et al.
(2021) — p.22
164. "KopynuiiiHnii TPUKYTHUK" ‘Corruption Triangle’ MCDC(b)
(2019) - p.1

€ OAHUM i3 cnocobis

KOHLLeNTyani3auii Kopynuii.

OcHoBHa igeq: wWob Kopynuia mana
micue, noTpibHIi  Tpwu
daKTopwu:

KNOYO0Bi

- MOTUBaALA,
- MOYK/IUBICTb i

is one way of conceptualising

corruption.

Main idea: for corruption to take
place requires three key factors to
come together:

- motivation,
- an opportunity and

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 92
Ne UA EN Oxepeno
- pauioHanisauia TUX, XTO 34iMcHI0E - a rationalisation by those carrying
Kopynu,ito. out the corruption.
165. Kopynuis Corruption Transparency

3/10BXXMUBAHHA ,CI,OBipeHO}O BN1agoro 3

MeTol0 OTPUMaAHHA npuBaTHoOI
BUTOAMN.

3/10BXMBAHHA CNyK60BUM
CTaHOBULLLEM i HEeHanexHe
GYHKLIOHYBAHHA LeprKaBHUX

YCTQHOB, fKe WKOAMUTb 3araibHOMY
6nary.

€ oAHMM 3 BMAIB  TiOpUAHUX
036poeHb: 1) Ak Kaw4yoBuiA dakTop,
WO CNpUAE BUKOPUCTAHHIO iHLWWOI
36poi B ribpngHomy 036pO€EHHI; 2) K
nigcuntoBad BMNAMBY [HWWX BUAIB
AianbHocTi; 3) AK noTyXHa 36posA
MacoBOro pyihHyBaHHSA; 4) aK 36pos
MacoBOrO BifBOIiKaHHA.

Le
noBeAiHKa BAAfHUX CTPYKTYp,
npaBmi0, NOB’A3aHa 3 NiAKYMNOM.

HeYyecHa Y4  LWaxpakcbKa

AK

Kopynuia mae aK o¢i3nmyHy, TakK i
NMCUXONOTiYHY CcKnagosy. PisnyHun
30CepeayKyeTbca  Ha
BTpaTi pecypcy Tam, Kyau pecypc
cnoyatky byB npusHadeHun. Lle
NPOABMAETLCA Y MOMXKJANBOCTAX, AKi
KOWTYIOTb  OOPOXKYe, cnig,
(kopynuirtHi  "HaknagHi BuTpatn"),
abo B noripweHHi NpoayKTUBHOCTI.
HabaraTo 3rybHiwoto € NcMxosoriyHa
CKnagoBa Kopynuii. Kopynuia Ak
MOHATTA TiCHO MoB'A3aHa B MCUXili

KOMMOHEHT

HiX

NO4UHN 3 NOHATTAMU
CI'IpaBe,D,I'IMBOCTi Ta
Hecn paBeﬂ,J’IMBOCTi.

the abuse of entrusted power for
private gain.

the misuse of public institutions and
office to the detriment of the
common good.

is one of the hybrid weapons: 1) as a
key enabler in the use of the other
weapons in the hybrid armoury; 2) as
an amplifier of the impact of other
activities; 3) as a powerful weapon of
mass disruption; 4) as a weapon of
mass distraction.

Is the dishonest or fraudulent
conduct by those in power, typically
involving bribery.

Corruption has both a physical and a
psychological component. The
physical component centres on the
loss of resource to the endeavour
that the resource was originally
intended for. This manifests in
capabilities costing more than they
should (the corruption ‘overhead’) or
degraded performance. Far more
pernicious is the psychological
component of corruption. Corruption
as a concept is closely linked in the
human psyche to concepts of justice
and injustice, fairness and unfairness.

International

(a)

Lough
Dubrovskiy
(2018) —p.4

MCDC(b)
(2019) - p.1

&
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166. KocmiuHniAc  pomeH ribpugHux Space domain of hybrid threats Cullen et al.

3arpos It's space-based services which (2021)-p.19
Lle KocmiyHi nocnyru, siki BKAtoYatoTe  include  navigation, geolocation, DIA (2022) —
HaBirauito, reosiokauito, 3B’A30K, communications, remote sensing, p.lIV
AUCTaHUiiHe  30HAyBaHHA, PNT- PNT- services, science and
nocnayau, HayKy Ta JOCNIOXKEHHA. exploration.
KocmiyHi TexHonorii € TexHonoriamm Space technologies are dual-use
nogBiMHOro BUKOpMUCTaHHA, Tomy technologies, therefore military and
BIMCbKOBI Ta UMBINbHI  KOCMiYHi civilian space services are not easily
cnybu Henpocto posginntn. Lle separated. This creates a "grey area"
CTBOpPIOE "cipy 30HY" of uncertainty that favors hybrid
HEBM3HAYeHOCTI, AKa cnpuae activity. Trends increasing the
ribpuaHin akTmeHocTi. TeHaeHuji, wo vulnerability of the space domain are
NOCUNIOIOTL BPa3MBICTb KOCMivHoro the commercialization and
OOMEHY, — Le Komepuianisauyis Ta militarization of space.
MiniTapisauia Kocmocy. Areas of use of space technologies in
Hanpamun BMKopuCTaHHA KocMidHMx hybrid effects:
TEXHOOriN y ribpuaHnx BNAMBax: R espionage activities
J LINUIyHCbKa AisanbHictb o destruction or damage to the
® 3HMUEHHA abo MOWKOAMKEHHA enemy's space infrastructure
KOCMiYHOT iHppacTpykTtypn e using the dependence of
CynpOTUBHMKA opponents on space systems (for
J BUKOPUCTAHHA 3anexHocTi example, through EW)
CYNPOTUBHMUKIB Bif KocmiyHux o informational influences that
cuctem (Hanpuknag, yepes  PEB) exploit the theme of space.
* iHbopmauiiHi  BrUMBH,  AKi One of the 13 domains in the
EKCTITyaTyloTe TEMY KOCMOCY. Conceptual model of hybrid threats
OguH 3 13-mn OOMEHIB Y
KoHnyenmyanoHil moodeni 2ibpudHux
302pos3.
167. Kpu3a eKoHOmiuHOi moaeni Crisis of the economic model Vilmer et al.

0AHO 3 siBuL, "KpM3n npecn”.

€ pe3ynbTaTOM 3MEHLUEeHHA A0X0A4iB
Bi4, peknamu B npeci 4epes
KOHKYPEHLilo, i3  AKOW  BOHa
CTUKHYNacA Cno4aTKy nicnA noasu
TenebayeHHa, a 3rogom i 3
BMHaxogom IHTepHeTy. lNepexig Ao

one of “the crisis of the press”
phenomenon.

the result of the decrease in press
advertising revenues, due to the
competition it first faced from the
advent of television, and then later
on with the invention of the internet.

(2018) - p.38,
187

Tworek
(2018) —p.2
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unoposux 3MI He 3abesneumB The shift over to digital media hardly
NMOBHOLIHHOT KOMneHcay,ii: umpposa provided compensation:  digital
peknama MeHWw npubyTtkoBa, HixK publicity is less lucrative than both
ApyK i TenebayeHHa. baratbom print and television. Many agencies
areHuiam Ta HOBMHHWUM opraHisauiam and news organizations have had to
A0BOAMNOCA 3BiNbHATK XKypHanicTie, lay off journalists, doll out severance
BMMNAAYyBaTM BUXigHI BMNAATM Ta payments and terminate certain
NPUNUHATA  nNeBHi  iHGopmauinHi news outlets. This  precarious
BMAAHHA. LA HecTabinbHa cutyauis situation renders the press even
pobuTtb Npecy we 6inbw BpasnmMBow more vulnerable to information
A0 MaHinynauin 3 iHpopmauieto, manipulation, because there are less
OCKiIbKM  3anuwaetbcss  MeHle people and less time to detect them
nogen i meHwe 4vacy pgna ix and because of the premium placed
BMABMEHHA, a TaKOX  3aBAAKM on quantity rather than quality.
?’6inbu"eH"_'_.ﬂ KINLKOCTI, @ He AKOCTI Nevertheless, new economic models
iHpopmaLi. are constantly cropping up, and are
Tum He MeHLe, noctinHo paid for by subscriptions and the
3’aBnAOTLCA HOBI ekoHomiuHi diversification of revenue sources.
mogeni, 3a AKMMM  CMAQYyloTb
NianuCKYy, Ta ansepcudikaLia
Axkepen goxogis.
168. K . - .
pUTUYHA iHppacTpyKTypa Critical Infrastructure Savolainen
Yy CBOEMY HaMWMpLOMYy PO3yMiHHI in its broadest sense, covers (2019) - p.8
OXOM/IOE TaKy iHPpacTpyKTypy, AK: infrastructure such as factories,
3aBogM, NikapHi, enekTpocTaHuii, hospitals, power plants, electric grid,
eNeKTpoOMEpeEXKa, aeponopTn, NopTH, airports, ports, bridges and roads,
MOCTU Ta I0POrun, noricTudHi mepexi, but also logistics chains as well as
a TaKoX Mepexi, wo BupobaaTb Ta networks that produce and transfer
nepeaatotb iHpopmauito, ToBapu Ta information, goods and money, i.e.
rpowi, To6TO BCi BenukKi ¢isnyHi abo all large physical or virtual systems
BipTyanbHi cucTemn, wo that provide modern societies with
3abe3neuytoTb cydacHe cycninbctBo what they need for normal daily life.
TMM, WO WomMy noTpibHo AnAa
HOPMa/IbHOTO NMOBCAKAEHHOIO
KUTTA.
169. KpuTtuuHa iHppactpyKktypa EC EU Critical Infrastructure European
aKTUBKM, cuctemm abo ix yvacTuHuM, asset, system or part thereof located Council
po3TalloBaHi B Aep»aBax-yneHax EC, in Member States which is essential ;2405(;?7 )

WO MakoTb BaxXK/iMBe 3HAYEHHA ONA

for the maintenance of vital societal
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niaTpuMaHHA KutteBo Baxameux functions, health, safety, security,
couianbHMx  OYHKLiM,  oxopoHM economic or social well-being of
340poB'a, 3bepexkeHHs, 6e3neku, people, and the disruption or
€KOHOMIYHOro  4m  couianbHoro destruction of which would have a
[06pobyTy ntogen, i nopyweHHA abo  significant impact in a Member State
3HULLLIEHHA SKUX MaTtMme 3HadHui  as a result of the failure to maintain
BNnAMB Ha [eprkaBy-uneHa €C those functions
BHACNIAOK HEMOXNMBOCTI 36epertu
Ui pyHKuii

170. KputnuHi pyHKuii Critical functions MCDC(a)
OiANbHICTb abo onepaduii, activities or operations distributed (2019) - p.89
po3nogineHi 3a nonityHum, across the  political, military, MCDC (2017)
BiICbKOBUM, €KOHOMIYHMM, economic, social, information, —p.11
coLuiaNibHUM, iHpopmauiiHum, infrastructure (PMESII) spectrum, the
iHOPACTPYKTYPHUM (MMECII)  discontinuance of which would lead
CNEKTPOM, NPUNNHEHHA poboTK AkMX to the disruption of services that a
npusseae A0 NopyleHHa cayKb6, Big working system (for example, a state,

AKUX 3aneXuTb OyHKLUiMHaA cucTema its society, or a subsection thereof)
(Hanpuknag, Aeprkasa, cycninbcteo depends on.

abo iioro cknaposa). Critical functions can be broken
KputnuHi - ¢yHKuii  moxyTe 6yt down into a combination of actors
po36uTti Ha KombiHaujlo cyb'ektiB (for example, individuals or
(Hanpuknag, oKpemux oci6 uym organizations), infrastructures (for
opraHisauii), iHppacTpykTypn example, ‘critical’ national power
(Hanpuknag, "KpuTnuHi" grids) and processes (for example,
HauioHanbHi enekTpomepexi) Ta legal/jurisdictional, technical,
npouecis (Hanpuknag, opuanunnx / political).

IOPUCAUNKLIAHUX, TEXHIYHMUX,

NONITUYHMX).

171. Kpoc-gomeHHe cTpumyBaHHA Cross domain deterrence Sweijs &
BUKOPWUCTAHHA 3arpo3 B oaHomy involves the use of threats in one Zilincik (2019)
nomeHi  (cpepi) pna  npotuaii  domain to counter activities in other p. 12
AiANbHOCTI B iHWKX  gomeHax domains.

(cdepax).

172. KynbTypHa gunnomaria Cultural diplomacy Williams  S.
1) cnoci6 "gemoHcTpauii KynbTypu 1) a way for "showcasing a country’s (2021)
KpaiHM 3a gonomorow KoHuepTiB un culture  through  concerts or Ryniejska—

Kietdanowicz,
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BMCTAaBOK» Ta IiHWMX KpeaTuBHux exhibitions» and other creative M. (2009)—
NPaKTUK. practices". p.8
2) ue obmiH igeamu, iHpopmauieto, 2)an exchange of ideas, information,

MMUCTEeUTBOM Ta iHWKMM acnekTamm art, and other aspects of culture
KynAbTypu  MiXX  KpaiHamu  ana  between countries to facilitate
CNPUAHHA Ta po3BuTKY mutual understanding” (Conception
B3aemopo3ymiHHa" (KoHuenuia M. C.  of M. C. Cummings).

KammiHrca).

173. KynbtypHa pgianbHictb, ToBapu Ta Cultural activities, goods and UNESCO

nocnyru services (2019) — p.7
OiANbHICTb, TOBapKW Ta nocnyru, sKki are the activities, goods and services,
po3rnAagatoTbca AK nNesHUi atpmbyt, which at the time they are
BUKOPWUCTAHHA  4YM  MeTa, wo considered as a specific attribute, use
BTiNtOIOTL abo nepepatotb ¢opmm  or purpose, embody or convey
npoABiB KyNbTypu, He3anexHo Big ix cultural expressions, irrespective of
KOMEpPLiMHOI LiHHOCTI. the commercial value they may have.
KynbTypHa AisnbHicTb moxke 6yt Cultural activities may be an end in
camouinnto abo cnpuatn  themselves, or they may contribute
BUPOOHULTBY KynbTypHUX ToBapiB Ta to the production of cultural goods
nocayr and services

174. KynbTypHa HanexHictb Cultural affiliation USA Congress
B32EMOBIAHOCUHU CMiNbHOI rpynoBoi  means that there is a relationship of (1990)
ineHTMyHocCTi, AKi moxHa shared group identity which can be
NPOCTEXUTH iCTOPUYHO abo reasonably traced historically or
OO0ICTOPUYHO MiXK TenepiwHbol Ta prehistorically between a present
6inbw paHHboto ¢opmoto rpynn. B daytribe ...and an identifiable earlier
3aKOHO4aBCTBI CLWA - ue group. In the USA Law this definition
BM3HAYeHHA BUKOPMUCTOBYETbCA B concerns Indian tribes and Native
KOHTEKCTi iHAIaHCbKMX nnemeH Ta Hawaiian organization.

KOPiHHWX raBaMCbKMX opraHisauin.

175. KynbTypHa cnagwmHa Cultural heritage COE (2005). —
ue ycnagkoBaHa 3  MUHyJsoro isagroup of resourcesinherited from p.2
CYKYMHicTb pecypciB, fAky awoau, the past which people identify,

He3anexHo Big ¢opm BAACHOCTI,
BM3HA4YalOTb fAK BigobOpaXeHHA Ta

BUPAXKEHHA CBOIX LUiHHOCTEN, AKi

independently of ownership, as a
reflection and expression of their
constantly evolving values, beliefs,
knowledge and traditions.
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NOCTiIMHO eBONIOLIOHYIOTb, BipyBaHb, It includes all aspects of the
3HaHb Ta TPagMUiN. environment resulting from the
BoHa BK/ilo4Yae B cebe BCi acnektu mlteract;]on Ic;]etyveen people and
HaBKO/ZIMWHbLOIO cepenoBuLLa, WO € places through time.
pe3ynbTaToOM B3aEMOZIT MiXK 1t0gbMun
Ta MicueBocTaAMM (Micuamm) y yaci.
176.
KynbtypHa TpaBma - Cultural trauma — Sztompka
€ KynbTypHO iHTepnpeToBaHot Is culturally interpreted wound to (2000) -
p.458 - 459

PaHOO CaMOi KyNbTYPHOI TEKCTypu
cycninbcTBa.

YHacnigoK CTPIMKKX, pPagmKanbHUX

coujaNbHUX  3MiH "noaBinHicTb
KynbTypu"  npoasutb  cebe y
CBOEPIAHIN  dopMmi:  TpaBMaATMYHI
noAii, Aki cami no cobi matoTb
3HAYeHHA Ta HaAiNeHHi CMUCNOBUM
HaBaHTAXKEHHAM yseHamu
KONEKTUBY,  MOXYTb  MOPYLUUTK

HaABHE CEMaAHTUYHE Nose.

AKLLO BUHUKAE NOPYLUEHHS, CUMBOJIN
MNOYMHAOTb O3HAYaTU LLLOCh iHLWIE, HiXK
3a3BMYaM; ULiHHOCTI
abo BuMMmaratoTb

HiBeNoTbHCA,
He3aiNCHEeHHUX
Linen; HoOpMM NPONUCYIOTb Ail, WO He
MOM/INBO BTI/INTU; KECTU Ta C/0Ba
BTPAYatoTb CBOI NEPBUHHI 3HAYEHHSA;
nepeKoHaHHA CNPOCTOBYKOTLCA, Bipa
HiBENIOETbCA, A0BipYy
Xapu3ma PYMHYETbCA,
(imonw) 3a3HatoTb Kpaxy.

NOPYLLEHO;
KyMunpm

KynbTypHa TpaBma BK/AKOYAE Taki
CMMNTOMMU: aHOMis,, UMBIni3auUiiHa
HEKOMMETEHTHICTb, KOJIEKTUBHA
BMHA, KO/IEKTMBHA raHbba, cMHApoOMm
HeJoBipW,  Kpu3a  iAEHTUYHOCTI,
Kpu3a  NEeriTMMHOCTI,  Ky/JbTypHe
BiZLCTAaBaHHA Ta couiasbHa Hanpyra.

cultural tissue itself.

In the aftermath of rapid, radical
social change the ‘duality of culture’
will manifest itself in a peculiar way:
traumatizing events that are
themselves meaningful, endowed
with meaning by the members of the
collectivity, may disturb the very
same universe of meanings.

If a disturbance occurs, the symbols
start to mean something other than
they normally do; values become
valueless, or demand unrealizable
goals; norms prescribe unfeasible
actions; gestures and words signify
something different from what the
meant before; belief are refuted,
faith undermined, trust breached;
charisma collapses, idols fall.

the
anomie,

Cultural  trauma includes
following symptoms:
civilization incompetence, collective
guilty, collective shame, distrust
syndrome, crisis of identity,
legitimation crisis, cultural lag and
social friction.
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177. KynbTypHUi reHoump, Cultural genocide Bilsky &
nigKkaTeropia abo acnekrt reHoumnay - is a sub-category, or aspect, of Klagsbrun
cnpobu cuctemHoro Ta HaBmucHoro genocide — the attempt to (2018) -
3HUWEHHA rpynn - nopag i3 systemically and wilfully destroy a p.374
disnyHUM reHounaom Ta group — alongside physical genocide
6ionoriyHMMm reHoLMO0M. BiH and biological genocide. It denoted
OXOMNJ0E PYMHYBAHHA Ak the destruction of both tangible
maTepianbHUX (Hanpuknag, Kynbtosi  (such as places of worship) as well as
cnopyam), Tak i HematepianbHux intangible (such as language) cultural
(Hanpuknaa, moBa)  KynbTypHuX structures.

CTPYKTYP.

178. KynbTypHUMU KOHTEHT Cultural content UNESCO
CUMBONIYHE 3HAYeHHA, XyAoXHih the symbolic meaning, artistic (2019) - p.7
BUMIpP Ta Ky/AbTypHi UiHHOCTI, wo dimension and cultural values that
noxoasTb 3 Ky/NbTypHUX originate from or express cultural
i4EHTUYHOCTEN YM BUPAXKAIOTb iX. identities.

173. KynbTypHi wiHHOCTI Cultural property UNESCO

(1954)

TEPMiH, AKMI OXONJIIOE TPU ACMEKTH.
KoHBEHLiA NpoO 3axuCT KyNbTypHUX
LUiHHocTeM y  pasi  36poiHoro
KoHoAiKTYy (Maara, 1954) BU3HaYatoTb
KYAbTYPHI LiHHOCTI AK:

(a) wiHHOCTI, pyxomi 4n Hepyxomi, AKi
MaKTb  Be/MKe ona
KYNbTYPHOI  CrlaglWMHU  KOXHOrO
Hapogay, AK
apxiTeKkTypu, mucteutsa abo ictopii,
penirinHi abo CBITCbKi, apXxeonoriyHi
po3TallyBaHHS, APXITEKTYpPHI
aHcambni, BM3HaueHi AK TaKi, WO
NPeACTaBAAOTb  iCTOPUYHUI  abo
XYOO0XHIN iHTepec, TBOPU MUCTELLTBA,
PYKOMUCK, KHUTW, npegmeTu
XYAOXHbOTO, iCTOPUYHOIO
APXeO0JIONYHOro 3HAYEHHA, a TaKOX
HayKoBi  KonekKuji abo
KONEKUii KHUF, apXiBHMX maTepianis

3Ha4YeHHA

TakKi nam'aTHUKM

iHLWI
um

BaXKAUBI

the term includes three aspects. The
Convention for the Protection of
Cultural Property in the Event of
Armed Conflict (The Hague, 1954)
defines the cultural property as:

(a) movable or immovable property
of great importance to the cultural
heritage of every people, such as
monuments of architecture, art or
history, whether religious or secular;
archaeological sites; groups of
buildings which, as a whole, are of
historical or artistic interest; works of
art; manuscripts, books and other
objects of artistic, historical or
archaeological interest; as well as
scientific collections and important
collections of books or archives or of
reproductions of the
defined above;

property
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abo LiHHOCTEMN,

penpoayKuin
3a3HAYEHUX BULLE;

(b) 6yaisni, ronoBHMM i AicHUM
NPU3HAYEHHAM SIKUX € 36eperkeHHsA
abo €KCNOHYBAHHA PYXOMMX
KY/NIbTYPHUX LIHHOCTEN, 3a3HAYEHUX Y
NyHKTI (@), Taki AK My3ei, BenuKi

6ibnioTekn, cxoBMWaA apxisiB, a
TAKOX YKPUTTA, MNpu3HayeHi ana
3beperkeHHA B pasi 36poliHoro
KOHOMIKTY  PYXOMWUX  KY/AbTYPHUX

LiHHOCTEM’, 3a3HaYeHmnX Y NYHKTI (a);

(c) ueHTpK, B AKMX € 3HAYHA KiNbKiCTb
KYNbTYPHUX LiHHOCTEMN, 3a3HaYEHUX Y
nyHKkTax (a) i (b), Tak 3BaHi «UeHTpK
3ocepenKeHHs KYNbTYPHUX
LiHHOCTEMY.

(b) buildings whose main and
effective purpose is to preserve or
exhibit the movable cultural property
defined in sub-paragraph (a) such as
museums, large libraries and
depositories of archives, and refuges
intended to shelter, in the event of
armed conflict, the movable cultural
property defined in sub-paragraph
(a);

(c) centers containing a large amount
of cultural property as defined in sub-
paragraphs (a) and (b), to be known
as ‘centers containing monuments’.
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ABMLUE, AKE BUKOPUCTOBYETbCA ANA
KozHimusHomy 3namy.

OpraHivyHO CTBOpPEHI NiArpynu, B AKMX
NOAN CRINKYOTbCA AnLe 3 NI0AbMU

nogibHMx  AymoK. JlyHa-Kamepwu
iCHYIOTb AK B |IHTepHeTi, Tak i B
peasnbHOMY  XKWUTTI. Hanpuknag,

BMbopui nonitTMYHOI NapTii MOXYTb
3BepTaTMCA A0 TiEl camoi rasetn 3a
iHbopmallieto, cninkyeaTmca
nepeBaXkHo 3  OAHOANITKamMn 3
noaibHoro noxogyKeHHA Ta OpaTu
y4acTb y po3moBax Ha dopymax 3

NrabMn noAaibHoi NONITUYHOI
opieHTauii. TakKMM YMHOM, BOHMU
piako  migaaloTbCA  i4e0NorivyHOo

NPOTUNEXKHMM AyMKam. Le moxke
6yT1 BUKOPUCTAHO ANA 3MiLLHEHHA Ta
nownpeHHa nesHoi iHPopmauii ao
NeBHUX rpyn N0aen.

[uB. Takox byanvbawku ®inempie

a phenomenon that is used in

Cognitive Hacking.

Organically created sub-groups in
which people only engage with
others of similar opinions. Echo
chambers exist both online and in
real life. For example, voters for a
political party may turn to the same
newspaper for information, socialise
predominately with peers from
backgrounds like theirs, and engage
in conversations on forums with
people of a similar political
orientation. Thus, they are rarely
exposed to ideologically
contradicting opinions. This can be
exploited to reinforce and spread
certain information to specific groups
of people.

See also Filter Bubbles
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180. Nigepn gymok Opinion leaders McQuail's, D.
noau, Ak matoTb cyTTeBMM BNAMB Ha persons who influence the thinking (2010) —p.
AYMKM  4M  noBeaiHKy iHwWux y or behaviour of others in informal 565
HepopManbHUX couianbHux social relationships. The identifying
B3aEMMHaX. BusHayanbHi characteristics vary according to the
XapaKTepuUCTUKU 3miHtooTbea  ‘topic’ of influence and social setting,
BignosigHo po “tremn” Bnamey Ta but the people concerned are
couianbHOro oTo4YeHHs, ogHak y generally better informed, make
oyab-aKiM  cuTyauii  Taki  noam, more use of mass media and other
3a3BMYall, Kpalle noiHPopmoBaHi 1 sources, are gregarious and are likely
Ginbwe KopucTyloTbca Mmac-megdiamn to be respected by those they
Ta iHwWumM  gxepenamu, BoHM influence.
TOBAPMCbKI, IX NOBAXKaKOTb Ti, HAa KOro
BOHM BN/INBAIOTb.
181. JNlyHa-Kamepu Echo Chambers MSB (2018) —
p.19-20
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182. MaHinynsauis Manipulation MSB (2018) —
(1) y ncuxonorii: ue npuxosaHe (1) in Psychology: This is the covert p.19,25
ynpaBAiHHA noapbMmm Ta ix control of people and their behavior.
noseAiHKot. PisHoBuAa couianbHoro It is a type of social influence used to
BNAMBY, AKMN BUKOPUCTOBYETbCA ana  shift a person's consciousness and
3pyweHb y cBigomocTti Ta Boai will, in order to implant the
noanHu, wob Bnposaaut B i manipulator's attitudes into their
NCUXiKYy YCTAHOBKM MaHinynaTopa, psyche, which do not align with the
AKi He 3b6iratotbca 3 akTyanbHumM actual needs of the person.
notpebamu uiei nloanH (2) is one of the Disinformation
(2) € OfHUM i3 metoais  methods.

Aesirpopmayii. adding, removing or changing the
Ao4aBaHHA, BuaaneHHs abo 3miHa content of text, photo, video or audio
3MicTy TeKkcty, ¢0oTO, Bigeo um aygio to communicate a different message.
Ana nepepadi iHworo (3miHeHoro)

NOBIAOMNEHHA.

183. MapioHeTtKa Sock Puppet MSB (2018) —
€ oaHUM i3 iHCTpyMmeHTIB TexHiuHo2o Is one of the Technical Exploitation p.19,23
BuKopucmaHHA. tools.
aKayHTM-CaMO3BaHLj, SKMMWU Kepye imposter accounts managed by a
ocoba, WO He po3Kkpueae cBow person who does not reveal their
CNpPaBXHIO iAEHTUYHICTb UM Hamipu. real identity or intentions. These
i HenpasAMBi pani  false identities are used to join online
BUKOPUCTOBYIOTbCA AN1A NPUEAHAHHA communities and participate in
0o |IHTepHeT-cninbHOT Ta ydacti B debates, and act as ‘fronts’ for
nebartax Ta BMcTynatoTb AK "dpoHTn" introducing false or controversial
Ona BBeAeHHs HenpasamBoi abo information. Two or more
cynepeunuBoi iHpopmauji. [ea abo sockpuppet accounts can be used in
Ginbwe MapioHEeTHUX aKayHTM conjunction to simulate both sides of
MOXYTb BMKOpPMCTOBYBaTMUCA pa3om a debate.

ANA  MofentoBaHHs 060x CTopiH
ONCKYCil.
184.
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3abe3neyeHHA rapaHTyBaHHA Toro, the idea isto ensure that any person Vilmer et al.
wo 6yab-aKa ocoba, sika cTuKaeTbea 3 faced with a piece of information can  (2018) - p.178
|Hd>op:v!au,|.ero, MOXE€ OUiHUTK i as§ess its v_alldlty (argu'me'ths, USA Congress
[OCTOBipHicTb (aprymeHTn, gokasu) evidence) and its source (reliability, (2019) —

Ta i Axepeno  (HagiiHictb, motivations). sec.3, #5
moTuBaLi). The ability to the following actions:
Lle 3paTHicTb A0 AiR, 30Kpema: - to access relevant and accurate
- OTPUMATU [OCTyn A0 BiANOBIgHOI information through media in a
Ta TOYHOI iHbopmau,ii 3a variety of forms;
gornomoroto  3acobiB  macoBoi - critically analyze media content
iHpopmauii (aani —3MI )y pisinx  and the influences of different
dopmax; forms of media;
- KPUTUYHO aHani3yBaTM KOHTeHT - evaluate the comprehensiveness,
3MI Ta BnAuMB ix pisHUX popm; relevance, credibility, authority,
- OUiHNTH BUYEPMHICTb, and accuracy of information;
aKTYyaNbHICTb, [OoCTOBipHicTb, - make educated decisions based on
aBTOPUTET Ta TOYHICTb iIHpOpPMaLi; information obtained from media
- npuiimatM  oceiveHi  (cBigomi)  and digital sources;
pilueHHs Ha ocHoBi iHdopmalii, - operate  various forms  of
oTpumaHoi i3 3MI Ta uudposux  technology and digital tools;
ATKEPEN, o and reflect on how the use of media
) BMKOpMCT_OVByBaTM PIHI cbop:va and technology may affect private
TeXHOHOFIM Ta UnopoBi and public life.
IHCTPYMEHTH;
- QHani3yBaTU AK BMKOpUCTaHHA 3MI
Ta TEXHOJOri MOXe BNAMHYTU Ha
npuBaTHe Ta CyCnibHe XUTTA.

185. MeaiaTnsauia Mediatisation Szwed (2016)
KoHUenu,is npo HeobxigHicTb the concept about the necessity to p- 16
NPUCTOCYBAHHA nonitnyHoi  adjust political activity to media logic.

AianbHOCTI Ao noriku 3MI.

186. Memu Memes Szwed (2016)

oundposaHi oauHMLi iHpopmauii digitalized units of information (text, p-9

(Tekct, 306parkeHHAa, ¢inbm, 3BYK),
AKi KonitooTbecsA, 0bpobnaoTbea i B
Lin obpobneHin ¢opmi noBTOpPHO
nybnikyoTbCA B IHTEepHeETI;
iHCTpyMmeHT libpudHoeo Briausy.

image, film, sound) that are copied,
processed and in this processed
form, re-published on the Internet; a
Hybrid Influence tool.
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187. '
MeHTanbHe 3480poB's Mental health WHO (2022)
Le TaK1I CTaH NtogMHN, AKMK icHYe y  is such a condition of a person that
CKnagHomy KOHTUHYYMI, 3 exists on a complex continuum, with
nepeXMBaHHAMM, WO BapilOOTbCA experiences ranging from an optimal
Bif ONTMMaNbHOIO ctaHy state of well-being to debilitating
6narononyyya A0  BUCHaxkameux states of great suffering and
CTaHIB CUAbHOrO CTpaXaaHHA Ta emotional pain. Mental health risks
emoliiHoro 6onio. Pusnkn pns and protective factors can be found
NCUXiYHOro 340p0B'A Ta Moro 3axmcHi  in society at different scales. Local
daKkTopu y cycninbeTBi npoasastotbes  threats heighten risk for individuals,
Ha pi3HMX piBHAX. JlToKanbHi 3arpo3m families and communities. Global
nigBuuwyoTb pusmMk ana okpemux threats heighten risk for whole
ocib, poauH Ta rpomag. FnobanbHi populations and can slow worldwide
3arpo3n nigBuwyoTb pusKK ana progress towards improved well-
LiAnx rpyn HaceneHHAa i MoXyTb being. In this context, key threats
CNoBiNbHUTU CcBiTOBMM nporpec Ha today include: economic downturns
LWNAXY 40 NOKpalLeHHA AobpobyTy. Y and social polarization; public health
Lbomy KOHTEKCTI K/IIOYOBMMW  emergencies; idespread
3arpo3amMmn CbOrogHi €: eKOHOMIiYHi humanitarian  emergencies and
cnagn i couianbHa nonspusauia; forced displacement; and the rowing
Haa3BMYaMHi - cutyauii y cdepi climate crisis. Protective factors
OXOPOHMU 3popos'a; similarly occur throughout our lives
LWMPOKOMACLUTAOHI rymaHiTapHi and serve to strengthen resilience.
Hag3BuYanHi cuTyauii i BumyweHe They include ourindividual social and
nepemilleHHs HaceneHHAa; emotional skills and attributes as well
KNniMaTM4Ha Kpu3a Ta iHWi. 3axucHi as positive social interactions, quality
daKkTopn ncuxonoriyHoro 3aopos's education, decent work, safe
pO3BMBaAOTbCA  NpoTArom ycboro neighbourhoods and community
Haworo utta | cayryloTb ana cohesion, etc.
3MILHEHHIO KUTTECTIMKOCTI ocobu.
BoHu BK/ItOYAlOTb HaLwi
iHAMBIAYyaNbHI couianbHi Ta eMOL,iMHI
HaBWMYKM, AKOCTI, @ TaKOX MO3UTUBHI
couianbHi B3aemogii, AKICHY OCBITY,
rigHy poboty, 6e3neyHi pakoHu i
3rypTOBaHiCTb rpOMaaum, TOLLO.

188. «MepTBa BOga» "Dead Water" (or “Mertvaya voda”) Soldatov &
Mpuknag Teopii 3mosu, dyHaatopn The conspiracy theory, which argues I(3200r;;g)an

AKOI CTBEPAXKYIOTb, WO yci 6ian pocii

no4yanuca 3 NPUAHATTAM

that all Russia’s woes began with the
adoption of Christianity, specifically,
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XPUCTUAHCTBA, a came «iygeicbkoro "Judaic Christianity", imposed by the
XPUCTUAHCTBAY, HaB’s3aHoro Jews.
€BpeAMM.
189. o .
MucneHHs 6oioBe Combat mindset Boe et al
CTaH MWUCNEeHHA, wWo 3abe3sneuye a state of mind that ensures one’s (2020)
BUMKMBAHHA Mig 4ac KpuTuyHoro survival during a critical incident. It is
iHuMaeHTy. BiH cknagaetbca 3 composed of several components:
KiIbKOX KOMMOHEHTIB: YCBiZOMAEHHA situational awareness,
cuTyau,ii, KOHUeHTpauii, concentration, anticipation, level
nepeabayeHHs, ypiBHoBaxkeHocTi Ta headedness, and the maintenance of
3bepexkeHHs  KmiTamBocTti.  Cytb dexterity. The essence of a combat
6oiioBoro MWCNEHHSA - mindset is self-control of the
CaMOKOHTpPO/Ib emouin i Tina. emotions and of the body.
borosuii cnoci6 mucneHHa Takox A combat mindset is also described
OMUCYETbCA AK «HacTpin as a "survival mindset", "fighting
BMMKMBAHHAY,  «bomoBuMn  ayx», spirit", "mental toughness", "grace
«NCUXiYHa MiUHicTb», «monutBa B under fire", "nerves of steel" or a
MOMEHTM  Hebe3snekn», «cTanesi "winning mindset".
HepBM» abo «HACTPiN NepemoxKLaA».
190. ,,. . .
MiKynbTypHicTb Interculturality UNESCO
HaABHICTb Ta piBHOMPaBHa the existence and equitable (2019) - p.8
B32EMOiA PIBHOMAHITHUX KY/IbTYP interaction of diverse cultures and
Ta MOXK/IMBICTb reHepPyBaTU CMiJIbHI the possibility of generating shared
bopmmM NpoABY KyNbTypU LUNAXOM cultural expressions through
Aianory Ta B3aEmonosaru dialogue and mutual respect
191. . . . .
MixkHapogHa 6e3neKa International security Horbulin
cMcTeMa MirKHapogHux BigHocuH, wo the system of international relations, (2017) B
3aCHOBaHa Ha JAOTpUMaHHIi ycima based on compliance with generally p.158
AepxaBamu 3arafbHOBM3HaHMX accepted international law principles
npuMHUMNiB i Hopm mixHapogHoro and rules by all countries, which
npasa, BUKJ/OYAE BupiweHHs excludes settlement of disputable
CnipHUX NUTaHb i po3biKHOCTEN MmiX issues and disagreements between
HMMKM 3a Jonomoro cuam abo them using force or threat.
3arposm.
192. .. . ..
MixkHapogHa Kpu3a International crisis Weldes
coljianbHa Ta Ky/NbTypHa crises more generally, are social, and (1999) - p.37
KOHCTpPYKLIfA, AKY ctBoptotoTb  specifically cultural, constructions. ...
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OEepXaBHi YMHOBHMKM B npoueci crises are social constructions that
dopMyBaHHA Ta BigTBOpeHHA are forged by state officials in the
HauioHanbHOI iaeHTHYHocTi  course of producing and reproducing
(yHacnigok 4Yoro MoxKyTb BMHMKaTKM state identity.
HenepeabayvyBaHi cuTyaLii,
nposBAATUCA HoBIi abo nNpuxoBaHi
paHiwe KOHPANIKTH Ha
MiXKHapoaHOMY PiBHi).

193. MixKHapogHe rymaHitTapHe npaBo International humanitarian law UN (2011) -
Habip npaBun, cnpsamoBaHMx Ha a set of rules which seek, for p-3
obmeKeHHs Hacnigkie 36poiHoro humanitarian reasons, to limit the
KOHONIKTY 3 MipKyBaHb rymaHHocTi. effects of armed conflict. It protects
BoHo 3axmulae ocib, Aki He bepyTb persons who are not or are no longer
abo 6inbwe He bepyTb yyacTb Yy participating in the hostilities, and
BIMCbKOBMX AifX, i 06mexKye 3acobu restricts the means and methods of
Ta meToam BeaeHHA BilHU. Coepa aji  warfare. Its scope is, therefore,
obmexeHa 3 TOYKM 3opy limited ratione materiae to situations
maTepianbHUX Hacnigkis 36poiHoro of armed conflict.

KOHPAIKTY.

194. MixKHapogHe MOBAEeHHA International broadcasting Cull (2009) —
cnpoba aKTopa KepyBatM an actor’s attempt to manage the p.21
Mi}KHapoaAHMM cepegoBuwem 3a international environment by using
AornomMoroo  TexHonorih  pagio, the technologies of radio, television
TenebauyeHHa Ta IHTepHeTy pans  and Internet to engage with foreign
B3aemogaji 3 iHo3eMHMMK  publics
dirypaHTamu.

195. MikpoTapreTuHr Micro-targeting Vilmer et al.
1) MiKpPO-HaLitoBaHHA 3 1) the increased precision with which (2018) - p.39

NiaBULLLEHOIO TOUYHICTIO, 3aBAAKN AKIM
HaceNeHHA CerMeHTOBAHE Ha LiNboBi

rpynu.

OuB. Takox: Byavbawku ®inbmpis,
IHMmepHem-KoKoH

2) NoeaHaHHS KiNbKOX TEeXHOJIorin
(senuki paHi, loT, mikpopoboTn
TOWOo) 3 MEeTOl BifACTeXeHHA Ta
YCYHeHHS (uinboBumx) ocib.

the population is segmented and
targeted.

see also: Filter Bubbles, Internet-
Cocooning

2) Micro-targeting: The combination
of several technologies (Big Data, loT,
Micro-robots etc.) in order to track,
trace and eliminate (target)
individuals.

Bekkers et al.
(2019) — p.27
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Mpuknagm "ribpngHnx" 3actocyBaHb: Examples of hybrid applications:
BMKOPUCTaHHA 6oloBux poboTiB ans  employing slaughter bots and use
YCYHEHHS KOHKpeTHuX nwgen abo these to eliminate specific persons or
rpyn. groups.

196. MoBa HeHaBuCTi Hate Speech Szwed (2016)
TEKCT, AKNI NOorpoxye, obpakae abo  text that threatens, insults or attacks p.10
Hanaga€e Ha NOAMHY YM Tpyny Ha a person or group on the basis of
OCHOBI HaLioOHaNbHOro NoxoaxeHHa, national origin, ethnicity, race or
€THIYHOI NPUHANEXKHOCTI, pacK umn religion.
penirii.

197. Mopgenb CORE CORE model Jungwirth et
Mogenb KomnnekcHoi ekocuctemn Comprehensive resilience ecosystem al. (2023) -
CTIMKOCTI model p-8
ue cucTemHe npeacTaBneHHA is a systemic representation of
AEeMOKpaTU4yHOro  cycninbctBa B democratic society as a whole. It is
uinomy. BoHa BukopuctoByetbca ana  used to analyse and ultimately
aHanisy i, 3pewTtoto, npotuaii counteract hybrid threats that seek
ribpugHum 3arposam, fKi nparHyTe to undermine and harm the integrity
nigipsatu i  3aBgaTtu wrkoam and functioning of democracies,
uinicHocti  Ta  OyHKuioHyBaHH change decision-making processes,

AeMoKpaTin,  3miHMTM  npouecu and create cascading effects.
NPUMHATTA  pilleHb | CTBOPUTU
KacKagHi epeKktu.

198. MoHiTopuHr (aK cnoci6 suasneHHa Monitoring (as a way to detect MCDC(a)

ribpugHux 3arpos) hybrid threats) (2019) — p.26

npouec CKaHyBaHHA HAaBKONULIHbOIO
cepefoBuLLLA Ha HaABHICTb "Bidomux
Hegidomux" —  3asBuyai 3a
OO0MOMOroK  iHgMKatopie — A4naA
MOWYKY YynepeaxeHoi iHbopmauii
NpPO MOX/IMBI riOpPUAHI aTaku.

Cnoci6 ynpasniHHA  npobnemoto

"Bioomux Hesidomux" (Ha BiamiHy
Bif, BuseneHHs).

a process of scanning the
environment for "Known Unknowns"
— usually with the aid of indicators —
to look for a set of preconceived
information about possible hybrid
warfare attacks.

A way to manage the problem of
"Known Unknowns" (by contrast of
Discovery).
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199. MopanbHa naHika Moral panic McQuail's
ynepuwe uen TEPMIH ynB the term was first applied by the (2010) —p.
KpumiHanict [xoH AHr cTtocoBHO criminologist Jock Young to sudden >64
panToBumX BMABIB yacto expressions of often irrational mass
ippaLioHanbHOI MacoBoi TpMBOrK Ta anxiety and alarm directed at ‘crime
CTpaxy 4Yepe3  ragaHi  “xsuni  waves’ or other supposed evidence
3/104MHHOCTI”  abo iHWi Hi6BuTo of disorder and social breakdown
AOKasn 6esnaay i couianbHux amx (including promiscuity and
(Hanpuknag, po3nycTy ynm immigration). The media are
immirpauito). Megii posrnagatote y implicated through their tendency to
LbOMY  KOHTEKCTi u4epe3 ixHo amplify such ‘panics’. They are also
CXWM/IbHICTb nocuaBaTU Ui cTpaxu. sometimes objects of moral panics,

[ekonn BoHU cami € o6’ekTom Takoi when alarm at their harmful effects
MaHWKK, 30Kpema Konu pantoBo suddenly gains currency (e.g. in the
HapocTae Tpmeora woao ixHboro form of crime waves, suicides or
WKignmsoro BnamuBy (Hanpwuknag, y rioting). New media, such as
BUTNALI XBW/b 3/104MHHOCTI, computer games and the Internet,
camoBbuscTB abo 3akonotiB). Hosi tend to generate some degree of
Me/ii, 30kpema Komn’toTepHi irpu Ta  panic at alleged harm to their (young)
iHTEPHEeT, CXWAbHI CNPUYMHIOBATK uSers.

OeAKY NaHiKy CTOCOBHO LLKOAM, AKOI,

AK NifO3pIOTb, BOHW 3aBAAOTbL

CBOiM (IOHUM) KOpUCTyBaYam.

200. M'saKa cuna Soft power Simons
3[aTHICTb BN/IMBATU Ha iHLWINX ANA the ability to affect others to obtain (2015)-p.2
OOCATHEHHA barKaHUX pe3ynbTaTie the outcomes one wants through
yepes 3any4yeHHA, a He NPUMYC Yun attraction rather than coercion or
onnary. payment.

201 mnec MPECI MCDC (2017)

-p.4,9

Lle abpesiaTypa, W0 NOEAHYE CNEKTP
iHcmpymeHmis cunu, fKi
BMKOPUCTOBYHOTbCA akmopamu /
epasyamu 2ibpudHuUx 3a2po3:

e MinitapHi, TobTO 8ilicbKo8i
iHcmpymeHmu 2ibpudHux 3a2p0o3

e [losnimuyvHi iHcmpymeHmu
2ibpudHuUX 302p0o3

This is an acronym that combines the
spectrum (set) of Instruments of
power used by actors of hybrid
threats:

e Military instruments of hybrid
threats

e Political instruments of hybrid
threats
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® EKOHOMIYHI iIHCmpymeHmu
2i6pUdHUX 302p03

e CoujanbHi, TOBTO 2pOMAOAHCLKI
iHcmpymeHmu 2ibpudHux 3a2po3

. IHghopmauilini iHcmpymeHmu
2i6pUOHUX 302p03

e FEconomic instruments of hybrid
threats

e Civil instruments of hybrid threats

o Information instruments of
hybrid threats
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202. Habip iHCTpymeHTiB ana Cyber diplomacy toolbox Council of the
KiGepaunnomaril “joint EU diplomatic response” as a EU (2017) -
"CninbHa punnomatuyHa Bignosigb diverse pool of cross domain options p.3
€EC" Ak pi3HOMaHITHMM nyn Kpoc- to deal with “malicious cyber Sweijs &
AOMEHHMX BapiaHTiB a4na 6opoTbbun i3  activities of varying in scope, scale, Zilincik (2019)
"3n10BMUCHOO KibepgianbHicTio duration, intensity, complexity, —p.21
pi3HOro po3Mmaxy, macwTaby, sophistication and impact.
TPMBANOCTI, iHTEHCUBHOCTI,
CK/1aAHOCTI, BUTOHYEHOCTI Ta
sBnauey."
203. . . .
Hapnauwok iHpopmauiii Infobesity Vilmer et al.
. . (2018) - p.39
ABMWLE, BiAOMe AK HagmipHa a phenomenon known as the
KinbKicTb iHdopMaLUii. overabundance of information
cnpuse gesiHpopmauii, ocKinbkM Le contributes to disinformation
npu3BoaAnTb no 3HUXKeHHA because it leads to decreased
KOHUEeHTpauji yBaru, wo nocnabnioe concentration, which weakens our
Hawy  nuabHicTb i 3paTHicTb vigilance and our ability to process
06p06NATU KOHTPAPTYMEHTW. counter-arguments
204. - . - . .
Haiiripwunit cueHapin The worst-case scenario Kalensky et
Le KOHLIenuis npo HaliHenpuemHiwe, it is a concept about the most al., (2024)
O MOXe cTaTucA B cuTyalii. BoHa unpleasant thing that could happen
MOKe cTocyBaTUCA 6yab-AKoi in a situation. It can concern any
cuTyauii abo BMCHOBKY; Hauripw situation or conclusion which could
MOKMBOro pesynbtaTy. Lle - Takox not be any worse; the worst possible
KOHUeNUiA y nAaHyBaHHI Ha BUNagoK outcome. It is a concept in planning
noTeHUinHNX KaTacTtpoo, wo for potential disasters, considers the
pO3rNAfa€e Hawripwuii  pesynbtat, most severe possible outcome that
AKUN MOXHa obrpyHToBaHo can reasonably be projected to occur
CMpOrHo3yBaTu y KOHKpPETHIN in a given situation.
cuTyau,ii.
205. Hanag, Hijacking MSB (2018) -
oavH i3 metoaiB  Pumopuxku is one of the Malign Rhetoric p.19, 26
BukpussieHHs. methods.
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BTpyyaHHA B icHytouy auckycito Contributing to an existing debate by
WwnAXom 3MiHM i meTn um Temun. taking it over and changing the
OcobnmBo edeKTUBHUM npu purpose or topic. Particularly
3acTtocyBaHHi  xewrTeroB, MmemiB, effective when applied to hashtags,
noAin abo KOHTPKY/IbTYPHMX memes, events or counter-cultural
coujianbHUX pyXiB. social movements.

206. . . . . .
HauioHanbHi iHTepecu National interests Horbulin
UTTEBO BaK/mBi noTpebu nogmHn, the vital needs of a person, society (2017) -

. o o . p.158
CyCninbCTBa Ta AeprKasu, peanisauia and state. Their implementation
AKNX 3abe3neyye AepKaBHUIM ensures state  sovereignty and
cyBepeHiTeT Ta 4obpobyT aepxkasu,ii  welfare of a state, it's progressive
NPOrpecUBHUM AeMoKpaTuiyHMn  democratic development.
PO3BUTOK.

207. . - . . .
HauioHanbHi WiHHOCTI National values Horbulin
OCHOBOTMO/IOXHi MaTepiabHi, the basic material, intellectual and (2017) h
iHTeIeKTya ibHi Ta AYXOBHi cultural heritage of people, key p.158
HaabaHHA HapoAy, BU3HaYaNbHi conditions of existence and
YMOBW iCHYBAHHA Ta PO3BUTKY development of a person, society
NOAMHM, CYCNiNbCTBA Ta AEPIKABM. and state.

208. He6e3neka Vi MmidKHapogHux dangers in international relations Buzan et al.
BIAHOCMHAX insecurity (threats against which no (1998)-p4
HaABHICTb peanbHUX 3arpo3 adequate countermeasures are
MiXKHapoaHin 6e3neui, npotTM skux available)

HEeMa€E aZleKBAaTHMX KOHTP3axoz4,iB.

209. . . . .

HeBigomi HeBigomi Unknown unknowns MCDC(a)
(2019) — p.26

3MiHHi, AKi HanexaTb A0 cnocobis
ribpngHoi aTakm, Npo AKi MU HaBiTb
He 06i3HaHi Woao iX Nnpupoan, Hawoi
BPa3/IMBOCTi A0 HMX abo HaBiTb LWOA0
HaLworo 3arposn (Ha
Bigminy Big "Bidomi Hesidomi").

He3HaHHA

Len tmn iHbopmauii He niggaeTbea
metogonorii  MoHimopuHay, SKui
nobyaoBaHiiM Ha "CNpUMHATTI TOro,
IO MM OYiKyemo cnpuimaTtu" 3a
A0NOMOroH wabnoHis

refer to modes of hybrid attack that
we are not even aware of its nature,
our vulnerability to it, or even of our
own ignorance to the threat (by
contrast " Known Unknowns").

This type of information is not
amenable to a Monitoring
methodology built upon ‘perceiving
what we expect to perceive’ via
either pattern recognition or the use
of Indicator lists. This is because the
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po3nisHaBaHHA abo BWKopuUcTaHHA analyst has never seen this pattern
Habopy IHOukamopis. Lle nos’asaHo before, and cannot be equipped with
3 TUM, L0 aHaNITUK HiKoAM paHiwe He an indicator list for a type of attack
6aumB Liei 3aKkoOHOMIpPHOCTI | He moxe that has never occurred or even been
matn Habip iHAuKaTopiB ans Toro imagined before.

BUAOY aTaKK, AKUIA paHille HIKOAWN He
MaB MicLa abo HaBiTb He ByB yABHUM.

210. HeBipHe iHpopmyBaHHA Misinformation Vilmer et al.
HEHaBMUCHE nowupeHHa the unintentional dissemination of (2018) - p.19
iHpopmauji, Aaka € nosHicTio abo information that is wholly or partly
YyacTKoBO Henpasamsoto (Ha BigmiHy false (as opposed to Disinformation).

Bia JeziHgpopmayii).

211. HeBipHe npuU3HayYeHHA Misappropriation MSB (2018) —
€ ogHUM i3 meTogis esiHpopmauii. is one of the Disinformation p.19,25
BMKopuMCTaHHA bakTN4HO methods.

KOPEKTHOro 3micty, npeacrtasneHoro The use of factually correct content
B MWUTaHHi, AKe He Hanexutb Ao presented on an unrelated matter to
cnpasu, ana BUKpMBAeHHA frame an issue, event or person in a
npobnemn, noaii  um  ocobu. deceptive way. For example, a false
Hanpuknag, y ¢anbwmsiit HOBUHHIN news article might use pictures from
CTaTTi B AKOCTI AOKa3dy icHyBaHHA an unrelated event as proof of its
MOXYTb 6yTH BUKOPUCTaHI existence.

300parKeHHss He NoB’A3aHOI 3 Helw

nogaii.

212. Hepep:kaBHi aktopu ribpmgHux Non-state actors of hybrid threats Cullen et al.
3arpos (2021) — p.22

Cyb6’ektn, AkKi BigirpatoTb BaKaAuBy
pPO/ib Y MiXKHAPOAHWUX BiAHOCMHAX i
MalTb  AOoCTaTHO  BAagy, Wob
BTpyYaTmcs, BMNINBATH Ta
CMPUYUNHATU 3MiHM 6e3 byab-AKoi
NPUHANEXKHOCTI A0 BCTAHOBJIEHUX
iHCTUTYTIB  AgeprKaBun. [0  Takux
rpaBLiB MOXHa BigHeCTU:

® TpaHCHaUiOHa/bHi 3arpo3nusi
opraHisauii, 30Kpema, -
OHKUXaQUCTCbKI TEPOPUCTUYHI

Constitute entities that play a part in
international relations and that
exercise  sufficient power to
interfere, influence and cause change
without any affiliation to the
established institutions of a state.
Such players include:

e transnational threat
organizations, particularly jihadist
terrorist groups—are actively
competing against the United
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rpynn, AKi aKTMBHO 3MararoTbCA States (like Hezbollah, Al-Qaeda,

npotn CLUA (Taki Ak Xesbonna, and ISIL),

Anb-Kaiga, 1411), e proxy actors,
® [POKCi-aKTopMW, e transnational organized crime
® TPaHCHAUiOHaNbHIi  OPraHi3oBaHi syndicates,

3/I04MHHI CMHANKATY, e profit-making “freelance” actors
e npubyTKOBI «He3anexHi» aktopu e ideological movements etc.
¢ |ACONOTIHHI Pyxn TOLLO. Is one of the elements of the
€ OAHMM 3 enemeHTiB  Conceptual model of hybrid threats,
KoHyenmyanosHoi modeni eibpudHux refers to a group Actors of hybrid
302p03, BigHOCATCA A0  rpynu threats
AKkmopu / epasui 2ibpudHux 3a2po3

213. HenetanbHi ncuxonorivHi onepaudii3a  Non-lethal psychological operations Bradshaw &
BUKOPUCTAHHAM coLiaNbHUX mepex using social networks Howard
dopmyBaHHA cycninbHOi nosegiHkn shaping public behavior through the (2017) -p.4
3a  pgonomorold  BMKopucTaHHA use of “dynamic narratives” to
" AMHAMIYHMX HapaTusis" ana combat the political propaganda
60poTbbM 3 nonitnyHoto disseminated by terrorist
nponaraHAo fAKa MNOWMPIETbCA organizations
TEPOPUCTUHHMUMM OpraHisaLiamu.

214. HeniHiliHicTb Non-linearity MCDC(a)
BNACTUBICTb, fAKA  XapaKTepusye a property that characterizes the (2019) - p.90
HenepeabauyyBaHi  (AKi He € unpredictable effects of hybrid
NPUYNHHO-NIHIMHUMN) Hacnigkm warfare attacks that are not causally
atak  ribpmpgHoi  BiMHWM.  BoHW linear. They are the result of
(Hacnigkn) € pesynbTatom synergistic interactions of hybrid
CMHepreTn4YHoOI B3aemogii riopnaHux warfare attacks in which the whole is
aTaK, B SAKUX Uine € b6inbwumm, Hix greater than the sum of their parts.

Ccyma moro 4actuH. HeniHitHi epektn  Non-linear effects cannot always be
He 3aBXau MOXYTb 6ytn predicted by the attacker or
nepenbadeHi 3noBmucHUKOM abo defender.
3aXMCHUKOM.
215. HeopgHo3HauHicTb Ambiguity MCDC (2017)
-p.31

BNACTUBICTb, WO € XapaKTEPHOI ANA
BOPOXKOI ribpmnaHoi aii, aAky aepkasi
BAa)XKO  BM3HAYUTM 33 MEBHOWO
03HaKot abo nybnivyHO BU3HAUUTH AK

a characteristic of hostile hybrid
action that is difficult for a state to
identify attribute or publicly define as
coercive uses of force. Ambiguity is
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yMUCHE 3aCTOCYBaHHA cuan.  used to complicate or undermine the
BukopucToByeTbCA AnA ycknagHeHHa decision-making processes of the
abo nigpuBy npouecis nNpuMHATTA opponent. It is tailored to make any
pileHb OMOHEHTOM. Takox type of response difficult. In military
BMKOPUCTOBYETLCA A5 YCKNaAHEHHA terms, it is designed to fall below the
oyab-akoro Tuny  Bignosiai. Y threshold of war and to delegitimize
BillcbKoBi  cdepi po3pobnserbca or render irrational the ability to
TaKMM 4YMHOM, WOO 3HM3UTUCL 3a respond with the use of military
nopir BiHM Ta Ae-neritumisysatn force.
abo  3pobutm ippauioHanbHOWO
30aTHICTb BiANoOBiAaTH i3
3aCTOCYBaHHSM BiICbKOBOI CU/IN.

216. Henpo3opi anropurmum Opaque algorithms Thiele (a)
(B KOHTEKCTi WUTYYHOrO iHTENIEKTY) (in the context of artificial (2020) - p.11
Takui Habip iHCTPYKUiM Ta npasuA, intelligence)
AKi BMKopucToBytoTbcs  Such a set of instructions and rules
KOMM'toTepHOI Mporpamoto, ane He used by a computer program, but
no3sonAe  noacHutn, domy LI does not allow to explain why the Al
NPUNLLIOB A0 KOHKPETHOTO pilleHHA  came to a particular decision
wmyyHuli  iHmenekm 'y  Woro artificial intelligence in its present
HUHIWHbOMY BUrAAAi goci € gocutb shape is still a fairly vulnerable
BPa3/IMBOIO TEXHONOTiED, cxunbHO technology — susceptible to training
00 OTPYEHHSA Ta MaHinynauin 3 data poisoning and manipulation by
OaHMMKM 3 BOKy 310BMUCHMKIB. BiH adversarial actors. It may well fail
LinKomMm MoOKe 3a3HaTM Hesgadi, when confronted with tasks or
3iTKHYBWKCb i3 3aBgaHHAMM 4u environments different from those it
cepefoBullLaMuK, BiamiHHMMKM  Big was trained for.
TUX, ONA AKMX BiH HABYaBCA.

217.

Hosa mogenb BHYTPiWHbLOTO
KOHTPOJIIO HaA POCi€lo

Ua momenb €  TeOpeTUYHUM
NiArpyHTTAM pocilicekoao

cmpameeziyHo20 MucsieHHA. ABTOp
mogaeni — Bonogmumunp SlencbKuii.

OcHOBOIO MoOgeni € YTOYHEHHA
Habopy BM3HAYeHMX LIHHOCTEN Ta
inen, aki 6ynn 6 po3ymHMMU npu
3iTKHEHHI 3 BMKAIMKamu 3axoay

New model for controlling Russia
internally

This model is the theoretical basis for

Russian strategic thinking. The
author of the model is Vladimir
Lepskiy.

The basis of the model is clarifying a
set of specified values and ideas,
which would be prudent in the face
of challenges from the West

Cullen et al.
(2021) - p.19
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(eKoHOMIYHMMM | TexHonoriyHMMHK), (economic and technological), as the
OCKinbkM  cyb’ektn  (HaceneHHs) subjects (the population) would be a
CTaHyTb €ANHOIO Macoto i3 coherent mass with a shared mindset
3aranbHOO CBiAOMICTIO Ta 6avyeHHAM and vision of future development.
ManbyTHbOro po3suTKYy. Concepts on which the model is
KoHuenT, Ha sKux 6asyetbca based: polisubjekt, russianness, anti-
mozenb: rnonicyb6’ekm, pocilicekicms, westernism, greatpowerness
aHMu3axioHuymeo,
gesnIuUKoOepHasHicmeo
218. Hosi 3MI (HoBi 3acobu macosoi New Mass Media Robbin &
iHpopmaulii, Hoi mac meaia) the social media run by ‘amateurs’ Buente
coujianbHi megia, KepoBaHi who ultimately may fulfil the same (2008) -
"amaTtopamun"; B KiHueBomy niacymry functions as regular journalists but p.2214 -
2215 (p.5-6)

BOHW MOXYTb BWKOHYBATU Ti Cami
dYHKUI, WO 1 3BUYAlHI XKypHanicTy,
ane 3 6inblWw ocobucTo Ta MeHW
peryaboBaHoO BiANOBIAANbHICTIO
(Ha BigMmiHy Big, TpaduuiliHux 3acobis
Macoeoi IHghopmauyii).

with  more personal and less
regulated responsibility. (by contrast
of the Traditional Mass Media).

Szwed (2016)
-p. 12
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€ O4HUM i3 MeToAiB iHpOpMaLiiHOIo
snausy (ans. KamnaHii Brinusy)

MM 4acTo OUIHIEMO AOCTOBIPHICTb
iHbopmalii, Buxoasauu 3 il grepena.
XTO 3i MHOlO po3moBnse i yomy? Lo
BOHM 3HAlOTb NPO U npobnaemy?

is one of the information influence
techniques
Campaigns)

(see Influence

We often evaluate the credibility of
information by looking at its source.
Who is talking to me and why? What

of the European Union WARN 115
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219. O6bmexeHHA pamKkamu — aue. Framing
®pelimiHe

220. O3n06neHHsA Enraging MSB (2018) -
oavH i3 cnocobiB noegHaHHa one of the ways to combine of p.23
meTtoais iHpopmauiiHoro Bnamsy information influence techniques
(avs. KamnarHii ennausy). (see Influence Campaigns).

ApicTtb BUKOPMUCTOBYETLCA y Enraging takes advantage of sensitive
AeNiKaTHUX NUTAHHAX Ha nybniyHux issues in public debate. This
nebaTax. Lga KombiHauia combination utilizes Cognitive
BuKopuctosye KoewimusHuli 3nam, Hacking, Deceptive Identities and
OmaHnusy I0eHmuyHicmob Ta Malign Rhetoric to engage ordinary
Pumopucky BukpusneHHs ona citizens by invoking their emotional
3a/lydeHHA  npocTMX  rpomagaH, relationship to a specific issue.
nocunawyMcb Ha iX emoLjinHe

BiAHOLWEHHA A0 NeBHOi Nnpobnemu.

221. OKynoBaHa Tepurtopisn Occupied territory Bouvier
TepuTopia, wo ¢aktnyHo nepebysae actually placed under the authority (2020) - p. 28.
nig Bnagow Bopoxux iHo3zemHux of the adverse foreign armed forces.
36poMHNX cun. Okynauia The occupation extends only to the
NMOLIMPIOETBCA Nulle Ha TepuTopito, territory where such authority has
Je TaKa Bnaja BCTaHOBMeHa i moxe been established and can be
3fifcHioBatnca.  Tomy TepuTopia exercised. A State’s territory may
OepxXaBn moxe bytm 4actkoBo therefore be partially occupied, in
OKynoBaHol, i B uUboMy BMnaaky which case the laws and obligations
3aKOHW Ta 3060B’A3aHHA oKynauii of occupation apply only in the
3aCTOCOBYIOTbCA AMLIe Ha TepuTopii, territory that is actually occupied.

AKa paKTUYHO OKyNnoOBaHa.
222. OmaHAuBI iBE€HTUYHOCTI Deceptive Identities MSB (2018) —
p.19, 21
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BoHu - came Taki, AKMMM BuZatoTbca? do they know about the issue? Are
ImiTytoum 3aKOHHI oxepena they who they claim to be? By
iHpopMmaLii (41 To ocobu, opraHisauii imitating legitimate sources of
abo nnatdopmm), yyacHuKM information  (be it  persons,
AifANbHOCTI, Lo 3aMmaloTbca  organizations or platforms), actors
iHbOopMaLMHMM BnavBom, engaged in information influence
eKCcnayaTyoTb LOBipy [o activities exploit trust in the
MeceHaKepa, BMKOpUcTOBYtoUM messenger by utilizing deceptive
OMaH/UBI iAEHTUYHOCTI. identities.

Croan BiZIHOCATb: WWunnine, it includes: Shilling, Impersonators &
Imimamopu ma camoseaHui, Impostors, Forgeries, Potemkin
Midpobkru, [MomeomkiHceKi cena, Villages, Fake Media etc.

delikosi media Towo.

223. OnepaTUBHA CYMICHICTb Interoperability NSA (2013) -
Le  3maTHicTb  edekTBHO Ta the ability to act together coherently, P 2-1-8
pe3ynbTaTMBHo Aiatm  pasom i3 effectively and efficiently to achieve
METOK  AOCArHeHHA  TakTuyHumx, Allied tactical, operational and
onepaTUBHMX Ta cTpaTeriyHMx uine strategic objectives.

MiBHIYHOATAAHTUYHOTO AbAHCY
(HATO).

224. Onepauiii 3i crabinizauii Stabilization operations Horbulin
pi3Hi BilicbKOBI Micii, 3aBgaHHA i the different military missions, (2017) -
3axoan, WO npoBoaAaTbcA  Ana actions and activities, undertaken to p.159
NigATPUMKN abo BiaHOBNEHHA support or restore safety and
6e3neyHoro i HagiHoro stability, ensure the provision of
cepenoBuLLa, 3abesneveHHs essential public services and
HeobxigHMX geprkaBHMX nocayr, humanitarian aid, as well as
PEKOHCTPYKLUi KPUTUYHOI reconstruction of critical
iHbpaCTPYKTYpH, a Takox infrastructure.
r'YMaHiTOPHOI 4ONOMOTrN.

225. OnopHicTb (pe3ncTeHTHicTb) Resistance Gryshko et al.

30AaTHICTb  CUCTEMW  YMHUTM  Onip
30BHilIHIM Bn/nMBam abo 3arposam,
dYHKUIOHYBAaTU  NpU  NiABULLLEEHUX
HaBaHTa*KeHHAX. O4Ha 3i CKNagoBuUX
Cmilikocmi

ability to resist external influences or
threats and function under increased
loads. One of the components of
Resilience

(2024)
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226. “OTpyeHHA xewTteramu” “Hashtag Poisoning” Bradshaw &
BMKOPUCTAHHA xewrTerig, using the spam trending hashtags to Howard

"noBegiHKka" AKMX cxoxa Ha cnam, disrupt criticism or other unwanted (2017) - p.9

wob 3pynHyBaTM KpPUTWMKY abo iHWi conversations through a flood of
HebarkaHi Auckycii Yyepe3 noTik He unrelated tweets
noB’A3aHMX TBITIB
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HimeuunHoto Ta CPCP (1939 p.), skui
po3ainsae LeHTpanbHO-CxigHy
€Bpony Ha HiMeubKy Ta PaaAHCbKY
30HM BNAKBY. Pocilicbka nponaraHaa
npeacTaBnsne ue Ak
OOCATHEHHA PagAHCbKOI ANniomarii,
AKMM POCIAHN MOXKYTb NMULIATUCA.

Be/nKe

MopaHHA arpecmBHOro
A0rosopy BMMNPABAAHOrO
060pOHHOrO 3axoA4y CBiAYNTL NPO Te,
LLLO MPEBEHTUBHE 3aCTOCYBAHHA CUIN
npoTu AeprKaB
po3rnAgatTm AK  3aKOHHWUM
nepecnigyBaHHsA HaUiOHANbHUX
iHTepeciB Ta 3MiUHEHHA
6e3neku.

Bo4yeBnab
AK

iHLWWX MOMHa

3acib

BJIaCHOI

Pesontouia €sponapnamenty 2019
nosHaumna [lakt MonotoBa -
Pi6beHTpona fAKk  be3nocepedHio

Germany and the USSR (1939), which
dividing Central-Eastern Europe into
German and Soviet zones of
influence.  Russian  propaganda
presents it as a great achievement of
Soviet diplomacy which Russians can
be proud of.

The depiction of a patently
aggressive treaty as a justified
defensive measure suggests that
preventive use of force against other
states can be regarded as a legitimate
means of pursuing national interests
and strengthening one’s
security.

own

The 2019 European Parliament’s
resolution labelled the Molotov—
Ribbentrop Pact as an immediate
cause of the outbreak of the Second
World War

of the European Union WARN 118
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227. MakeTM cuHXpOHI3oBaHMX artak Synchronized attack packages MCDC (2017)
(SAPs) (SAPs) -p.32
KoHKpeTHuI MMECI- Habip specific set MPECI-instruments of MCDC(a)
iHCTPYMEHTIB  cuAK (minitapHi, power (Military, Political, Economic, (2019)-p.90
NOANiTUYHI, eKoHomiuHi, couianbHi, Civil, Information), means that are
iHpopMaLinHI), Akui  synchronized and tailored to specific
CUMHXPOHI30BaHMI Ta NpucTtocoBaHM vulnerabilities that are used in a
00 KOHKpeTHux Bpasnusoctel, aki hybrid warfare attack.
B_M KOpMCT__OBX*OTbCH B arakax  see also: Synchronization of Means
ribpnaHoi BiiHW.
[unB. Takox: CuHxpoHi3auia 3acobis

228. Nakt MonoTtoBa — Pi66eHTpona npo Molotov-Ribbentrop Non- Domanska
HeHanap, (Nakr lithepa-CraniHa) Aggression Pact (Hitler-Stalin Pact)  (2019) —p.5
OauH 3 HapaTMBIiB Kpemns one of the Kremlin narratives, European

. . . Parliament
MaKT NPo HeHanag MiX HaUUCTCbKO non-aggression pact between Nazi (2019) 3
-— p-
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NPUYMHY no4vaTKy [pyroi cBiTOBOI
BilAHM
223. MNepeKoHAUBICTb CTPUMYBAHHSA Credibility of deterrence MCDC(a)
BOA1A 34iMCHIOBATH 4ii, AKi BUMaratoTb the will to carry out actions that (2019) - p.35
BMTPAT Big, CynpOTUBHMKA impose costs on the adversary
OauH i3 "mpoeox C" — komnoHeHmie One of the ‘three Cs’ of deterrence
CMPUMYBAHHA.
230. . . .
Mepexig Ha ocobucrocTi Ad Hominem MSB (2018) —
(nat. - "aprymeHT, cnpAamoBaHui Ha attacking, discrediting and ridiculing p-19, 26
noguHy") - Hanaga, auckpegutaudiata  the person behind an argument to
BMCMitOBaHHA 0CobM, AKa cToiTb 3a silence, deter or discourage.
apTYMEHTOM, — ANIA — NPUMYWIEHHA o ohe of the Malign Rhetoric
0CcObU [0 MOBYAHHA, CTPUMYBAHHA methods.
YW 3HEOXOYEHHS.
OguH 3 meToAdiB  Pumopuku
BukpueneHHA.
231. . .
Nigpo6Kku Forgeries MSB (2018) —
MeToA, AKUM BUKopucToByeTbcs B a method that is used in Deceptive p.13, 20
OmaHnusux I0eHmuyHoCcmsx. Identities.
ABNAE coboto ¢dabpuKkyBaHHa Fabricating official documents is an
0iLiMHMX AOKYMEHTIB. effective way of making
Ue edektueHmii cnoci6 3po6uTi disinformation appear authentic. For
. . example, fake letter heads, stamps or
AesiHbopmauio CNPaBXHbLOI.
. . signatures can be used to produce
Hanpuknaa, nigpobneHi 3aronoBku _
. . forged documentation.
JINCTIB, WTaMNM YM NiANNUCU MOXKYTb
6yTN BUKOPUCTAHI ANA BUTOTOBNEHHSA
nigpobneHoi 4OKYMeHTaLl.
232.

MNigTBepAa)KyBanbHa ynepeaXKeHicTb

NCUXONIOTIYHE ABMULLE: MM CXUJbHI
HagasaTu nepesary iHbopmalii, AKka
niaTBepaXye NyLWeHHA,
nigTpumye nosuuii i
obparkae Halli Bia4yTTS.

Hawi

Hawi He

Confirmation Bias

the psychological phenomenon: we
tend to favor information that
confirms our preexisting
assumptions, supports our positions

and does not offend our sensibilities.

Vilmer et al.
(2018) - p.31
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233. MNnaHyBaHHA Ha onepatuBHomy Operational-level planning / NSA (2013) -
piBHi operational planning p. 2-0-3
ue piBeHb ynpaBniHHA, Ha Akomy level at which campaigns and major
KamnaHii Ta OCHOBHi onepauii operations are planned, conducted
NAaHyoTbCs, noBoAATbLCA Ta andsustained to accomplish strategic
NiATPMMYIOTbCA 3 MeTOlo focArHeHHs objective within theatres or areas of
cTpaTeriyHmMx uinet B TeaTpi abo B operations.
panoHax MPOBEAEHHA onepatin. Note: The preferred English term to
JosigKoso: Halikpawmii designate the planning of military
aHTNIACbKMI TEPMIH, WO BXUBAETbCA operations at the operational level is
ansa BU3HAYEHHA noHaTTa “operational level planning”. The
naaHyBaHHSA onepaLuii Ha term “operational planning” is not to
onepaTUBHOMY piBHi - ue be used so as to prevent confusion
«MNNaHyBaHHA Ha onepatMBHomy with “operations planning”.
piBHI». TepmiH «onepaTtmeHe
NAaHyBaHHA» MOXe ByTn cnayTaHui
i3 TepmiHOM «NNaHyBaHHA
onepauiny.

234. "MnopanictuyHe HesirnacTeo" ‘Pluralistic Ignorance’ Szwed (2016)
ABULLLE, KO/IM oAU MaloTb XxnmbHe a phenomenon of people having a —p.39
BPaXKEHHs Npo Te, WO iHwWi gymatotb false impression of what others think
3 Pi3HUX NUTaHb. fABuUlle BMHWMKae, about  various matters. The
KoM noan  HesipHO yABaAlTb phenomenon occurs when people
ynogobaHHA uyneHis rpynu, Ao akoi have an incorrect belief about the
BOHW HanexaTtb abo nparHyTb 6yTn ii  preferences of the members of a
yactuHot. Le moxe crtatuca B group they belong to or aspire to be
cutyauii  gediunty iHpopmauii - part of. It may occur in a situation of
BiACYTHOCTI 3B'A3KYy MiX uneHamum information deficit — lack of
rpynu, KOAM Yy HAC CKNAJAeTbcaA communication between members
BPA*KEHHA, WO iHWi 4yneHn 3HatoTb of a group, when we have an
Kpalue 3a Hac i 34aTHi  impression that other members
BMKOPUCTOBYBATU CYTTEBI aprymeHTn know better than us and are able to
B AMCKycii. Y uin cutyauii mm use substantive arguments in
NoKMadaemMocb Ha ,ixHi AaymKku”, adiscussion. In this situation, we rely
HaBiTb AKWO UMX AYMOK Hacnpasgdi on ‘their opinions’, even though
He iCHYE. those opinions do not actually exist.

235

" Mobyposa iHpopmauii

Information Building

Szwed (2016)
-p.13

Erasmus+ Capacity Building Project WARN
610133-EPP-1-2019-1-FI-EPPKA2-CBHE-J



Co-funded by the
Erasmus+ Programme

of the European Union WARN 121
Ne UA EN Oxepeno
ue metog i npouec, 3a gonomoroto is the method and process by which
AKMX NAnatHi  Tponi Hamaratotbca paid trolls attempt to create positive
CTBOPUTU NO3UTMBHE BUCBITAEHHA B coverage in the internet and offset
IHTepHeTi Ta KomneHcyBaTn negative coverage in line with the
HeraTMBHe BUCBIT/IEHHA BignosigHo objectives of the patron’s
[0 uinei iHpopmauiiHoi nonitkn information policy.
NOKpoBUTENSA.
236. 1] n ‘ H H ’
MNobypoBa nnatpopm Building Platforms Szwed (2016)
OOMH i3 MeTomiB npuBHeceHHa is one of the methods of introducing p. 81
i4,€0N0rYHOro KOHTEHTY. ideological content.
O3Hayae MigKNOYEHHA  KOXXHOFO means connecting every subject to
cyb'ekTa A0 TOro KOHTeHTy, AKui the content one wants to
b6a)kaHo nepepaTtn, 3a gonomorow communicate through the use of
noriyHoro  3B’A3Ky,  Hanpuknag: logical linkage between them, e.g. It
"BapTo nam’aTtatu, wo ...", "ue uikasi is worth remembering that..., Those
3ayBaKEHHS, O4HaK, wob are interesting remarks, however, in
posibpaTncb B cuTyauii, noTpibHo order to understand the situation
nam’ataTy, wWwo..." Towo. well, one has to remember that...,
AMB. TaKoXK "3aincoOnceHa MNaamiska" etc.
see also ‘Broken Record’
237.

MoBTOpEHHA KNIOYOBUX HapaTUBIB

NMOBTOPEHHA  paHille  OMnuUCaHOoro
HapaTMBy ab0 NOCKIEHHA aKUEHTY Ha
3HayeHHi Tiei abo iHWoOI nogji.
MNoBTopeHHA nepepbayae, wo 3MI
abo nponaraHAUCTM pPO3MNOBiAAlOTb
npo Ty camy nogito abo HapaTus, ane
B)e 3 HOoBMM 3micTom. Lle oauH 3
HanedeKTUBHILNX

nponaraHANCTCbKMX npuUMomis.
lNoBTOpeHHA HaZa€ nNpPaBAMBOCTI
iHbopMmalLiii, He3anexHo Bia TOro, um
€ BOHa Hacnpasai NpaBAMBOK 4Mn
HenpaBAuBO. BUKOPUCTOBYETLCA AK
OOMH 3 MeTo4iB MPUBHECEHHA
ipeonoriyHoro KOHTEHTY.
MNosToptoBaHiI Nerko
nepeTBOPOTLCA

HapaTtusu
Ha CTepeoTunm,

Repetition of key narratives

repetition of a previously described
narrative, or add to, the emphasis on
the meaning of that event. Mass
media or propagandists recount the
same event or narrative, yet the
meaning may be new. It is one of the
most effective propaganda
techniques. Repetition makes
information appear truer, regardless
of whether it is actually true or false.
Repeated narratives easily turn into
stereotypes people may act upon. If
one hears the same narrative several
times and especially from different
sources, they would be inclined to
believe it no matter whether it’s true
or false.

Kalensky et al.
(2024)
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AKUMU IIOAN MOXKYTb KepyBaTucA. See also Broken Record
AKLWO NOAMHA YYE OAMH | TOW CamMni
HapaTMB KifibKa pasiB, 0cobsimBo 3
pi3HWX pyKepen, BOHA byae cxunbHa
NOBIPUTU B HbOTO, HE3aNEXKHO Bipg,

TOrO, npasanBUiA BiH ym
HenpasauBUN.
[nB. TaKoXK 3aincoxceHa naamisxka

238. MNonemiyHunit aprymeHT Eristic Argument Szwed (2016)
aprymMeHT, MeTOl AKOro € ycniwHe an argument that aims to —p.44
OCKapXKEHHS YyXKOro aprymeHTy, a He successfully dispute another’s
MOLUYK iCTUHM. argument, rather than searching for

truth.

239. Monicy6’eKT Polisubjekt Cullen et al.
BasoBuit KoHuenT Hosoi modeni Thisisthe basic concept of the model (2021) - p.19
BHYyMpiWwHbL020 KoHMpoato Had a New model for controlling Russia
pociero. internally.

Lle camoperynboBaHa rpyna ntogeni, This is a self-regulating group as one
AKa po3rnagjaetbca  AK  uinicHnit  comprehensive body, that has unity
opraHiam, WO Mae €aHicTb 4epe3d through the intimate interactions of
TicHy B3aemogito cBoix cyb’ekTiB Ta its subjects and their uniform
iXHiM PiIBHOMipHUI po3BuTOK. development. The polisubjekt
Monicy6’ekT ¢yHKUioHye Ak eamHe functions as a single whole, as one
uine, AK €OUHWIA oOpraHiam, Wo organism based on the unity of its
3aCHOBaHWM Ha €AHOCTI cBoix subjects and their interactions,
cy6’eKTiB Ta ix B3aemogaii, BiH 3gaTHMin  capable of adapting (as a unit) to
npucrocosyBaTuca (Ak oamHuua) go different circumstances and
pi3HMX obcTaBMH i B3aemogiatTn 3 interacting with other subjects within
iHwMMK  cyb’ektamm  BcepeamHi the community to pursue the mutual
cninbHOTY, wob cnigyBatm  course of development
cninbHomy Kypcy po3BuTKy. The so-called russianness is the
3B’A3yl04MM eNleMeHTOM pocilicbKoi connecting element of Russian
nonicyb6'ektHocti € Tak 3BaHa polysubjectivity. Concept developer -
pocilicekicmb. Po3pobHUK KoHuenty - V.Lepskiy

— B.J/lencbKnii

240.

MonitTnka nacnopTusadii

HedbopmManbHa MONITUKA

o0 HaZaHHSA

Kpemnsn
POCIACbKUX

Passportization policy

Kremlin's informal policies to deliver
Russian passports especially to the

Rotaru (2018)
-p.7
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0c06/IMBO  HACeNeHHIo
perioHiB  iHWKX

nacnopris,
CenapaTmUCTCbKUX
AeprKaB.

loeTbcA NpO HadaHHA POCiCbKOro
rpomagaHcTea 6e3 3gadi nacnopTa 3
pigHOI KpaiHwn.

populations of secessionist regions of
other states.

This involves granting Russian
citizenship without the surrendering
the passport from the home country.

241.

MoniTnuHuin
3arpos

AOMeH  ribpuaHux

Byab-AKe yrpynoBaHHA nepeBaXKHO
rPOMaZAHCbKNX cy6’eKrTiB,
opraHizauin Ta  IHCTUTYWiN, AK
odiLiHMX, TaK i HepopmanbHUX, AKi
34IMCHIOITb BAAZYy YW MNAHYKOTb Y
NneBHMUX reorpadiyHmnx abo
OpraHisauiMHUX  MeXax  LWJIAXOM
3aCTOCYBaHHA Pi3HUX dopm
noniTM4HOI  BNAgM Ta  BMAUBY.
BiH MICTUTb MOAITUYHY cUCTeMmy,
napTii  Ta  rO/JIOBHMX  aAKTOpIB.
BiH mae BigobparkaTn Ky/IbTYpHi,
icTopuyHi, pemorpadivyHi Ta iHoa4i
PenirinHi  YNHHMKKM, AKi PpopmytoTb
iAEHTUYHICTb cycninbcTBa.
OpguH 3 6-T1 MTMECII-pomeHis. OanH
3 13-tn pomeHis y KoHuenmyasnoHil
mooesni 2ibpudHuUX 3a2p03

Political domain of hybrid threats

Any grouping of primarily civil actors,
organisations and institutions, both
formal and informal, that exercises
authority or rule within a specific
geographic boundary or organisation
through the application of various
forms of political power and
influence.

It includes the political system,
parties and main actors.
It must be representative of the
cultural, historical, demographic and
sometimes religious factors that
form the identity of a society.
One of the 6 PMESII-domains. One of
the 13 domains in the Conceptual
model of hybrid threats

NATO (2013)
-p.1-8

242.

MNoniTUYHiI iHCTpyMeHTU ribpugHux
3arpos

MoNiTUYHUI  IHCTPYMEHT
BUKOPUCTAHHA NOJMITUYHOI Blagw,
30Kpema Ha AUNJIOMATUYHIN apeHi,
CNiBNPALIOOYN 3 PISHUMM AKTOPaAMMU,
o6 BMN/IMHYTK HA CYNPOTMBHUKA abo

O3Ha4ae€

CTBOPUTH BUrigHi YMOBM.
OauH 3 5-Tu MIIECI-iHCTpyMeHTIB.
lpyna iHCTPYMEHTIB v

KoHnuenmyanoHil moodeni 2ibpudHux
302p03

Political instruments

threats

of hybrid

The political instrument refers to the
use of political power, in particular in
the diplomatic arena cooperating
with various actors, to influence an
adversary or to establish
advantageous conditions.
One of the 5 MPECI-instruments. A
set of tools in the Conceptual model
of hybrid threats

NATO (2013)
-p.1-9
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243. Nonapusauin Polarisation MSB (2018) —
OAMH i3 cnocobiB noegHaHHA one of the ways to combine of p.23
meTtoais iHpopmauiiHoro Bnamsy information influence techniques Neudert &
(ave. KamnaHii Bnausy). (see Influence Campaigns). Marchal
MoniTnyHmn, coujanbHUi Ta The political, social and ideological (2019) - p.6
iaeonoriyHMi nogin cycninbct8 Ha division of societies into distinctly
YiTKO NPOTUAEXKHI rpynu. opposed groups
Monapwusauia niaTpumye ABi  Polarisation supports two opposing
NPOTUNEXKHI KpalHOCTI KOHKpeTHOi extremes of a specific issue. This is
npobniemu. Ue pocAaraeTbess  achieved by supporting pre-existing
NiATPMMKOO BXKE icHytoumx perspectives, using Social Hacking,
pO3KO/iB, BUKOpUcTaHHam Deceptive Identities online, and
CouianbeHozo 3namy, OmaHausux Disinformation. Often Trolls and Bots
I0eHmuyHocmeli Ta desiHgpopmauii. are used to further a polarised
Yacto Tponis Ta bomis discussion.

BMKOPUCTOBYIOTb  A/1A  NOAanblUOi
nonapusauii 4UCKycii.

244. Nonepea)XeHHA KOHNIKTY Conflict prevention NSA (2013) -
ue KOMMJIEKC onepawuiv 3 a peace support operations p.2-C-12
NiATPMMaHHA MUpYy, WO BKAoYae employing complementary
3aCTOCYBaHHA popatkosux diplomatic, civil, and - when
AMNNOMATUYHUX,  UMBINBHUX  Ta, necessary — military means, to
3a HeobxigHocTi, BilicbKoBMx 3acobiB, monitor and identify the causes of
AKa NnpoBoAnTbCA 3 meToto BUBYeHHs conflict, and take timely action to
Ta BM3HAYEHHSA NPUYMH BUHUKHEHHA prevent the occurrence, escalation,

KOHOANIKTY, a TakKoXK B4yacHoro or resumption of hostilities.
3anobiraHHA  MOro  BMHWKHEHHIO,

eckanauii abo Bi4HOB/IEHHIO

BiICbKOBUX AiiA.

245. MNonynism Populism Neudert &
NMOKa3HUIM NONITUYHWNI CTUNb, AKUIA a performative political style that Marchal

(2019) — p.6

BMKOPMCTOBYE NPOTH icTeBNILIMEHTY
PUTOPUKY, LLLO BUKINKAE PO3KOA Ta
npoTtucTasnse "nogein" Ta
HeBfoBMMmY "eniTy".

employs a divisive, anti-
establishment rhetoric pitting 'the
people' against an elusive 'elite’.
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246. MNopir Threshold MCDC(a)
BM3HA4YeHa BE/IMYMHA abo determining the magnitude or the (2019) - p.90
iHTEHCUBHICTb ¢yHKUioHanbHoro intensity of a functional status (for
CTaHy KPUTMYHUX  YyHKUiM  example, the ‘stress level’) of one’s
(Hanpuknag, "piBeHb cTpecy"), ski critical functions to be exceeded to
cnig, nepeBUWMTN Ana pocarHeHHAa achieve a  specific  status (for
KOHKpeTHoro crtatycy (Hanpuknag, example, normal or crisis). It is the
HopManbHOro 4m Kpusosoro). Lle the level of hostility at which
piBEHb BOPOXKOCTi, 3 fAKoro 6yae counteraction will be taken.
3AINCHIOBATUCA NPOTUAIA. See also: Sub-Threshold Challenges
OuB. Takox: [lornopoz2o8i BUKAUKU
247. . N e . N I
Mocnyrn nosuuioHyBaHHA, Haeirayii Positioning, navigation, and timing / DIA (2022) —

Ta yacy / PNT-nocayru

OauH i3 KOCMIYHMX  CepBiciB,
iHCTPYMEHTM Ta BPA3NMBOCTI AKOro
BMKOPUCTOBYIOTLCA Y  KOCMIYHOMY
domeHi 2ibpudHuUX 3a2po3.

MicTUTb KOCMIYHI MOXIMBOCTI AnA
nepegadi CUrHanieB vacy gna pisHux
3aCTOCYBaHb, BKAKOYAOYM NOBITPAHY,
Ha3eMHy, MOPCbKY Ta KOCMiYHYy
HaBirauito; BiACTEXKeHHA aKTMBIB Ta
HaBeAEeHHA 36poi.

PNT TaKoX nigTpUMy€e rpomanCbKmi

BMCOKOTOYHOI

TPAHCMNOPT; TOYHE 3emnepobCTBo;
aBTOHOMHe KepyBaHHA
TPAHCMOPTOM; CUHXPOHI3auia 4acy
ana ENEeKTPUYHUX  Mepex |
GaHKIBCbKMX  onepauiii;  3B'A30K
yepes 6GesgpoTtoBui IHTEpHeT i
EeKCTPeHy  Megu4Hy  A0MOMOry,
NoXexHy cnyxby Ta noniuito; a
TAKOX HaBirauinHi nocnyrm ans

3aNi3HUYHMX, aBTOMObBINIbHUX,
NOBITPAHUX | OKEAHCbKUX BaHTaXHUX
onepaduin.

PNT-services

One of the space-based services,
whose tools and vulnerabilities are
used in space domain of hybrid
threats.

This contains space capabilities to
transmit timing signals for various
applications, including air, land, sea,
and space navigation; asset tracking;
and precision weapons guidance.
PNT also supports civilian
transportation; precision farming;
autonomous vehicle guidance; time
synchronization for electrical power
grids and banking transactions;
communications across wireless
Internet and emergency medical,
fire, and police services; as well as
navigation services for rail, road, air,
and ocean cargo operations.

p.2
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248. NocTKoHNIKTHA (meokynoBaHa) Post-conflict (de-occupied) area Horbulin

TepuTopin the part of the area, where the (2017) -
YyacTuHa TepuTopii, Ha AKin Biabysca military conflict occurred and which p.158
30poiHUIM  KOHPAIKT | sAKka Oyna was liberated. This area features
3BifibHeHa. [ns  Takoi Teputopii destabilized economic situation,
XapaKTepHi aectabinizauis  ruined production, transport, energy
€KOHOMIYHOI cuTyauii, pyMHoBaHHA and social infrastructure, housing,
BMPOOHKNYOI, TpaHcnopTHOoi, both wurban and rural population
€HepreTUYHoI, coujanbHoi decline, lower employment and
iHbpacTpyKTypH, *utnosoro poHay, income rate. The resumption of the
BiATIK HaceneHHs, aeypbaHisauia Ta post-conflict (de-occupied) area
3HeNOAHEHHSA Cin, 3HMXKeHHA pisHA functioning requires special
3aMHATOCTI Ta A0XOAIB HaceneHHA. economic activity regimes. Currently
Ons  BigHOBNeHHA HopmanbHoro in Ukraine this term refers to the part
¢byHKUioHyBaHHA Takoi  Teputopii of Donetsk and Luhansk regions,
HeobxigHe 3actocyBaHHA Where a military conflict had started
cneuianbHUX pexxumis in spring 2014 and which was
rocnoaapcbKkoi aianbHocTi. Hapasi B  liberated in summer 2014,
YKpaiHi ue 4acTuHa TepuTopil
JoHeupKoi Ta JlyraHcbkoi obnacren,
Ha AKil 3 Bectn 2014 poky Biabyscs
36poMHNI  KOHPAIKT | sAKka Oyna
3BifIbHEHa BAITKY 2014 poOKy.

249. MNoTbOMKIHCbKI cena Potemkin Villages MSB (2018) -
meToa, AKWM BMKopucTtoByeTbca B a method that is used in Deceptive p.19-20
OmaHnusux I0eHmuyHocmsx. Identities.
lpaBui, AKi mawTb poctaTHbo Actors with sufficient resources can
pecypcis, MOXYTb  cTBOptoBaTU set up institutions or even networks
ycTaHoBM abo  HaBiTb  Mepexi of institutions that serve to deceive
YCTaHOB, fAKi cnyxaTb Ans obmaHy Ta and mislead. False companies,

BBeAeHHA B oOMmaHy. Henpasgumsi research institutions and think tanks
KOMMaHil, HayKoBo-gocnigHi are examples of so-called Potemkin
YCTAHOBM Ta aHaNiTU4YHI UueHTpu - ue villages which can create, and
npuKknagm TakK 3BaHux legitimate, false information.
NOTbOMKIHCBKUX Cin, AKIi  MOXYTb
CTBOptOBATM Ta  06rpyHTOBYBaTK
HenpasauBy iHpopmaliito.
250. MpeTeKkcTUHr Pretexting ENISA (n.d.)
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e TexHiKa BMKOpuCcTaHHA npeTtekcTy this technique the use of a pretext - a
(npuBoay) - omaHnmsoro false justification for a specific course
0obrpyHTYBaHHA NeBHOro cnocoby ainn  of action - to gain trust and trick the
— Ana Toro, wob 3aBotoBatM AoBipy victim. Example: the attacker claims
XeptBuM Ta BBectM 1i B omaHy. to work for IT support and requests
Hanpuknag, 3/10BMUCHUK the target's password for
CTBEpAXKYe, wWo npautoe B IT- maintenance  purposes.  Proper
niaTpMmUi, i npocuTb Naponb KepTeu identification and authentication
ana obcnyrosyBaHHA. LLLo6 yHMKHYTKM processes, policies and trainings
TaKux KibeparTak, HeobxigHo should be in place to circumvent such
3aMpoBagMTM  HanexHi npouecn attacks.
ineHTudikauii Ta aBTeHTUdIKaLT,
NONITUKM Ta HAaBYAHHA.
251. NpuitHATTA pilieHb Decision-Making Cullen et al.
Lle npouec Bnbopy sikorock piweHHA, This is the process of selecting a (2021)-p.13
AKe onucye cTaH cepepgosuiia B decision that describes the state of
KOHKPEeTHiN Touui npoctopy, cepen the environment at a specific point in
aNbTEPHATMB HA OCHOBI BM3HayeHoi space from among alternatives,
cMcTeMum uiHHoctel. based on a defined value system.
B KoHuenTyanbHil mogaeni In the Conceptual Model of Hybrid
ribpuaHux 3arpos NpuUMHATTA pieHb Threats, decision-making is
po3rnAgacTbcA AK ronoBHa Uinb considered the main target of actors
akTopis / rpasuis ribpngHux 3arpos. of hybrid threats. Hybrid influences
F6puaHi BNAKMBK cnpamoBaHi Ha Te, aim to undermine the victim's ability
wob nigipsaTn 34aTHICTb XKepTBn Ao to make independent decisions.
He3a/1eXXHOro NPUMUHATTA PilleHb.
252.

Mpokci-BiliHa

ue nigxiga, NpURHATUIA geprkaBamm,
AKI  4iloTb  4Yepe3  HedepMasHUX
akmopis y BOPOXNX Linax.
Ii kKno4OBOK O3HAKOK € NpAMe un
onocepegKoBaHe ¢diHaHCyBaHHA
TpaauLiiHUX abo HeperynapHUX cun
TPETIX CTOPiH, AKi nepebyBatoTb No3a
KOHCTUTYUiMHOrO  naay
OepXaB, a TaKoX Yy 36poliHomy
KOHONIKTI. CTpaTeriyHi uini cnoHcopis
nepeabayaoTb NOEAHAHHA NPUMYCY,
pyliHyBaHHA (nocnabneHHs Bopora)

meXxXamu

Proxy warfare

The approach adopted by states
acting through non-state actors for

hostile purposes.
Its key feature is the direct or indirect
sponsorship of third-party

conventional or irregular forces that
lie outside of the constitutional order
of states engaged in armed conflict.
The strategic objectives of sponsors
involve a combination of coercion,
disruption (weakening an enemy),
and/or transformation (engineering

Cullen et al.
(2021) — p.22
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Ta/abo TpaHcdpopmauji (ctBopeHHa a fundamental political transition in
dyHAaMeHTanbHUX NOAITUYHUX 3MiH  the target state).

Yy LiNboBii aeprKas.i).

253. MpoTtuaia arpecii Counter-aggression (CA) NSA (2013) —
etan B CucTemi npeBeHTMBHWMX a stage of the NATO Precautionary P 2-C-16
3axogis  HATO, nig 4ac sakoro System marking the transition froma
BiabyBaeTbca nepexig Big craaii condition of preparation and
NiAroToBKM Ta rotoBHocTi Ao ctagii development of readiness to one of
CaHKLiOHOBaHOro 3actocyBaHHA cun authorization for the employment of
HATO npotn gepxaBu abo kinbkox NATO forces against a nation, or
AEeprKaB, a TaKoX MNpoTU cua, Aki  nations, and against forces which are
NpPoBOAATb abo aktTMBHo conducting or actively supporting
NiATPMMYIOTb arpecito npotn aggression against NATO territory
TepuTopii Ta/abo cun HATO. and/or forces.

254. MponaraHpga Propaganda Vilmer et al.
1) cnpoba BRAMHYTM Ha AymKy Ta 1) an attempt to influence the (2018) - p.19
noBeAiHKy cycninbctBa 3 MmeTol opinion and behavior of society in Horbulin
NPUIMHATTA NoAnHOO Tiel uM iHwoi order for people to adopt a particular  (2017) —
OYMKW Ta NoBeaiHKN opinion and behavior p.159
2) NowwupeHHs iHbopmauji, ¢akTtie, 2) The spreading information, facts,
aprymeHTiB, YyTOK, HaniBnpasau abo arguments, gossip, half-truths or lies
b6pexHi 3 meToto BnAMBYy Ha AymKku, designed to influence the opinions,
eMoLiii, CTaBNeHHA 4KM noBeAdiHKy emotions, attitudes, or behavior of
nesBHoOi rpynn  ana  oTpuMMaHHA any group in order to benefit the
npamMoi Y1 onocepeaKkoBaHoOi BUrogn sponsor, either directly or indirectly.
3aMOBHWKOM.

255.

Mpopociicbki
(rpomapcbka opraHisauis)

ncespo-fo

FO-nopaibHi cTpyKTypKn, AKi diHaHCcye
ypA4 pocii.

cnocib iHCTpymeHTani3auii
rPOMagAHCBLKOro cycninbcTea
Kpemnem.

6arato 3 ymx "I0" imiTyoTb 3axigHi
niaxoau, Hanpuknaz, 3BMHYBaYyOUK
ypaan pPaAsHCbKMX
pecnybiK y cepiio3HUX NOPYLUEHHAX

KOJIMLWHIX

(pro)-Russian pseudo “NGOs”

NGO-like structures financed by the
Russian government.

way of instrumentalization of civil
society by the Kremlin.

many of these “NGO”s mimic
Western approaches, for example by
accusing the governments of the
former Soviet republics of serious
human rights violations, especially
toward Russian minorities; others

Rotaru (2018)
-p.8
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npas AwAWHKM, ocobamBo wopo variously promote the  Russian
POCIMCbKMX  MeHWWH; iHwi no- language and defend the Russian
pi3HOMY NponaryoTb pociiicbky moBy interpretation of history, demonize
Ta 3axmMLatoTb pociiicbky EU association agreements as a
iHTepnpeTauito ictopii, gemoHisytotb “form of occupation” and an
yrogm npo acoujiauito 3 EC sk "dpopmy instrument to “lure states into
oKynauii" Ta iHcTpymeHT NATO,” promote conservative values
"3amaHioBaHHA aepxas y HATO", and Orthodox Christianity as the core
nponarytoTb KOHcepBaTUBHI LiHHOCTI of Eurasian civilization in opposition
Ta npaBocCnaBHE XPUCTUAHCTBO sK to “foreign” European values, and
A4pO  €Bpasiicbkoi uuBinisauii B mobilize people onto the streets for
ono3nuii  "yykux" eBponencbkux pro-Russian integration protests and
LiHHocTel Ta mobinisauii ntogeit Ha to stir up tensions.
?ynmul . AR npop(?cmcu(mx range from associations representing
IHTErpauinHnX I'IpOTeC.TIB T Russian  minorities, pro-Russian
PO3NANEHHA HANPYKEHOCTI. youth movements, think tanks,
BapitoloTbCA  Big4 acouiauii, wWwo analytical centers, election-
npeacTaB/ATb POCINCbKI MEHWWHKN, monitoring organizations, and
NPOPOCINCBKI  MONOAIXKHI  pyxu, proRussian or secessionist
QHaANITUYHI  ueHTpn, opradisauii 3 institutions.
MOHITOPUHTY Bubopis Ta
NPOpPOCINCbKI abo cenapaTUCTCbKi
YyCTaHOBMW.
256.

McuxonoriyHa BiiHa

3axo4u, Moe’s3aHi i3 BN/JIMBOM Ha
LiHHOCTI Ta cCUCTeMy nepeKoHaHb
LinboBOi ayauTopii, ii cnpuiHATTA,
emolLii, MOTUBM, MiIpPKyBaHHA Ta, B

igeani, Ha iX noBesiHKy.

MeTol  MCUXO/NIOTIYHOT  BiliHM €
nocnabneHHa MopanbHOro  Ayxy
OMOHEHTA Ta 3MiUHEHHA BAACHOro
MOPANbHOrO  Ayxy,  CTBOpPOHOYM
aTmocdepy, B AKiN uinboBa
ayauTopia crtae 6inblWl cxuabHa A0
BCENAHb.

€ 0AHUM 3 3-X eNeMEeHTIB KUTaUCbKOI
cTparerii "Tpu siliHu"

Psychological Warfare

those activities associated with
influencing a target audience’s values
and belief system, their perceptions,
emotions, motives, reasoning, and,
ideally, their behaviour.

The purpose of psychological warfare
is to weaken the morale of the
opponent and strengthen one’s own
morale, creating an atmosphere in
which the recipients of statements
are more prone to suggestion.

Is one of the 3 elements of the
Chinese strategy "Three Wars"

Szwed (2016)
—-p. 62

Nissen (2015)
- p.67

Fokin (2016)
-p.7

Cullen et al.
(2021) - p.21
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257.

MNy6niuHa gunnomarin

€ ¢dopmoto cninkyBaHHA ypaay 3
nmoabmu (G2P) i, oTKe, Bigpi3HAETbCA
BiA4 TpaguuinHoi aunnomarii, AKa €
dbopmoto  CniNKyBaHHA  ypagy 3
ypagom (G2G). My6nivHa
OMNN0OMATIA MICTUTb 3yCMANa ypAaais
OAHIEl Hawji HaacMnaTu
NOBIAOMNEHHA 6e3nocepesHbO
"nogam" B iHWIN KpaiHi | € YacTUHOO
M'siKoi cuan.

Pi3Hi 3axoam, nos’aA3aHi 3 nybiyHOO
OEMOKPATIEID, BKAKOYAKOTb: OCBITHI
06MiHM Ta Nporpamu AnA HayKoBLiB
Ta CTYZeHTiB, HaBYaHHA / OCBiITa MOBM
Ta  KynbTypu, nporpamu  Ana
BiABiAYyBauiB, Ky/bTypHi 0bMiHM Ta
3axoAn, pagio- Ta TenesisinHe
MOB/EHHA.

Public Diplomacy

is a form of government to people
(G2P) communication and therefore
differs from traditional diplomacy
that is a form of government to
government communication. Public
diplomacy comprises the efforts of
governments from one nation to
send messages directly to the
“people” in another country and is
part of soft power.

Various activities associated with
Public Diplomacy includes:
educational exchanges and
programmes for scholars and
students, language and culture
training/education, visitor
programmes, cultural exchanges and
events, radio and TV broadcasting.

Simons
(2015) — p.2

258.

NECI

abpesiaTypa, WO nOeAHYe Habip
HeBIMCbKOBUX [HCmpymeHmis cunu,
AKi BUKOPUCTOBYIOTbCA akmopamu /
epasyamu 2ibpudHux 3a2po3:
NONITUYHI, EKOHOMIYHI, couianbHi Ta
MiXXHapPOAHi IHCTPYMEHTH.

PECI

This is an acronym that combines the
spectrum (set) of non-military
Instruments of power used by actors
of hybrid threats: political, economic,
civil, international tools.

MCDC (2017)
-p.4

259.

NMECII

abpesiaTypa, O NOEAHYE CNEKTP
(Habip, nepenik) gomeHiB ribpuaHux
3arpos:

e [lonimu4Huli domeH

e Bilicbkosuli domeH (minimapHuli)
e EKOHOMIYHUU OomeH

e CouyianbHuli domeH

e |HpopmauitiHuli domeH

e |HppacmpykmypHuli domeH

PMESII

This is an acronym that combines a
spectrum (set, list) of domains of
hybrid threats:

e Political domain
Military domain

e Economic domain

e Social domain

e Information domain

e Infrastructure domain

MCDC (2017)
-p4
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MerTa PEB - nos6asuTn
CYynpOTUBHMKA nepesaru
€/1eKTPOMArHITHOro  CneKkTpy Ta
3abe3neuntun 6e3nepeLwKoLHNM

APYXKHi 4OCTyn 40 HbOrO.

PEB cKnapa€etbCA 3 TPbOX OCHOBHMX
€/1eMeHTIiB: pafioeNieKTPOHHA aTaka
(EA), enektpoHHuit 3axuct (EP) i
pagioenekTpoHHa niarpumka (ES).
PEB MIiCTUTb BUKOPUCTAHHA
oxcamiHey  Ta  cnygiHey — ana
KOHTPOJIHO €NeKTPOMArHiTHOro
CnekKTpy. TaKoX TYT
BUKOPMUCTOBYHOTLCA HaCTynHi
npumMomu: ans
nepexonneHHs, BU3HAYEHHA
MiCLLe3HaAXOAKEHHA, iaeHTUdiKauia,
BMABNEHHA, MOPYyLWeHHA, obmaH,
3aXMCT, aHani3 Ta KpMNATOaHani3
TOLLO.

CUrHanun

CknagHo  BigpisHutM  PEB  Big
HEeHaBMMUCHOro  BTpyyYaHHA. PEDB
cnpusie  ycnixy  iHGopMaLiiHKX,
KOCMIYHWX onepauin ribpmaHoi BiHM
TOLWO

to deny the opponent the advantage
of—and ensure friendly unimpeded
access to—the electromagnetic
spectrum.

Electronic warfare consists of three
major subdivisions: electronic attack
(EA), electronic protection (EP), and
electronic warfare support (ES).
Electronic warfare includes using
jamming and spoofing techniques to
control the electro-magnetic
spectrum. The following techniques

are also used here: signals
intercepting, locating, identifying,
detecting, disrupting, deceiving,
protecting, analyzing, and

cryptanalyzing etc.

EW can be challenging to attribute
and distinguish from unintentional
interference. EW contributes to the
success of information operations,
space operations of hybrid warfare
etc.

of the European Union WARN 131
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260. Papio-enektpoHHa 6opoTtbba (PEB) / Electronic warfare (EW)
EnektpoHHa BiitHa Any action involving the use of the Gordon
. . (2014)
Byagb-aka pia, wo nepeabavae electromagnetic spectrum or
BUKOPUCTAHHA  enekTpomarHitHoro directed energy to control the
cnekTpy abo cnpsmoBaHoi eHeprii spectrum, attack an enemy, or CICS (2007) -
ANA  KOHTPO/IO TaKoro cnekTpy, impede enemy assaults. p. -4
Hanagy Wa  npoTMBHMKa 6o This is an element of the
MEPELLKOAMKAHHA Hanaay technological aspect of strategy and
NPOTUBHUKA DIA (2022) -
: an element of the combat power of 0. 44
LUe - enemeHT TexHonoriyHoro the armed forces.
acnekTy cTpaterii  Ta enemeHT The purpose of electronic warfare is
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261. PedneKkcMBHMIA KOHTPO/b Reflexive control Cullen et al.
CneuundiyHnii  meton coujanbHoro A specific method of social control, (2021)-p.19
KOHTPONIO, AKMMA 6asyeTbca Ha AKMA GasyeTbcA Ha manipulation. It
MaHinyaayii. MNepenbayae involves manipulatingindividuals and
MaHinynoBaHHA  iHAMBIAAaMKM  Ta social groups in order to change the
couianbHMMM rpynamm 3 metoto behavior of the adversary when they
3MiHM NOBeAiHKM NPOTUBHWKA, KoK are unaware that their decisions are
BiH He 340raflyetbCs, WO Koro not voluntary.
piweHHs He € pobposinbHMm. Reflexive control works like reverse
PednekcmBHUI KOHTPOAIb Npautoe sk psychology: the  opponent s
380POMHA rncuxonoeif: onoHeHTom manipulated into believing that the
MaHinyoTb, Wob nepekoHaTu, wWo decision was made of his own free
piweHHs 6yno npuiHATO 3 Moro  will.
B/1ACHOI Boni. This approach was developed by
LUen nigxia po3spobnenuit Meopriem Georgii Smoljan, based on the theory
CmonaHom  Ha  ocHoBsi  Teopii of reflexive games of V. Lefebvre and
pednekcnBHux irop B. Nledespa i € is the basis for Russian strategic
NigrPYyHTTAM onA pocilicoko2o thinking.
cmpameziyHo20 MUCEeHHA
262. PeuenTUBHICTb, CNPUAHATAUBICTDb Receptivity NSA (2013) —
ypasnmBicTb UinboBoi ayauTopii Ao the vulnerability of a target audience p. 2-R-4
NneBHUX MeAinHMX 3acobiB BefeHHA to particular psychological
MCUXONOTIYHMX onepaLii. operations media.
263. Putopuka BukpusneHHa (Hakneny)  Malign Rhetoric MSB (2018) —
p.19, 26

€ O4HMM i3 MeToAiB iHbopMaLiiHOro
BnAuBy (ans. Kamnawii Bnausy).

PutopuKa - ue BM3HaHa i NpupoaHa
YyacTUHA AEMOKPATMUHMX aebarTis, ae
KOXXEH Ma€ NpaBO BMCJ/IOBUTU CBOLO
AYMKY Ta B3ATW y4acTb Yy NybaiyHUX
obrosopeHHaAx. [leBHa  KiJIbKiCTb
PUTOPUKM €  MNPURHATHOKO B
nybniyHmx  pgebartax, ToOAi
HaKNenHWUbKa pPUTOpPUKA —  Hi.
Putopunka Hakneny
dparmeHTOBaHUI XapaKTep PO3MOB
Yy CyyacHi nybniuHin coepi, wob
CKanamytTutn Boay, obayputn Ta

AK

4acTo Ma€

is one of the information influence
techniques (see Influence
Campaigns).

Rhetoric is an accepted and natural
part of democratic debate where
everyone has the right to voice their
opinions and engage in public
deliberation. A certain amount of
rhetoric is accepted in public debate
whereas malign rhetoric is not.
Malign rhetoric exploits the often-
fragmented nature of conversations
in the contemporary public sphere to
muddy the waters, deceive and
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BBECTM B OMaHY, a TaKoX 3HeoxoTntn mislead, and discourage actors and

yyYacHuKiB BpaTtu yyactb y nybniyHux voices to participate in the public

Aebatax. MowwupeHmm  3acobom debate.

HaKnenHl_"U'bKO' ) PUTOPUKK ® A common vehicle for online malign

InTepHeri e Tposi. rhetoric is Trolls.

Le BKmOL!aG: ﬂe/cfeXId HO includes: Ad Hominem,

o.co6ucmocm/, Axkwoooiszm, Tanon Whataboutism, Gish-Gallop,

liwa, Conom’aHe onydano, Hanad v .

Strawman, Hijacking etc.

(4opHa puTOpMKa) TOLLO.

264.

Po3BMHeHa cTana 3arposa (3arposa
niaABULLLEHOI CKNagHOCTI)

AKTOp, AKMWA  BOJIOAIE MNOBHUM
CNEKTPOM TexHiK 36opy po3BigaaHmx
i nepecnigye KOHKpeTHi Uini, a He
npocTo  WyKae iHdopmauito 3
¢diHaHcoBOW BMrogow abo 3 iHwWo
METO0, KEPYHUMCb AK HAMIpoM, TaK i
MOX/UBOCTAMMU, @ Came 3AiINCHIOE
aTakM 4epe3 CKOOPAMHOBAHI  Aii
nopjen, a  He 32 [0NOMOroH
6e3ayMHMX i aBTOMATU30BaHMX

LUMATKIB KOAY.

3NI0YUHHI AKi  3aMmatloTbCA

rpynu,
Kibep3n0UYnHHICTIO,
PO3BMHEHOO
3arpo3oto abo 3arpo3oto NiaBULWEHOI
CKnagHocTi. Halbinbw Bigomow €

APT41, AKka TaKOXX HOCUTb Has3BU

4aCToO pasom

Ha3nBaAlOTb CTanotko

Double Dragon ab6o Cicada. i
NPUAHATO BBaXKaTu rpynoto,
CNOHCOPOBAHO KMTaMCbKOO
[ePKaBolo, o 3aMMaETbCA
KibepLnuryHCTBOM Big, imeHi ypaay,
oAHo4YacHo  bGepyyM  yyactb Yy
¢diHaHcoBO MOTMBOBaAHMUX
Kibep3nounmHax ans  ocobucToi
BUFOAM.

Advanced persistent threat

An actor equipped with the full
spectrum of intelligence-gathering
techniques, pursuing specific
objectives rather  than just
opportunistically

seeking information for financial or
other gain, and guided by both intent
and capability, namely executing
attacks by coordinated human
actions rather than mindless and
automated pieces of code.

The opaque groups that engage in
cyber crime are often collectively
referred to as Advanced Persistent
Threats (APT). Perhaps the most
widely reported case is that of APT41,
also known as Double Dragon or
Cicada, which is generally assessed to
be a Chinese state-sponsored group
that engages in cyber espionage on
behalf of the government, while
simultaneously  participating  in
financially motivated cybercrime for
personal gain.

Jokinen et al.,

(2022) — p.15
Missiroli
(2021) - p.11
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265. - - - .
PocilicbKa ekocucrema Russia’s disinformation and GEC (2020) -
AesiHpopmalii Ta nponaraHgm propaganda ecosystem p.3
CYKYMHICTb oodiuinHmx, the collection of official, proxy, and
YNOBHOBAXKeHMX (onocepenKoBaHMx) unattributed communication
KaHaniB  KOMyHiKauii, a TaKkox channels and platforms that Russia
nnatpopm 6e3 3a3HayeHHA TaKoi uses to create and amplify false
NPUHANEXKHOCTI, AKi pocia narratives. The ecosystem consists of
BMKOPUCTOBYE Ana cTBopeHHA Ta five main pillars:
nocuneHHAa ¢anblmMBMX HapaTM’BiB. - official government
Ekocuctema cxnagaeTbcn 3 n'Aamm communications,
OCHOBHMX €NEMERTIB: - state-funded global messaging,
- 0QiuUiNHi AeprKaBHI KOMYHiKaLii, - cultivation of proxy sources,
- ¢iHaHcoBaHiI Oep)kaBolo - weaponization of social media,
rnob6anbHi NOBIAOMAEHHS, - and cyber-enabled
- BMPOLLYBAHHA NPOKCi-gxKepen, disinformation.
- 036pOEHHA coujianbHUX Megia,
- pesiHpopmauia 3a nNiATPMMKM
Kibep-3acobis.
266. PociiicbKa nonituka nam’aTi Russia’s politics of memory Domarniska

CTAaHOBUTb  BaXX/MBUIM  eNeMeHT
[pocilicbKoi ] AepraBHoi
nponaraHAan: iCTOPMYHiI GaKTK Ta ixHi
iHTepnpeTauii nignopAaKOBYHOTb
NONMITUMHUM  iHTEpecam TuX,
NPUAMaE PilleHHSA.

XTO

CKNafaEeTbcA 3 iAel Ta MpPaKTuK,

CNnpAMOBaHUX  Ha  PopmyBaHHA
KONeKTMBHOI Nam’ATi Ta icTopuyHOro
AMCKYPCY B TaKMi  cnocib, wo

Bi4MNOBI4AE MONITUYHMM [HTEpPEecam
[pocilicbkoi  ]npasnayoi Ii
BMPOBAAXKYIOTb AEPrKaBHI YCTaHOBMW,
NiAKOHTPONbHI LeprKaBi 3Ml,
YyaCTMHA HAYKOBMX Ki/l Ta Meperka

enitm. i

couianbHUX opraHisauin. MNonitmka
nam’ati  mae 6ytm  oAHMM i3
iHCTpyMeHTIB neritumau,ii

aBTOPUTAPHOrO pexumy. Ii 3HaueHHs

3pOCTaE, KOAM  BMAMB  iHWMUX

constitutes an important element of
[Russian] state-sponsored
propaganda: historical facts and their
interpretations are subordinated to
the political interests of decision
makers.

consists of ideas and practices
designed to shape collective memory
and historical discourse in a way that
serves the political interests of the
[Russian]  ruling elite. It s
implemented by state agencies,
state-controlled media outlets, a part
of academia and a network of social
organisations. The politics of
memory is intended to be one of the
tools for legitimising an authoritarian
regime. Its significance grows
whenever the impact of other
legitimising  factors  (economic,

(2019)-p.1, 3
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NeriTumisyroumnx ¢dakTopie political, social and international)
(eKoHOMIYHMX, NONITUYHUX, Wanes.
couiafibHMX  Ta Mi¥KHapPOAHMX)
3MEHLUYETbCA.
267. - . .
Pociiicbke Kpoc-gomeHHe Russian cross-domain deterrence Adamsky
CTPUMYBAHHA deterrence that being composed of (2015) -p. 37
CTPUMYBAHHA, fAKe CKaagaetbca 3  three intertwined concepts: Sweijs &
TPbOX B3aemoMNoB'A3aHMX NOHATb: traditional nuclear deterrence; non- Zilincik (2019)
TpaguuiiHe ApepHe cTpumyBaHHA; nuclear (conventional) deterrence -p.14
HesgepHe (3aranbHonpuitHaTe) relying mostly on precision-guided
CTPMMYBaHHA, WO Noknagaetbca missiles and special forces; and
3pebinbloro Ha TouyHi KepoBaHi informational deterrence in cyber
paKeTu Ta cnewHas; Ta iHpopmaliiHe space.
CTPUmMYBAHHA B kibep NpocTopi. In  practice, this results in
Ha npaktiui ue npusBogutb Ao “uninterrupted informational
"6e3nepepBHoro  iHpopmauitHoro deterrence waged on all possible
CTPMMYBaHHA Ha Bcix MoxamBux fronts against all possible audiences,
dpoHTax npoTn BcCix moxameux augmented by nuclear signaling, and
ayauTopin, Lo nocuntoeTrbca  supplemented by intrawar coercion”
AAEPHOIO cmrHamsau,lero. ' The ultimate purpose of this kind of
A3HOBHw€TbCH "BHyTp'L”HbO' deterrence is “to deescalate, or
BINCBROBMM MpUMyCcOM . dissuade the adversary from
KiHueBolo meTolo Takoro Buay aggression, and impose the
CTpumyBaHHA € "peeckanauia abo aggressor’'s will, preferably with
BiArOpPOAKEHHA MNPOTMBHMKA Big minimal violence.”
arpecii  Ta  HaB'A3yBaHHA  BONI See also: Cross Domain Deterrence
arpecopa, 6a)kaHo 3 MiHiMa/NbHUM
HacuabcTBOM"
il TAKOX: Kpoc-LlomeHHe
CmpumysaHHsA
268.

PocilicbKe cTpaTteriuHe MUCNEHHA

Pocilicbka ribpuaHmx

BM/INBIB.

CTpaTeria

BoHa nobypoBaHa TakK, WO OKpemi

aKTOopU MatloTb B/1ACHY
3aliKaB/eHiICTb Ta nepecnigytoTb
He3anexHi uini, AKi BignoBiaatoTbL

cTpaTeriyHum uinam Kpemna. Tomy

Russian strategic thinking
Russian hybrid influence strategy.

t's built in a way that individual actors
have their own stake in the operation
and want to pursue independent
goals, which are in line with Kremlin’s
overall strategic objectives...
Therefore the Russian leadership

Cullen et al.
(2021) - p.18
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pocifcbke KEepPiBHULTBO He does not have to stick to any rigid,
30608B'A3aHe poTtpumysatmuca detailed plans, but may pull the
AKUXOCb KOPCTKMX, AeTanizoBaHux strings according to the actual needs
N/aHiB, @ MOXe CMUKaTU 33 HUTOYKM and possibilities.
BMXO4A4YMN 3 noTpeb i moxknusocten. The theoretical basis of this strategy:
TeopeTnyHe nigrpyHTTA uiei e A new model for controlling Russia
cTparerii: internally
e Hosa modenb 8HympiwHbo20 * Reflexive control
KOHMPOosio Hao pocieto
® PeghniekcusHuUli KOHMPOsb
269. PociiicbKicTb Russianness Cullen et al.
Ue — cnonyuyHnii enemeHT ana Thisisthe connecting element forthe (2021) - p.19
CTBOPEHHA pocilicbkoro creation of a Russian polysubject,
nonicy6'ekmy, aknin npue’asye Bcix which ties all Russians to securing the
pociaH 0o 3abesneyeHHss Russian national strategic interest
pocifcbKkoro HauioHanbHoro and strategic objectives given by the
CTpaTeriyHoro iHTepecy Ta top leadership.
CTpaTeriyHMX 3aBAaHb, NocTtaBaeHux In Russian strategic thinking this is
BULLUM KepiBHMUTBOM. presented as "civilizational
B pocilickckomy cmpameziyHomy uniqueness" Ta "russian civilizational
MUCAEHHI ue NoAJaEeTbCA AK superiority".
::L"MB_ifi‘?'au‘mHa yHiKanb'-'_ic_Tb" _UTa It is formed in two directions:
pocincebKa HVBLIIZaUInka greatpowerness and anti-
nepesara”. westernism. Both themes have given
dopmyetbca B ABOX Hanpamkax: tools for Russian political elite to find
8esuKodepHasHicMmos Ta those that are ready to push forward
aHmusaxioHuymeo. 06uasi Temu the strategic interests that today’s
Haganu PoCIMCbKiA NoniTMYHIn eniti  Russian regime has.
iHCTPYMEHTU ANA NOWYKY TUX, XTO
roToBUM  MpocyBaTM  CTpaTeriyHi
iHTEepecu pPoCiNCbKOro pexunmy.
270. - . . . -,
PociicbKOMOBHI rpomagm Russian-Speaking Communities Lutsevych

CKnagoBa "pycoKoeo mupy", Wo €
OCHOBOK POCIMCbKOI Mepei 3a
inea: "sakwo
BMPOLLYBATH npopociicbKke
MUCNEHHA 33 KOPAOHOM, BaX/IMBO

KopgoHom. OcHoBHa

component of the Russkiy Mir, which
form the bedrock of Russia’s network
abroad. Main idea: "if a pro-Russian
way of thinking is to be nurtured
abroad, it is crucial to invest in the

(2016) — p.14,
16
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BKNAZaTM KowTtu Yy nocuneHHa reinforcement of the  Russian
pociicbKoi mosu". language".
Ane 3aKoHHi 3ycuana 3 npocyBaHHA But legitimate efforts to promote the
POCIMCbKOT MOBM BUKOPUCTOBYIOTL i3 Russian  language is used for
NigpUBHOK METOIO: subversive purposes:
- OTPUMaHHA noanbHocti - to buy the loyalty of Russian-
"pociicbkomoBHUX"  (dpiHaHcytoum speakers (by financing projects
NPOEKTK, LWLO NPOCYBatOTb POCiCbKy promoting the Russian language),
mosy), - to "defend rights" of Russian-
- "3axuct npas" pociicbkomoBHoro speaking population (in Ukraine and
HaceneHHA (B YKpaiHi Ta iHwux other countries),
kpaiHax), - to foment tensions and separatist
- po3nantoBaHHA Hamnpy)KeHocTi Ta sentiments in Ukraine (by supporting
cenapaTuUCTCbKUX HacTpoiB B YKpaiHi the fringe separatist wings of
(nigTpumytoun mapruHanbHi - Slavophile and Russophile
CenapaTuCTChbKi Kpuna organizations).
cnos H_Hod)'anbKMX L T@ “the Russian World is everywhere
PYCOGinLCLKNX Opranisauyii). where the Russian language is
"Pycbkuii mup Bclogu, ge rosopatb spoken"
pociricbKko"
271.
PockomHagzop Roskomnadzor GEC (2020) -
Pocilicbke aepkaBHe areHTCTBO, AKe  The Russian state agency that p-31
3AincHIoe Harnag 3a 3Ml; oversees mass media; a hybrid
iHCTPYMEHT ribpmnaHoro BnaAnBY influence tool
272. . .
PoccoTpyaHuuectso Rossotrudnichestvo Vilmer et al.
- . . . (2018) - p.70
pocilicbke  aeprkaBHe areHTctBOo, Russian public  agencie, whose
3aBAAHHAM SKOro € nocuneHHs mission is to further Russian Lutsevych
BNAMBY  pocii 3@  KopaoHom, influence abroad, especially in CIS (2016)—p.9

ocobaunBo B KpaiHax CHA.

CrBopeHe B 2008 poui, Aaie [k
napaconbKoBa  OpraHisauia  ana
MepPEeXKi POCIMCbKMX CMiBBITYM3HUKIB

Ta diHaHcye Pi3Hi NPOEKTH
" neprkaBHoOI annnomartii'.
PoccotpyaHunyectso Bigirpae

AKTUBHY NOJNITUYHY PO/b Y 30BHILLHIM

countries.

Established in 2008, it acts as an
umbrella organization for a network
of Russian compatriots and funds
various ‘public diplomacy’ projects.
Rossotrudnichestvo plays an active
political role in Russia’s foreign policy
by consolidating the activities of pro-

Rotaru (2018)
-p.3
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noniTuui pocii, KoHconigytoum Russian players in the post-Soviet
OIANbHICTb NPOPOCINCbKMX rpaBuiB y region and in disseminating the
nocTpagAaHCbKOMy perioHi Ta Kremlin’s narrative. In line with the
PO3MOBCHOANKYHOUYN HappatBe new Concept of International
Kpemnda. BignosinHo po Hosoi Development Assistance, which was
KoHuenuii cnpuaHHA mixkHapogHomy signed by  Putin in 2014,
pPO3BUTKY, fAKa 6byna nignucaHa Rossotrudnichestvo was officially
NyTiIHUM y 2014 poui, given a flagship role in developing
PoccoTpyaHuyecTso oodiuinHo Russia’s soft power, often referred to
OTPMMaNo NPOBIAHY posnb Yy po3BuTKy in  official documents as the
M'AKOT cunm pocii, aky B odiuitHMx ‘humanitarian dimension of foreign
AOKYMEHTax 4acTo Has3uBawTb AK policy’.

"rymaHiTapHMA BUMIp 30BHILLIHbOI
noniTuKn".

273. PyWHiBHi TexHoNOrii Disruptive technologies Doyle (2011)
cneundivyHi TexHonorii, AKi moxytb a specific technology that can
nPUHUMNOBO 3MiHUTM He Tinbku fundamentally change not only
ycTaneHi TexHosorii, ane Takox established technologies but also the
npasuna Ta bisHec-mogeni nesHoro rules and business models of a given
PUHKY, a 4acto 6isHecy Ta market, and often business and
CyCninbCTBa 3arasiom. society overall.

274. "Pycbkuit Mup" "Russkiy Mir" Vilmer et al.
1) pocifcbKa ncesao-F0 1) russian pseudo-NGO, financed by (2018) - p.70
(rpomaacbka  opraHisauia), wo therussian State and working closely Lutsevych
diHaHcyeTbCA pocilicbkoto  with itcreated in 2007 to promote (2016)—p.3,
OepraBoto i TicHOo cniBnpautoe 3 Heto, Russian language and culture abroad 8

ctBopeHa B 2007 poui pgnAa
NPOCYBaHHA pPOCINCbKOI MOBM Ta
KYAbTYpU 32 KOpAOHOM i AKa
HacnpaBAi CAYXWUTb MOCTOM MiXK

ypAaaom Ta Baxenamum BMNJMUBY 3a
KOpAOHOM

2) KoHuenuia "PycbKkoro mupy" €
reonoNiTMYHUM HCTPYMEHTOM ANA
dopMyBaHHA pocincbKoi
NEriTMMHOCTI Ta BNAMBY B PETIOHI, a
TAKO) K/IDYOBOK CTPYKTYypoOto ans ii
NPOKCi-rpyn. AK BM3HA4YMB MNYTiH Yy
2014 poui, pycbKuit mup - Ue

and which serves in reality as a bridge
between the government and relays
of influence abroad

2) the concept of the Russian World
(Russkiy Mir) is a geopolitical tool for
building up Russian legitimacy and
influence in the region, and a key
framework for its proxy groups. As
defined by Putin in 2014, the Russian
World is a civilization that includes
people who feel culturally close to

Rotaru (2018)
-p.5

Laruelle
(2015)
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UMBini3auina, Aka BKAtoYae nogen, aki - Russia.The Russian World thus has a

novyBatoTbca KynbTypHO 6am3bkumm  fluid geography for its advocates. The

no pocii. Tomy pycbkuir mmp mae current narrative of the Russian

rHyyky  reorpadito  ana  csoix World encompasses:

NPUXUNbHUKIB. HUWHIWHIA HapaTus language (Russian-Speaking

PYCbKOTO MUPY OXOMJIOE: Communities)

- moBa (PocilicokomosHi [pomadu) - culture (EurasianOrthodox identity),

- Ky/NbTypa (eBpasilicbka - history (Russians and Ukrainians

NpPaBOCNaBHa iAEHTUYHICTD), were ‘one people’, ‘the Great

- icTopisa (pocisHK Ta yKpaiHui 6ynu Patriotic War’ etc),

«OO4HUM HapoAoOMY, «Bennka - shared heritage (the Soviet

BiTunsHAHa BilHa» TOLWLO), historical narrative),

- chnifibHa cnagwuHa (pagsHcbkuit - economic links (The Eurasian

iCTOPMYHKUIA HappaTuB), Economic Union, EAEU; the Eurasian

- @KOHOMIiYHi 3B'A3KM (EBpasiicbkmit  Customs Union),

€KOHOMIYHUM coto3, €EAEC; - religion (The Russian Orthodox

€BpPasiliCbKNU MUTHWI COI03), Church, 'Orthodox oligarchs’, the pomarska

- peniria(pociiiceka npasocnasHa Orthodox Union of Youth, the (2019)-p.7

LEepKBa, «MNpaBOCAaBHI
NpaBOC/IaBHMI COKO3 MOJI0Ai, CXiAHO-
npaBocC/iaBHa UMBIfi3auis...),

- KOHCepBaTWMBHi  UiHHOCTI (Ha
npotmeBary  3axigHMM  LiHHOCTAM
nibepaniamy Ta npas NOANHK).

onirapxu»,

Pycbknin munp 3006parkye KONULLHIMN
CPCP sK €anHMI BCECBIT POCIACbKOI
MOBW Ta KyAnbTypW, 3aKpinaeHun
3araJ/ibHMM iCTOPUMHUM 4O0CBIAOM,
BKAtOYatoumn 6patcTBo 36poi nig vac
Benukoi BimyusHsaHoi 8iliHu. YKpaiHa
Ta binopycb Bigirpatotb ocobausy
ponb y npoeKti “Pycbkuit mmnp” sk
YaCTUHW  “TPUEAMHOI  pOCIlCbKOI
Hauii”, nos’A3aHi “BiuHMMU”
3B’s1I3KaMM 3 POCi€lo (Ui KpaiHKU, TaKUMm
YMHOM, He po3rnAgalTbca  AK
MOBHICTIO CyBEPEHHI).

Eastern Orthodox civilization...),

- conservative values (in opposition
to Western values of liberalism and
individual human rights).

The "Russian world" portrays the
former USSR as a single universe of

Russian language and culture,
cemented by common historical
experience, including the

brotherhood of arms during the
Great Patriotic War. Ukraine and
Belarus play a special role in the
“Russian world” project as parts of
the  "triune  Russian  nation",
connected by "eternal" ties with
Russia (these countries are thus not
viewed as fully sovereign).
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Uen ribpnaHnini aktop (po3BMHEHa
CTana 3arposa) aTakye NPOMWCNOBI
cMcTeMum ynpaB/iHHS,
BUKOPUCTOBYHOUM  IHCTPYMEHT Mg,

number 744550.

This threat actor targets industrial
control systems, using a tool called
Black Energy, associated with
electricity and power generation for
espionage, denial of service, and data
destruction purposes. Believed to be
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275. CamoouiHKa ribpuaHoi BiliHK Hybrid warfare self-assessment MCDC(a)
MOCTIMHMIA HauioHanbHWIM npouec a continuous national process to (2019) - p.89
ANA BUABNEHHA KPUTUYHMX OyHKUi identify critical functions and find
Ta nowyky BpasnueocTten y MMMECII- vulnerabilities within the PMESII
CNeKTpi. spectrum
276. . .
Catupa Ta napogin Satire And Parody MSB (2018) —
€ 04HUM i3 meToais JesiHpopmauii. is one of the Disinformation p-19, 25
B . methods.
WCMiOBAHHSA, BUKPUTTA Ta KPUTUKA
nogen, posnosigi uM  aymkum 3 Ridicule, exposure and critique of
BUKOPUCTAHHAM rymopy Ta individuals, narratives or opinions
nepebinbweHHsA. Xoya HakuyacTiwe using humour and exaggeration.
HewkKignmee, uUe Moxe  bytn Though often harmless, this can be
BMKOPWUCTAHO arpecMBHO B pamkax used  aggressively  within  the
6inbLu LWNPOKKUX 3ycunib 3 framework of broader disinformation
aesiHbopmalii. N'ymop Takox ayxe efforts. Humour is also very effective
edeKTUBHUM ana neritumauii - for legitimising controversial
cynepeysimBmx AyMoK. opinions.
277.
CeHasopm Sandworm Praks (2024)
Takox Bigomi ak: Quedagh, VOODOO aka: Quedagh, VOODOO BEAR, UK
BEAR, TEMP.Noble, IRON VIKING, TEMP.Noble, IRON VIKING, G0034, Government
G0034, ELECTRUM, TeleBots, ELECTRUM, TeleBots, IRIDIUM, Blue (2020)
IRIDIUM, Blue Echidna, Echidna, FROZENBARENTS .
Malpedia (a).
FROZENBARENTS. “Patriotic” Russian hackers, a group (n.d.)
fpyna "natpioTuuHux" pociicbkmnx directly linked to Russian military Malpedia (b).
XaKepiB, Hanpsmy nos'azaHa 3 intelligence, namely, GRU’s Main (n.d.)
pociicbKoto BilicbkoBOto posBiako, Centre for Special Technologies,
a came [0noBHMM  LeHTpom GTsST also known by its field post Goosgle (2023)
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Ha3Bot Black Energy, nos’asaHuit 3 responsible for the 2008 DDoS
BMPOOHULTBOM eNeKTPUKN Ta attacks in Georgia, the 2015 Ukraine
eneKTpoeHepril, 3 meToto power grid outage and NotPetya
LWNUIYHCTBA, BiAMOBM B Virus.
06cnyroByBaHHI Ta 3HULLEHHSA SAHUX.
BBaxa€eTbca  BignosiganbHUm  3a
DDoS-ataku 2008 poKky B [pysii,
BiAK/MIOYEHHA  eNleKTpoeHeprii B
YKpaiHi 2015 poky Ta  BipycC
NotlPetya.

278. CurHanum (y ribpuaHux 3arposax) Signals (in hybrid threats) Sweijs &
HeABHI nonepearkeHHA, cnpuumHeHi implicit warnings created by changes Zilincik (2019)
3MiHOlO cTaTycy cuam abo nosmuii in force status or readiness posture, p. 17
rOTOBHOCTI, 3aHEMOKOEHHAM LWOA[0 concern over opponent behavior, by Denning
noBeAiHKM oOMoHeHTa, po3BuTKOM developing tacit understandings on (2015) - p.15
HeABHOro po3ymiHHA "yepBoHux ‘redlines’ and thresholds, by implicit
NiHin"  Ta noporoBux 3HayeHb, or explicit understandings among
HEeABHMM UM ABHMM pPO3yMiHHAM potential opponents, and by public
NOTEeHUiNMHNX OMNOHEHTIB Ta statements about intentions.
ny6ni4HMX 3348 NPO HaMipH.

273. CurHanisauis (y ribpugHux Signaling (in hybrid threats) Sweijs &
3arposax) a vital component of deterrence Zilincik (2019)
XKUTTEBO  BaXkAMBMM  KomnoHeHT through which actors are able to —p.23
CTPUMYBAHHSA, 3aBAAKM Akomy convey their ability as well as their
cy6'ekTn MOXKYTb NpoaemoHcTpyBaTh  willingness to execute a deterrent
CBOIO 3[4aTHiCTb, a TaKoXK rotoBHicTb threat, which in turn allows for the
BMKOHATK CTpMMytody 3arpo3y, wo, y development of the rules that shape
CBOKO u4epry, pno3Bonse BuMpobutn the interaction between the
npaBuna, AKi GpopmMyoTb B3aeEMoAito participants.

MK yHacHUKamm. Signaling can be done through a wide
CurHanisauia moske 3gjiicHioBatucs  spectrum of means and involves both
3a 40NOMOrol LWKUpoKoro cnekTpy words and actions.
3acobiB Ta MiCTUTb AK CNOBa, TaK i Ail.
280. Cuna (B KOHTeKcTi ribpnaHmnx 3arpo3) Power (in the context of hybrid Van Haaster
threats) (2019) - p.31

34aTHICTb gepkaBuM J0ocCAraTM CBOIX
NOMITUYHUX LUiNen 3a [A0MNOMOro
cunu.

pi3HMX iIHCmpymeHmie

The ability of a State to achieve its
political goals using different
instruments of power.
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IcHye aBa nigxoan o ¢opmyBaHHA There are two approaches to the
CUN AeprKaBu: formation of state power:

e Migxin «Bnaga AK pecypc»: cuna o The ‘power as resource
AeprKasu BM3HAYaETbCA approach’: the power of States is
dbaKTopamm, AKi Nerko BUMIpATU — deemed to be easily measurable
Teputopia, 6aratctBo, apmii Ta factors - territory, wealth, armies
bnotu. and navies.

e MMiaxia «Bnaga Ha BigHocuHax»: e The ‘relational power approach’:
BNaAa PO3rNAfaEeTbCA AK power is conceived to be an
baKTUYHI un NOTEHU,iHI actual or potential relationship
BI4HOCMHM MiXK ABOMa uM binblue between two or more actors
cy6’ekTamm (ocobamum, (persons, states, groups, etc.)
AeprKaBamu, rpynamu Tollo), a He rather than a property of any one
B/1IaCTUBICTb BYAb-KOTO 3 HUX. of them.

281. Cuna cnabknx The power of the weak Smith (2017)
HaBMYKN BeZEHHA MeperoBopiB Ta negotiation and bargaining skills, —p.>
BEeZIEHHA TOpPriB, BMiHHA npaBuabHO being able to time action correctly
BM3HA4aTH yac (Hanpuknag, (for example provocations and/or
npoBoKauii Ta / abo 3anogiaHHa inflict damage on reputation) and
lWKoau penytauii) Ta BuMAMMIcTb appearance of coherence (by
y3rogeHocti (Ha BigmiHy Big contrast of military and economic
BilICbKOBOI Ta EKOHOMIYHOI CUAK). power).

282. CumsoniuHi aji Symbolic Actions MSB (2018) —

p.19, 27

€ OIHVM i3 MeTOoiB iHpOopMaLLiiHOro
snausy (ans. Kamnawii Brinusy).

[ii 3HauaTb 6inblie, HiXK cioBa. IHoAj
Aii po3paxoBaHi Ha Te, wWob wWocb
CUrHanNisyBaTn, a He Ha AOCATHEHHA
MeTM camoi Aji. B ubomy Bunagxky
AiANbHICTb € CMMBOJIIYHOW Aj€to. Ha

BiAMiHY  BiA  3BUYaAMHUX  A4iNA,
CUMBOIYHI aii MOTMBOBaHI
KOMYHIKaTUBHOIO norikoto Ta
cTpaTteriyHoio  obctaHoBKow. Lle
MOMKHa  3pobutn  ayxe rpybo,
Hanpuknag, rpatoum Ha
3aranbHOIOACLKUX CTpaxax
BUNaZKOBOro HaCUNIbCTBA,

is one of the information influence
techniques
Campaigns).

(see Influence

Actions speak louder than words.
Sometimes actions are calculated to
signal something, rather than to
achieve the objective of the action
itself. When this is the case, the
action is a symbolic action. In
contrast to any ordinary action,
symbolic actions are motivated by a
communicative logic and a strategic
setting. This can be done very
crudely, for by example playing on
universally shared fears of random
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HanpuKknag, B TEPOPUCTUYHIN  violence such as in terrorist activities.
AianbHOCTI. TaKoX Ue MOXKHa It can also be conducted in a
3pobuTK BUWIYKAHO, nocunatoumnck sophisticated manner by relating to
Ha TOYHi Ky/NbTypHi CMMBOAW, fAKi precise cultural symbols relevant
CTOCYlOTbCA NMLWe neBHOI Uinbosoi only to a specific target audience.
ayavTopi. It includes: Leaking, Hackning, Public
Ue mictute: Bumoku, XakiHe, Demonstrations etc
FpomadceKi JemoHcmpayii Towo

283. CMHXpOHi3auin 3acobis Synchronization of means MCDC(a)
3[aTHICTb yYacHMKa ribpuaHoi BiiHM the ability of a hybrid warfare actor (2019) - p.90
edeKTUBHO kKoopauHyeatn to effectively coordinate of the
iHcmpymeHmu cuau  MIIECI  pns  instruments of power MPECI to
AocarHeHHA GarkaHux edekTiB AK achieve the desired effects in both
FTOPU3OHTA/IbHUM, TakK i horizontal and vertical ways.
BEPTUKA/IEHUM CMIOCOBOM. See also: Horizontal Escalation,
Awns. TaKOX: FopusoHmansHa Vertical Escalation
Eckanayia, BepmukansHa Eckanauyia

284. Cucrema uiHHocteir Value System MeToaunka
(B NpUMHATTI pilweHb) (in decision-making) HaBYaHHA B
ue Habip napameTpis Ta KpuTepiiB This is a set of parameters and y_MOBaX
(npaBun) 3a skumm BiabyBaeTbcs criteria (rules) by which decisions are ribpuaHnx
NPUMHATTA piweHb. € HeBig'emHMm made. It is an integral element of sarpos (2023)
eleMeHTOM nNPUMAHATTA piweHb, a decision-making and, therefore, a
TOMY - MOTEHLiHOIO Uinnto aktopis / potential target for actors of hybrid
rpaBsLiB ribpuaHMx 3arpos. threats.

285.

CutyauiiiHa o6i3HaHicTb (SA)
1) y WMpOKoMy CeHci:

a) ue CNpUMWHATTA JNOAMHOK BCiX
OOCTYNMHUX enemeHTiB  iHpopmauii
CTOCOBHO KOHKPETHOI CcuTyau,ii, wo
[03BOJIAE 6inbLu uinicHo Ta
ObrpyHTOBAHO T/IYMauYnTU AiNCHICTb;

6) ue CNpUUAHATTA  NIOANHO
e/leMeHTiB HaBKO/IMLIHbLOTO
cepepoBuwa B 06cA3i  yacy i
npocropy, YCBIiAOMNEHHA ix

Situational Awareness (SA)
1) in the broad sense:

a) is the human perception of all
available elements of information in
relation to a specific situation that
allows for a more holistic and
informed interpretation of reality;

b) a person’s perception of the
elements of the environment within
a volume of time and space, the
comprehension of their meaning and

NATO (2013)
-p.2-5

Endsley
(1995) - p.36
Yang et al.
(2018)
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3HAYeHHA Ta NPOrHo3yBaHHA ix cTaHy the projection of their status in the
B HAMOAMKYOMY MANOYTHLOMY; near future;

2) B |IT-coepi: ue iHTerpoBaHa 2) in IT: is an integrated software
cuctema obcnyroByBaHHsA service system. A system that
nporpamHoro 3abesnedyeHHs, wo intelligently judges user behavior and
aHani3ye noBeAdiHKy KopucTyBauya. its purpose is to actively provide
BoHa  3abe3sneyye  KopuctyBaya relevant information or services for
BignosigHoto  iHpopmauieto abo the user, humanized adjustment the
nocnyramu,  HanawTtoBye obmiH mutual exchange way and content
iHpopmauieto mix KopuctyBadyem i between human and situation by
cuTyalieo wasxom obrpyHToBaHoro reasonable application situational
3aCTOCYBaHHS cuTyauiriHoi  information. Situational awareness is
iHpopmauii. CuTyauinHa obisHaHicTb mainly based on the actual situation
CNUpaETbca Ha GaKTUYHY cutyauito 3 of users, on the one hand,
OOKy KOpMWCTyBauiB, i y TOM e 4Yac automatically adapt to the
aBTOMATUYHO aganTyeTbCA Ao environment, on the other hand.
HaBKO/IMLWHbOIO CepesoBumLa.

286. "Cipa 30Ha" ‘Gray Zone’ / ‘Grey Zone’ Kaikova et al.
(1) (B npuiHATTI pilweHb) — MHOXKHA (1) (in decision-making) — a set of (2022)
NOTEHLIMHO HenpaBWAbHUX pilleHb, potentially wrong decisions, a zone Mazarr(2015)
30Ha NIYyTAaHWHM Ta BPA3/INBOCTI of confusion and vulnerability. -p.2
(2) HeopHo3HayHa HeuTpanbHictb (2) the ambiguous no-man’s-land MCDC(a)
Mi}K  MMpOM Ta BilHOlO, WO between peace and war, reflecting (2019)-p.31
Bigobpaxkae pisHoBuau arpecmBHux, the sort of aggressive, persistent, Takahashi
HanonernMemux, piwy4mx KamnaHin, determined campaigns characteristic (2018) _
XapaKTepHux pgna BiHKW, ane 6e3 of warfare but without the overt use 0.787
ABHOrO BMKOpUCTaHHA BicbkoBoi of military force.
cnm. (3) Warfare that falls short of, or
(3) BirtHa, ska He Bignosigae abo outside of, our traditional
BUXOAUTb 3a Mexi TpaauuinHoro understanding of ‘warfare’
pO3yMmiHHA "BiltHN".

287. Cipuit Hocopir Gray rhino Grant et al.
MmosipHa nogia  3i  3HauHMm Probable event with high impact. We (2023)
gnamBom. Mwu 6aummo ui pusmkn see these risks out there in the
Oecb Ha BiAcTaHi, ane mn He JiTko distance, but we don’t clearly
YCBIAOMAIOEMO iXHiN NOBHUM BUMIp. perceive their full dimensions.

Cepeg, cipux
rnobanbHomy

HOcoporiB
pagapi €

Ha
PU3KK

Among the gray rhinos on the global
radar is the risk of regional conflicts
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ecKanau,ii perioHanbHUX KOHPANIKTIB B in  Asia escalating amid broader
A3il Ha Thni wupwoi cTpateriyHoi strategic competition. Other
KOHKYpeHU,ii. [HWi npuknaan moxytb imminently charging rhinos may
BK/IHOYATM CepMo3HYy ecKanauito Ha include a major escalation in the
Bansbkomy Cxoai 3 oxonomkeHHam Middle East, with cooling
BiAHOCMKH i mixHapogHum i relationships and international and
BHYTPilWHIM  TUCKOM Ha neBHi domestic pressure against specific
pexumm, fAKi CNpuUUMHAIOTL cnaeck regimes that cause an uptick in direct
npamoro abo NpoKci-KkoHONIKTY. or proxy conflict.

288. "CmepTb Big TMCAYI nopi3is" ‘Death by a Thousand Cuts’ MCDC (2017)
KNIOYOBMI  acneKT  noTeHuiitHux a key aspect of the potential effects p.15
Hacnigkis ribpuaHoi BiiHKn, of hybrid warfare, caused by a series
CMPUYNHEHUN Hu3Koto of synchronized, low-observable or
CMHXPOHI30BaHMX, mano unobserved events operating below
crnocrepeXkyBaHux abo the threshold of what would
HecrnocTeperkyBaHuUx  noai, wo normally constitute ‘war’.

AiOTb  HUXKYEe nopory TOoro, Lo
3a3BKMYall ABNsiE coboto "BiliHY".

289. )

Conom’saiHe onyaano Strawman MSB (2018) —
OanH 3 metoamie  Pumopuxku is one of the Malign Rhetoric p.19, 26
BukpusneHHs. methods.
ANCKpeanTyBaTu cynpotmBHuKiB, Discredit an adversary by attributing
NPUNUCYoYKM No3uuii abo aprymeHTn, positions or arguments that they do
AKUX BOHM He pgoTpumytotbes, a not hold and then arguing against
noTim BUCTYNaTh NpoTh umx nosuuin. those positions.
290. CouianbHa iHXXeHepia (B KoHTeKcTi Social engineering (in Information ENISA (n.d.)

iHbopmauinHoi 6e3nekn)

Le nCMXONoriYyHe MaHiny/toBaHHA
NabMu, cnpAMoBaHe Ha Te, Wo6
NepPeKoHaTU XKepPTBY PO3KPUTU NEBHY
iHbopmalLilo abo BMKOHATU NeEBHY
HeneriTMmHy Aito. Xo4ya Taka popma
LIaxpakcTBa iCHYBana 3aBXAW, BOHA

3Ha4yHO eBOoJIoLioHYyBana 3
po3BuTKOM IKT-TexHonorin. Y upbomy
HOBOMY KOHTEKCTI MeToam

couianbHOI iHXeHepii B IT MOXHa

Security)

refers to all techniques aimed at
talking a target into revealing specific
information or performing a specific
action for illegitimate
Though such form of trickery has
always existed, it has significantly
evolved with ICT technologies. In this
new context, social engineering
techniques in IT can be looked at
from two different angles:

reasons.
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po3rnAgatm nig ABoma pisHMMKM either by using  psychological
KyTamu 30py: manipulation to get further access to
abo BWMKOPMUCTAHHA MCUXONOTIYHUX an' IT_ system where the a?tual

. o objective of the scammer resides,
MaHinynauin ans OTPUMaHHA . _ .
noganbloro goctyny o IT-cucremm, e'_g' |mpersonat|ng an Important

. client via a phone call to lure the
baKTUYHOI meTu waxpas, ) ) o
target into browsing a malicious
HanpuKknaga, BupaBaHHA cebe 3a ) )
. website to infect the target's
Ba)K/IMBOTrO KAIEHTA 3a A0NOMOroOH
. workstation;
TenedoHHOro O3BiHKa, wob
3aMaHUTK XKepTBYy Ha BipycHM Beb- or using IT technologies as support to
canT i iHpiKyBaTH il cuctemy; psychological manipulation
abo BUKopucTaHHA IT-TexHoNOTrIN techruques to achieve an obje'ct.Ne
. . outside the IT realm, e.g. obtaining
ana NiATPUMKM MEeTOo/LiB ) i ) o
. . - banking credentials via a phishing
NCUXONOTIYHMX  MAHINynAuin - ana
attack to then steal the target's
AOCATHEHHA METK nosa mexamu IT- i )
money. The increasing use of IT
cbepun, Hanpuknag, OTPUMAHHA )
BaHki technologies has naturally led to an
aHKIBCbKMX AaHMX 33 OOMOMOroK ] n ; n
GILLMHIOBOI aTaKM 3 METO KpaLixKKu mcrhea.se I the ”use ° S:C'
rpowen KepTBMU. 3pocTatoue tec n.|que'.s, as weh as t'o thelr
BUKOPUCTAHHA IT-TexHONOTIN combination, to such a p0|r'1t that
. most cyber attacks nowadays include
NPUPOAHO Npu3Beno A0 36inblueHHA ) . _
. some form of social engineering
BMKOPUCTAHHA TaKMX MmeToais, a
TAKOX iX KOMDiIHyBaHHA, 40 TaKoi
Mipy, wo binbwictb KibepaTtak
CbOrogHi BKAOYAOTb B cebe Ty uu
iHWY PpopMmy coLianbHOT iHKeHepii.

291. . . _
CouianbHa mepexka - amB. Lugposa Social Network — see Digital
Maamagpopma, Hosi 3MI Platform, New Mass Media

292. CouianbHmnii  aomeH ribpuaHux Social domain of hybrid threats NATO (2013)
3arpos The interdependent network of -p.1-8
B3aemosanexHa mepexa social institutions that support,
couianbHUX iHCTUTYTIB, AKi enable and acculturate individuals
NigTPUMYIOTb, CNpUALOTb i and provide participatory
pO3BMBalOTb iHAMBIAIB, a TaKox opportunities to achieve personal
HagaloTb MOXAMBOCTI ydacTi ana expectations and life-goals within

OOCATHEHHA 0COBUCTUX OYiKyBaHb i
MUTTEBUX  Lifen Yy CcnagkoBux i

hereditary and nonhereditary
groups, in either stable or unstable
environments.
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HecnaZKoBuMX rpynax, y ctabinbHomy It covers the social aspects such as
4yn HecTabinbHOMY cepenoBMLL. religion, a society’s structure, the
BiH oxonntoe TaKi couianbHi acnekTy, legal an<.:| Judicial syster?'l, policing and
AK peniria, CTPyKTypa CycninbCcTBa, ;upportclng' infrastructure,
npasoBa Ta CyAoBa  CUCTEMQ, umanitarian, etc.
noniuencbKa Ta ponomixkHa One of the 6 PMESII-domains. One of
iHGpPaCTPYKTYpa, rymaHitapHa the 13 domains in the Conceptual
cnpaga TOLLO. model of hybrid threats
OpguH 3 6-t1 MTMECII-pomeHis. OgnH
3 13-T1 pomeHis y KoHuenmyanoHili
mooesi 2ibpudHUX 302p03
293. . . . . o
CouianbHuii 3nam - guB. Social Hacking - see Cognitive
KoeHimusHuli 3nam Hacking
294. . . . . .
CouianbHi megia Social media Neudert &
yughposi nnameopmu, wo cnpuaTe digital platforms that facilitate the Marchal
CTBOPEHHIO Ta 0bMiHy iHPopmaujeto creation and sharing of information (2019)-p-6
B MEpeXKeBUX CNiIbHOTAXx. in networked communities.
295. . .
CouioKynbTypHa cuctema Sociocultural system Elwell (2013)
cMcTeMa, 40 cknaay skoi BxogAatb Tpu  the system, which consist of three -p.13
TUNW ABULL: MaTepianbHi, CTPYKTYpHi types of phenomena: material,
Ta igeauinHi. structural and ideational.
Mepwuit T™MN aABuw, Mmae ¢isnyHe The first ones have a physical
BTi/IEHHA, fAKe  MOMHa  nerko presence, which can be readily
cnocrtepiratu (HaBkonmnwHe observed (environment, population,
cepefoBullle, HaceneHHa, Woro its characteristics (size, age, birth
XapaKTEepPUCTUKMU: po3mip, Bik, etc.) and technologies, used in the
HapoAKeHHA Towo) Ta TexHonorii, society. The second ones deal with
LLLO BUKOPUCTOBYIOTbCA Y cycninbcTBi. the social groups and their
Opyrin TMN CTOCYETbCA couiafbHMX organization (government, family
rpyn Ta ixHbOi opraHisauii (ypag, system etc). The third ones refer to
cimeitHa cuctema Touwo). TpeTint TN  ideologies, religion, norms, values
ABULL, OXON/IE igeonorii, penirii, etc”.
HOPMMW, LLIHHOCTI TOLLO.
296.

"CniBBiTYN3IHUKKN"
(cooTeuecTBEHHIKI)

“Russian
(sootechestvenniki)

Compatriots”

Rotaru (2018)
-p.7
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OfHA 3 KOHUEnNLUii, WO OKpecntoe
chepu iHTEpeciB Kpemns,

Le BM3HAYeHHA bYHKLIOHYE
KOHLLEHTPUYHO: Bif, rPOMaAsAHCbKOro
aapa (rpomagsHu-emirpaHTn) Oo
6iNblW LWMPOKOTO KONA, AKE BKKOYAE
nogen, AKi KyNbTypHO Ta AYXOBHO
OpieHTOBaHi Ha pocito (Hanpuknag,
cenapaTmctu MpuaHictpos's,
JoHeubka Ta JlyraHcbKka), noTim Ao
e 6inblwoi rpynu BCiX KOAMULIHIX
PafAHCbKMX HApoaiB Ta nogen, wo
Bxoannun o Llapcbkoi imnepii (Takum
YMHOM, HaBiTb NOAAKM Ta PiHM MOTAK
6 6ymm cniBBiTYM3HUKamu!), i
HapewrTi, OCTaHHE Kono €
HaNLWMPLWKWM Ta BKAKOYAE NtoAeN, AKi
roBOpATb POCIMCbKOKD MOBOK Ta
Big4yBaloTb cnopigHeHicTb i3
pocifcbKoto KY/IbTYPOIO Ta
AYXOBHICTIO.

one of the concepts that outline the
Kremlin's spheres of interest

This definition functions in a
concentric way: from a civic core
(expatriate citizens) to a broader
circle that includes people who are
culturally and spiritually oriented
toward Russia (for example the
separatists of Transnistria or the
insurgents from Donetsk and
Luhansk), then to an even larger
group of all former Soviet peoples
and people who were part of the
Tsarist Empire (thus, even Poles and
Finns could be compatriots!), and
finally, the last circle is the broadest
one and includes people who speak
Russian and who feel an affinity for
Russian culture and spirituality.

297.

CninbHe paaAHCbKe
(cninbHa icTopin)

MUHYyNe

€ He Nuwe axKepenom M'AKOI cuan
ONA  Kpemns,
€1eMEeHTOM O1A CTBOPEHHA CMiJIbHOI
iAEHTUYHOCTI Ha noCTpagAHCbKOMY

ane N Ba)XIUBUM

npocropi.

The shared Soviet past (Common
history)

is not only a source of soft power for
the Kremlin but also an essential
element for the creation of a shared
identity in the post-Soviet space.

Rotaru (2018)

-p.7

298.

CniH-pgoKTop / nonitrexHonor

yci, XTO npodeciinHo Kepye
npeacTaBieHHAM iHGopMaLiium igen
rpomazacbKocTi (30Kpema Bif, iMmeHi
NoANiTUKIB) 3 MaKcMmaabHOW AnA
CBOIX KNi€HTIB BUrogoto. IxHa poboTa

npmM3BOANTL no MaHinynau,ii
HOBMHamMM, BOHa noB’A3aHa 3i
3B’13KaMM 3 TPOMAACHLKICTIO i
nponaraHAoko.

Spin doctor

all those who have the job of
managing (or massaging) the public
presentation of information or ideas
(especially on behalf of politicians) to
maximum advantage. Their work
results in the manipulation of news
and is related to public relations and
propaganda

McQuail's, D.

(2010)
571

p.
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293. "Cnipanb moBYaHHA" ‘Spiral of Silence’ Szwed (2016)
ABMLLE, KONM MM MOBYMMO, 6oaumch a phenomenon when we keep quiet p-40
AYMKK BinbluocTi, He 6axkatoun ixHboi  in fear of the majority’s opinion, not Vilmer et al.
KPUTUKN. wanting to be criticized by them. (2018) - p.87
IHTepHeT-KopucTyBadi, sk npasuno, Internet surfers tend not to share MSB (2018) —
He AdinAatbcAa cBoimmM nornsgamu, their viewpoints if these viewpoints p.19-20
AKWO BOHM cynepeyaTb MaHiBHIM go against the dominant opinion of
aymui - ¢dopymy. Takum  umHom, the forum. In this way, a few trolls
O€eKiNbKa Tponis MOXyTb, can, by posting a number of
po3micTMBWIM  psAd,  KOMeHTapiB, comments, give the impression of a
CTBOPUTHU BpaXKeHHA OYMKM  majority opinion even when it is not
6inbwocTi, Ta HaBiTb KoK Ue 3oBcim  at all the case—it is enough to have a
He TaK — LbOro A0CTaTHbO, Wob matn paralyzing effect on others.
napaniayBasbHUN BAANB Ha iHLIKX. See also Astroturfing
Ansiteca Takok Acmpomypepine a phenomenon that is used in
ABULLE, AKe BMKopuUcTOBYeETbcA B Cognitive Hacking.

KozrimueHomy 3nami. People who feel like part of the
NMwan, aki BigyysawTb  cebe minority are less likely to air their
YaCTUHOIO MEHLLUWUHMN, piawe opinions. In a similar scenario to the
BUC/NOBMIOIOTL  CBOI  AyMKW. 3a Bandwagon Effect, the appearance
cueHapiem, nogibHum  Egpekmy of social conformity around an issue
lpuedHaHHA 0o binbwocmi, noasa can cause people with contradictory
couianbHoi 3roau HaBKoso opinions to remain silent. This
npobnemn moxe 3mycutn noaen i3 appeals to fears of being excluded or
NPOTUNEXHUMMU AyMKamu mMmoBYaTu. singled-out because of an unpopular
Ue anente po nobotwoBaHb 6yt opinion.

BMKNIOYEHMMM YN BiJOKPEMAEHUMMU

yepes HenonynaApHy AYMKY.

300. Cnipanb UMHiI3my Spiral of cynicism McQuail's, D.
rinoTeTM4yHMn npouec, noadibHuii go a hypothetical process, similar to the (2010) - p.
“cnipani moB4YaHHA”, 3a AKoro spiral of silence, whereby 571
CTBOPIOETHLCA KNimar, ae persistently negative media coverage
3MeHLWyeTbcA pAoBipa i 6axaHHs of a  political campaign and
6paTm y4yacTb Yy AemoKpaTudHumx politicians, especially where this

npouecax 4yepes  CUCTEMATUYHO
HeraTUBHE BMWCBITAEHHA MeAdiasMun
NONITUYHMX KaMNaHih i noniTukis,

0cob6/MBO KoK Haro/IOWyeETbCA Ha

emphasizes insincerity, corruption,
dirty tricks, personal ambition and
ignores substance and honest
intention, is thought to create a
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HewwmpocTi,  Kopynuii, 6pyaHux climate in which trust and the wish to
npuitomax, ocobuctux ambiuiax, Ta participate in the democratic process
irHOPYIOTLCA CNPaBXKHA CyTb Ta YecHi is diminished. In effect, the thesis
Hamipu. Mo-cyTi, cTBepaKyeTbca, holds that the more exposure to the
ynum Ginbwnin BNAMB Ha medii, Tum media, the less there will be public
MeHLWe byae rpomaacbKoi gosipu Ta trust and participation. The causes
yyacri. MpuunHn Kputotbea B npoueci are held to lie especially in the
mepgiaTu3auii Ta nos’as3aHi i3 mepgia- process of mediatization and are also
NOriKoto. linked to media logic.

301. CNpOMOXKHiTb A0 CTPUMYBAHHA Capability of deterrence MCDC(a)
CNPOMOXKHICTb abo TexHiyHa the ability or technical capacity to (2019) - p.35
3[4aTHICTb  3AilicHOBaTM  Aji, wWwo carry out actions that impose costs
HaB’A3ylOTb BUTPATW CYNPOTMBHUKY.  on the adversary.

OauH i3 "mpoox C" — komnoHeHmie One of the ‘three Cs’ of deterrence.
CMPUMYBAHHA.

302 cnyginr / Nigmina Spoofing DIA (2022) -
Lle meTtoan PEB, aki BBOAATb B omaHy It's EW-techniques which deceive the p. 44
€NeKTPOMArHiTHUM npuiimad, receiver by introducing a fake signal
nigmiHAYKM curHan Ha danbwmemin, with erroneous information.

3 NOMMUIKOBOLO iHdOpMaLiEto.

303. CrakcHer Stutznet / Stuxnet Treverton et
aTakKa, wo cnpAMoBaHa Ha attacks aimed specifically at society al. (2018) - p.
cycninbctBo  (iHdpacTpyktypy) — (infrastructure) — at finance, water, >4
¢diHaHcoBMM cektop, power or other infrastructure.
BOOMNOCTAYaHHSA Ta iHWwi Stuxnet is a computer worm, which
iHbpacTpyKTypHi 06’ekTn. CTakcHeT — could be used for sabotage in
KOMM'tOTEPHUI Xpobak, AKMM automated control systems of
BUKOPUCTOBYIOTb Ans aueepcit B industrial enterprises, power plants,
aBTOMaTM30BaHUX cuctemax  airports, etc.

KOHTPOAIO NPOMMCIOBUX
NiANPUEMCTB, €NeKTPOCTaHLN,
aeponopTis TOLO.
304. CraHaapT obopoHHoro nnaHysaHHa Defense planning standard Binnendijk &
Kugler (2001)

Habip cya)KeHb i
nepeTBOPEHHA
NoNiTMKN B

OVUPEKTUB  ans
CcTpaTeriyHoil
KOHKPETHiI  KepiBHi

a set of judgments and directives for
translating strategic policy into
concrete guidelines for preparing
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NPUHLMIN ana niarotoekn military forces. This standard has
BiicbkoBMX cun. CtaHaapT mae Tpu three associated roles: to determine
nos’asaHi mixX coboto ¢PyHKuUii: the size of forces and their main
BM3HA4YaTU YMCENbHICTb cun Ta ixHi  missions; to establish program and
OCHOBHi  3aBAaAHHA;  BCTaHOBUTM budgetary priorities; and to inform
nporpamHi Ta 6toaxKeTHi npioputetn; the government and the public of the
a TaKoX iHbopmyBaT ypsg i rationale behind the defense
rPOMaACbKICTb Npo 06rpyHTyBaHHA strategy and force posture.
060pOHHOT cTpaTerii Ta No3uLii cuA.

305. CraHpapTtusauin Standardization NSA (2013) -

po3pobKa Ta BTiNEHHA KoHuenuin, the development and P 2-5-10
OOKTPWH, npoueayp i nnadiB i3 implementation of concepts,
METOI AO0CArHeHHA Ta niaTpumaHHs doctrines, procedures and designs in
CyMmicHOCTi, B3aemo3amiHHOCTI abo order to achieve and maintain the
CNiNbHOCTI, AKi  HeobxigaHi ana compatibility, interchangeability or
AOCATHEHHA HaneHoro  piBHA commonality which are necessary to
B3aeEMoJi 7 ontTumisayii attain the required level of
BUKOPUCTAHHA pecypciB Yy cdepi interoperability, or to optimise the
npoBseaeHHs onepauin, use of resources, in the fields of
MaTepianbHO-TEXHIYHOIO operations, materiel and
3abe3neyeHHs Ta ynpaBiHHA. administration.

306. CTiliKicTb / pe3nnbeHTHICTb Resilience MCDC(a)

1. ba3oBe BM3Ha4yeHHA: Ue 3aaTHicTb 1. Basic definition: the ability to (2019) - p.90
BiZIHOB/IHOBATMCb MiC/1A NOPYLUEHb recover after disturbances Gryshko et al.
2. lna cknagHux cuctem: BnactmeicTb 2. For complex systems: the property (2024)

ans 3aXUCTY cucTemm Bin for protecting the system from Jungwirth et
CTPYKTYPHUX NopyLUEHb, Aki  structural disturbances that alter the al. (2024) -
3MIHIOIOTb CaMi YMHHWUKM po3BUTKY very factors of development (by p.27

(ma  BigmiHy  Big  HagiiHoCTi).
Cknapaerbca 3 KombiHauii OnopHoOCTI
(pesncreHTHOCTI) Ta
BiagHOBNOBAHOCTI. MictuTb
HacTynHe: 34aTHICTb YHUKaTK aBapin
3aBAAKM nNepenbavyeHHto, BUXKUBATU
nig NnopylweHb  3aBAAKMK
BiAHOB/NIEHHIO, Ta 3pOCTaTM 4epes
ajanTauito.

yac

3. B KoHTeKcTi ribpnaHux 3arpos:

contrast  "Robustness"); is a
combination of Resistance and
Recovery. Contains the following: the
ability to circumvent accidents
through anticipation, survive
disruptions through recovery, and
grow through adaptation.

3. In the hybrid threats context:

e the ability of society and
government to absorb, withstand
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® 31aTHICTb CycninbcTBa Ta ypAaay and recover from disruption and

00N1aTN MOPYLWEHHA Ta 30BHILHI external shocks. Measures to

NOTPACIHHA, MPOTUCTOATU im Ta increase resilience contribute to

Bi4HOBAOBATUCL. 3axoaM LWOA0 Deterrence By Denial.

niaBuWeHHA cTikocTi cnpusalots o the ability not only to withstand

CmpumyBaHH0 LLnaxom and cope with challenges but also

3anepevyeHHA. to undergo transitions in a
e 37aTHICTb He Ti/IbKN NPOTUCTOATH sustainable, fair, and democratic

BMKJIMKAM i CNPaBAATUCA 3 HUMU, manner. This is a key feature for

ane " npoxoautn nepexigHui countering hybrid threats.

nepiog y CTiKKK, cnpaBegaMBui

i AeMOKpaTUyHWUi cnocib. Le -

KAto4oBa BNACTUBICTb ana

npoTuaii ribpuagHnm 3arpo3am

307. CriliKicTb KputuuHoi Critical infrastructure resilience. Horbulin
IHGpaCcTPYKTYpU The ability of the Critical (2017) a
CMPOMOMKHICTb KpumuuHoi Infrastructure to function reliably in p.156
IHgppacmpykmypu HaginHo the normal mode, adapt to
¢byHKUiOHYBaTM B HOpManbHomy continuously changeable conditions,
peXXuMmi, afanToByBaTMCb A0 ymoB, resist and promptly recover after
Lo NOCTiNHO 3miHlooTbeA, accidents and technical failures,
NPOTUCTOATH Ta wenaKko malicious actions, natural disasters
BiAHOBAIOBATMCb nicna aBapin Ta and hazardous natural phenomena.

TeXHiYHUX 360iB, 310BMUCHUX AiiA,
NPUPOAHUX NUX Ta HebesneyHux
NPUPOAHUX ABULL.

308. CTpareriyHe KOMaHAYBaHHA Strategic command / SC NSA (2013) —
KOMaH/Ha opraHisauijis Ha the command organization at the P 2-5-12
HaMBMLOMY PiBHi cTpyktypu highest level of the NATO military
BilicbKOBOro KomaHayBaHHA HATO. command structure.
HoeigkoBo: IcHye gBa crpaTeriiHux Note: There are two strategic
KOMaHAyBaHHSA, a came: commands, namely, Allied Command
KomaHaysaHHA O3C HATO 3 nutaHb Operations and Allied Command
onepauin Ta KomaHayBaHHA O3C Transformation.

HATO 3 nuTaHb TpaHchopmauii.

309. CrpateriuHi KomyHiKauii / CtpatKkom Strategic communications Horbulin

CKOOpPANHOBAHE Ta HanexHe the mean coordinated and proper (2(1);;) B
p.

BUKOPUCTAHHA KOMYHiKaLiMHUX

use of state communication
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MOXMBOCTEN Aep)KaBW - NybniyHoi capacities — public diplomacy, public
amnnomarii, 3B’A3KiB i3 relations, military public relations,
rPOMaACbKICTIO, BilicbKoBMX 3B’A3KiB information  and psychological
i3 rpomaacobKicTio, iHPopmauinHo- operations, events designed to
NncuxosoriyHMx onepauin, 3axoais, facilitate and meet the targets of the
CNPAMOBAHMUX Ha npocyBaHHA country.
3aBAaHb AeprKaBMU.

310. CrpareriuHi yini Strategic goals MCDC(a)
uini crparerii npotuaii ribpugHin  the aims of the strategy to counter (2019) - p.90
BilHi. CTpaTeriyHi uini Bigobparkatotb hybrid warfare. Strategic goals reflect
piBeHb ambiLilt 3aXMCHUKa. the level of ambition of the

defending actor.

311L. Crpareria KAMHY Wedge Strategy Wigell (2019)
™n Aep¥KaBHOI cTparerii, the type of state strategy to prevent
CNPAMOBAHNM Ha  3anobiraHHA hostile alliances from forming or to
YTBOPEHHIO BOPOXKUX anbsAHCiB abo disperse those that have formed.

Ha po3'eaHaHHA TUX, WO BXKe These strategies can cause power
ytBopununca. Ui cTtpaterii moxyTtb alignments that are otherwise
CNPUYMHUTK PO3CTaHOBKY cun, Aka B unlikely to occur, and thus have
iHWoMmy BUNAAKY byna 6 significant consequences for
MasoMMOBIpHO, i, TakKMm 4mHOM, international politics.

MaTn 3HAYHI HacnigKku ana

MiXXHapOAHOI NOAITUKM.

312. Crpareria “LinboBOro amiuHeHHA" “Target hardening” strategy Falk (2020) —
TEPMiIH, SKMIA  BUKOpPMCTOBYIOTbL a term used by police officers, those p.3
noniuercbKi, NnpauiBHUKN oxopoHMTa working in security, and the military
BilicbKOBi; nepeabayvae nocuneHHa referring to the strengthening of the
6e3snekn byaisni um cnopygm 3 security of a building orinstallation in
meToto 1i 3axucTy y BUunaaKy Hanagy order to protect it in the event of
abo 3MeHLWeHHA PU3MKY Kpagdikku. attack or reduce the risk of theft. It is
BBarkaeTbcea, Wo "cunbHun, BuAnMun - believed that a “strong, visible
3aXMUCT CTpUmMyBaTUMe abo defence will deter or delay an attack”
3aTpMMyBaTMMeE aTaky".

313. CTpumyBaHHA Deterrence Van Haaster
oAuH 3i crnocobiB nepewkKoaxaHHs the discouraging activities that (2019) - p.48

AiANbHOCTI,
iHTepecam

AKa cynepeynTb
Aeprasu abo

conflict with the interests of the State
or the international rule of law by
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MiXKHapogHomy BEPXOBEHCTBY
npaea, yepes CTBOPEHHA
nepcnexkTUeK "3axonis y Bignoeigb".

holding out the prospect of

retaliatory measures.

314.

CrpumyBaHHA
3anepeyeHHA

waaxom

OpHa i3 cTpaTeriin CTPUMYyBAHHA AK
iHCTPYMEHT NpoTUAji ribpnaHin BiMHi.

lNMoknuMKaHe nigipBaTy  34aTHICTb
CYNPOTUBHUKA AOCATTU CBOEI METH, B
neplwy 4Yepry LAAXOM, HanpuKkaag,

"3arapToByBaHHA" Lini.

Deterrence by denial

One of the deterrence strategy as a
tool for countering hybrid warfare.

Aims to undermine the ability of the
adversary to achieve their objective
in the first instance through, for
example, ‘hardening’ the target.

MCDC(a)
(2019) — p.35,
89

315.

CTPMMYBAHHSA WAAXOM NOKapPaHHA

OpHa i3 cTpaTeriit cTpUMyBaHHA AK
iHCTPYMEHT NpoTUAji ribpnaHin BiMHi.

Mae Ha MmeTi nepexkoHaTn
NPOTUBHMKA B TOMY, LLLO BUTPATU Ha
OOCATHEHHA 1oro  meTn  byayTb
3aHaATO BUCOKMMM.

Deterrence by punishment

One of the deterrence strategy as a
tool for countering hybrid warfare.

Aims to persuade the adversary the
costs of achieving their objective will
be prohibitive by threatening
retaliation to aggressive action.

MCDC(a)
(2019) - p.36,
89

316.

CAlc - AUB.
CUHXPOHI308aHUX AMAK

MNMakemu

SAPs -
Packages

see Synchronized Attack
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Le CTEe)eHHs 3a aBTOPW30BaHOW
ocobolo B 30HIi abo cuctemi 3
obmexkeHMm  goctynom.  Mpuknag:
3/I0BMUCHUK, oAArHeHui AK
cniBpobIiTHUK, Hece BENMKY KOPOOKY i
nepeKkoHye KepTsy, AKa €
YyNOBHOBa)KEHMM  CMiBPOBITHMKOM Ta

3aX04UTb O4HOYACHO i3 3/IOBMUCHUKOM,
BigKPMUTM  ABepi  paTa-UeHTpy  3a
[0NOMOro nepenycTku KepTeu.
Joctyn [0 3aKpuTUX 30H MOBWUHEH
KOHTPONIOBATUCA MNOAITUKOKD  A0CTyny

is the act of following an authorised
person into a restricted area or system.
Example: the attacker, dressed as an
employee, carries a large box and
convinces the victim, who is an
authorised employee entering at the
same time, to open the door of the data-
centre using the victim's RFID pass.
Access to non public areas should be
controlled by access policies and/or the
use of access control technologies, the
more sensitive the area the stricter the

of the European Union WARN 155
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317. TaKTUYHUIA piBEHb LWITYYHOrO Al Tactical level Thiele (a)
iHTeneKTy At the tactical level, Artificial (2020) - p.10
Ha TaktMuHomy pisHi LmyyHuli Intelligence may provide improved Horowitz
IHmenekm  moxe  3abe3neunTtn and faster situational awareness for (2018)
noninweHe Ta 6inbw  wBmMake the crews of combat vehicles. It can
YCBIZOMAEHHA cUTyaUil ekinarkamu automate threat detection by
bomoBux  mawuH. BiH  MoXe recognizing persons or object types,
aBTOMaTU3yBaTW BMABAEHHA 3arpo3 but also by recognizing potentially
3a gonomorolw  posnisHaBaHHA dangerous behaviours. Conversely,
nogen abo Tmnis 06’ekTiB, aTakok 3a the system can use Artificial
A,0M0MOroto po3nisHaBaHHA intelligence to record information in
noTeHUiliHo Hebe3neyHoi noBeaiHkK. the form of natural speech, digitize it,
I HaBMaKw, cMcTema moxe and make it available to the systemin
BukopuctosyBatn LI ans 3anucy a pre-processed form, thereby
inbopmauji y dopmi npupogHoro significantly increasing efficiency.
MOBJ/IEHHSA, oumdpyBaHHA Ta Atrtificial intelligence enabled
HagaHHAa pgoctyny ao cuctemm B technologies will likely ease logistical
nonepeaHbo 06pobnerin  dopmi, burdens, ensure military-
TMAM CaMMM 3HadyHo nigsuuytoum technological superiority and
edeKTMBHicTb. TexHonorii Ha 6asi LI, enhance combat reaction times.
weMAawe 3a  BCe, MONerwaTb
NOTiCTUYHe HaBaHTAXKEeHHA,
3abe3sneyatb BilNCbKOBO-
TEXHONOTiYHY nepesary Ta 36inbwaTb
yac 60MOBOro pearyBaHHs.
318. TeinreituHr (nepecnigysaHHA) Tailgating ENISA (n.d.)
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Ta/abo BUMKOpUCTaHHAM  TexHosoriit combination. The obligation to wear a
KOHTpO/IO AocTyny, npu ubomy, yYmm badge, the presence of a guard and
BaX/MBilla 30Ha, TWUM  cyBopiwa actual anti-tailgating doors such as
KOombiHauia Kogis. 060B'A30k HocuTM mantraps with RFID access control
b6engr, npucyTHictb oxopoHua Ta should be sufficient to deter most
B/lacHe MNpoOTU3NaMHi pABepi, Taki Ak attackers.
ABepi-nacTku 3 PaAioyYacTOTHUM
KOHTpO/EM aoctyny, EEEVEEY
[OCTaTHbO ans 3anobiraHHA
NPOHUKHEHHIO 3/I0BMUCHMUKIB.

319. TemHa peknama Dark Ads MSB (2018) —
€ oAHuM i3 meToaiB KozHimueHozo is one of the Cognitive Hacking p.19-20
3namy methods
ue noBiAoOMAeHHA, AKi nobypoBaHi is messages, which are tailored based
Ha ocHoBI ncmxorpagivyHoro npodinto  upon an individuals’ psychographic
noanHu. Benuki aaHi moxytb 6ytn  profile. Big data can be used to create
BMKOPUCTaAHI Ansa cTBopeHHA 6a3nM a database of individuals with a
OaHUX npo nogen  3i cxoxoto similar  ideological stance and
igeonoriyHo nosuuieto Ta pucamm  personality traits. Purchased
ocobuctocti. MpuabaHi peknamui advertisements that only they can
OroNoWeHHs, fAKi MoXyTb 6auntm see could include messages that
nvwe  BianosiaHi nmoaM, MoxyTb appeal to their psychological leanings
MiCTUTH NoBiAOMNEHHS, wo and encourage a certain form of
anenwoTb A0 X nAcuxonoriyHmx behaviour or action.

CXWNbHOCTEN Ta CMOHYKalTb A0
nesHoi GopmMu NOBELIHKN YK AiN.

320. Teopia ekoHOmiYHOro ctpumyBaHHA Economic deterrence theory Ya’'u et al
Teopia, 3rigHO AKoi nnaTtHuKy theory advocates that taxpayer need (2023) - p.
noaaTkiB noTpibHi  ekoHoMi4YHi economic factors to be able to decide 292
¢dakTOopK, WO6 Matm Mmoxausictb whether to comply with tax

BMPILLNTM YXN BMKOHYBATM NOAATKOBI
3060B’A3aHHA. aii NNaTHUKIB
NoAaTKiB 3ane)kaTb Bif O4YiKyBaHMX
Buro,. Hanbinbw Bigomum niaxoaom
CTPUMYBAHHS, 3MYLLIYE
NNATHUKIB  NOAATKIB  BWKOHYBATU
3060B’A3aHHA, € 3aranbHUMW Nigxig,
CTPUMYBAHHA, AKMA NOB’A3aHMN 3
edEeKTOM  MOXK/IMBUX  CaAHKLIiA i
nokapaHb. LleHTpanbHMMm

AKNM

obligations. The action taken by
taxpayers on whether to comply is
dependent on the likelihood of the
expected utilities. The most well-
known deterrence approach that
makes taxpayers comply is the
general deterrence approach, which
is related to the effect of likely
sanctions and punishment. The
central argument of the deterrence
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aprymeHToMm Teopii CTPUMYBaAHHA €
Te, WO TaKi 3MiHHi, AK noaaTKoBa
CTaBKa, wTtpad i MMOBIpHICTb
BUABNEHHA, € QYHKLIED NOBeAiHKM
NNATHUKIB NOAATKIB MPU NPUMAHATTI
pileHb.

theory is that variables, such as tax
rate, penalty, and detection
probability, are the function of
taxpayers’ decision-making behavior.

321.

Teopina 3aneKHOCTI Big, pecypcis

Teopisa, WO po3rnAgac opraHisauito
AK couianbHy cuctemy, 60poTbby
opraHisauii Ha OCHOBI
OpraHisauiiHuX BigHOCKH i 3B’A3KiB i3
cepenoBuLeEM, i HamaraetbcA
NMOACHUTKM GanaHc cua | piBHIiB
3aNEXHOCTI Ha eTani OTPMMaHHA
pecypcis, HeobXiaHuX ana
BUKUBAHHA.

Resource dependence theory

a theory that sees an organization as
a social system, deals with the
struggles of organizations on the
basis of  organizational and
environmental relations, and tries to
explain the balance of power and
dependence levels at the point of
obtaining the resources necessary for
their survival.

Ilhan (2020) -
p.177

322.

Teopin
Teopis)

3moBu (KoHcniponoriuHa

Teopis, 3rigHO 3 AKOK MNOACHEHHA
byab-AKOro  couianbHOro  ABMLWA
nonArae y 3’AcyBaHHi TOro,
3aLiKaBJIEHUI Y MOABI LIbOro ABULLA.
3BMYaMHO, LSt TOUYKA 30PpY BUMNIMBAE 3
NOMWIKOBOI Teopii, 3rigHO 3 AKOoto
BCe, LLO TPANAAETLCA B CYCMiNbCTBI -
ocobnmBo Taki nogii, AK BillHa,
6e3pobitta, 6igHictb, AediuunT, AKi
Noaun, K NpaBuao, He NobAATb, - Le
NPAMUIA 3aQymM [eAKUX BMJIMBOBUX
ocib Ta rpyn.

XTO

Conspiracy theory of society

“there is a view, which | shall call the
conspiracy theory, which holds that
the explanation of any social
phenomenon consists in finding out
who is interested in the occurrence
of this phenomenon. This view arises,
of course, from the mistaken theory
that, whatever happens in society—
especially happenings such as war,
unemployment, poverty, shortages,
which people as a rule dislike—is the
direct design by some powerful
individuals and groups.”

Popper, K.
(2020) -
p.306

Vilmer et al.
(2018) - p.35

323.

Tepopusm BHYTPILLHIl

AiANbHICTb, noB'A3aHa 3  Aisamuy,
Hebe3neYHUMU ANA XKUTTA NIOANHM,
WO € MNOopyWeHHAM KPWMIHaNbHOro
3aKOHOAABCTBA KpPaiHM; MA€E Ha MeTi
3a15KyBaHHA abo npumyc
LUMBIZILHOFO HaceneHHa; BMJAMB Ha
NONITUKY ypagay LIAXOM

Domestic terrorism

activities that involve acts dangerous
to human life that are a violation of
the criminal laws of the country;
appear to be intended to intimidate
or coerce a civilian population; to
influence the policy of a government
by intimidation or coercion; or to

United States
Code (2010)
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3aN1AKyBaHHSA YM npumycy; abo sname affect the conduct of a government
Ha noBeAdiHKy ypagy wasxom by mass destruction, assassination,

MaCcOBOro 3HWLLEHHSA, ybuBcTBa um or kidnapping; and occur primarily
BUKPALEHHS; i BiabyBaeTbca within the territorial jurisdiction of
nepeBaxKHO y Mexax TeputopianbHoi  the country.

PUCAMKLIT KpaTHN.

324. Tepopusm mixKHapogHuUi International terrorism United States
BiANBHICTb, Lo nepeabayae activities that involve violent acts or Code (2010)
HacMNbHULbKI aii abo aii, Hebe3neyHi acts dangerous to human life that are
ANA KUTTA NOAMHWN, | € nopyweHHaMm  a violation of the criminal laws of the
KPMMiHANbHOIO 3aKOoHOAaBCcTBa country; appear to be intended to
KpaiHM; Mae Ha MeTi 3ansakyBaHHA intimidate or coerce a civilian
abo npumyc uuBinbHOro HaceneHHsa population; to influence the policy of
00 MEBHUX AilA; BNAMB HA MNOANITMKY a government by intimidation or
ypA4y WAAXOM 3anAKyBaHHA 4m  coercion; or to affect the conduct of
npumycy; abo BNAMB Ha MoBeaiHKy a government by mass destruction,
ypAaay WAAXOM MacoBOro 3HULLEHHSA, assassination, or kidnapping;, and
BOMBCTBA Y BUMKpPaZEHHA; BUXoauTb transcend national boundaries in
33 paMKM HauioHanbHUX KopaoHiB 3 terms of the means by which they are
TOYKM 30py 3acobis, 3a gonomoroto accomplished, the persons they
AKUX BOHM 3AiNCHIOIOTBCA, OCi6, AkMX appear intended to intimidate or
BOHM MaloTb Ha MeTi 3andaKkaTtu um coerce, or the locale in which their
npMMycuUTM 00 neBHUX Aiin, abo perpetrators operate or seek asylum.

MicUub, [Ae 3/04MHLUi AitoTb abo
LYKatoTb CObBi NpUTYAKYy.
325. TexHiuHe BUKOPUCTAHHA Technical exploitation MSB (2018) —
p.19, 23

€ O4HMM i3 MeToAiB iHbpOopMaLiiHOro
BnAuBy (ans. KamnaHii Bnausy)

JianbHicTb iHpopMaLiiHOro BRNAMBY
yacTo BMKOPUCTOBYE HOBI
iHbopMmaLinHi TEeXHONOrii.
BukopucToByioumn 6inbll AOCKOHanI
TEXHIYHi HaBUYKMW,
Bonogie 6inbwicte noaen,
MOXYTb MaHiNyntoBaTM MNOTOKaMMU
iHbopmalii B IHTepHeT. MaHinynauii

HiXK Ti, AKUMMK

BOHU

npoBoAATb OKpemi ocobw,
aBTOMATM30BaHi npodini abo
anropuTMKM, a TaKoX KombiHauji

is one of the information influence
techniques
Campaigns)

(see Influence

Information influence activities often
make use of, and exploit, new
technologies. By using more
advanced technical skills than most

individuals  possess, they can
manipulate flows of information
online.  Manipulation can be
conducted by individuals, by

automated accounts or algorithms,
and by combinations of people and
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nopen  Ta  asBtomatmsauii. Cnig  automation. It should be noted that
3a3HAYUTH, Lo TexHiyHe technical exploitation often uses a
BuKkopuctaHHa 4acto 3actocoBye technological advantage to perform
TEXHOJIOTiIYHY nepesary ana  quite traditional information
3[iMCHEeHHA uinkom TpaamuiHux influence  techniques such as
meToAis iHopmauinHoro BnauBy, Deceptive Identities, Disinformation
TakuX AK OmaHauei I0enmu4yHocmi, and forgery.

AlesiHpopmayin Ta nigpobia. it includes: Bots, Sock Puppet, Deep
Cioau BiAHOCUMO: bomu, Fakes, Phishing etc.

MapioHemka, Aingeliku, ®@iwuH2

TOLLO.

326. Toprosa BiliHa Trade war Horbulin
KOH}NIKT ABox abo Kinbkoi KpaiH y the international trade conflict (2017)
coepi 30BHiWHbOTOProsenbHMX between two or more states p.159
BIAHOCWUH, cynpoBog)KyBaHuit accompanied by the use of
3aCTOCYyBaHHAM  AUCKpUMIiHaUiiHux discriminatory rules of trade. It is
ymMoB TopriBni Ta peanizoBaHuit realized by tariff and non-tariff trade
TapuPpHUMM i HeTapudHumm defense methods. TW is used both in
meToAamu. 3actocoByeTbca AK Yy and out of the existing international
MeXax UYMHHMX MiXHapoaHux Ta and national regulations with aim to
HauioHaNbHUX HOPM, Tak i no3a gain economic and  political
HMMKU, 3  MeTol  OoTpumaHHA advantages at the expenses of the
€KOHOMIYHUX Ta noniTnyHux nepesar rival country. TW can be directed to
Hapg, iHWoto KpaiHoto- the expansion on the other countries’
CYNPOTUBHOKUM. Moxe 6ytv markets as well as to national
CnpsAMOBaHa Ha 3axon/ieHHA PUHKIB markets protection. TW is one of the
iHWKWX KpaiH, a TakoX Ha 3axuct type of economic war (such as
HauioHaNbHOro PUHKY. € currency, energy, food wars, etc.).

Pi3HOBMAOM E€KOHOMIYHUX BilH (AK-
oT Ba/IIOTHa, eHepreTMyHa,
NpPoAO0BONbYA BiliHM TOLLO).

327. Tpaguuiiidi 3MI Traditional Mass Media Robbin
3acobu macoBoi iHbopmauii, wo the media which operated by Buente
KepyloTbca npodecioHanamm (Ha professionals (by contrast of the New (2008)
BiAMiHy Big, Hosux 3MI) Mass Media) 5252 146; 2215

p.o—

Szwed (2016)

-p.12
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328. TpaHc-KynbTypHa (eTHiuHa) audysia Trans-cultural diffusion Hume &
PO3NOBCHOAMKEHHA KYAbTYPHUX the spread of cultural items—such Hume (2014)
eNeMeHTiB, AK-OT igei, ctuni, penirii,  as ideas, styles, religions,

TEXHONOTIii, MOBM TOLLO MiXK technologies, languages etc.—

NIOAbMU, B MeXKax OAHI€EI KybTypu between individuals, whether within

abo Big oaHIET KynbTypyY A0 iHLWOI. a single culture or from one culture
to another.

323. «Tpu C» cTPUMyBaHHA ‘Three Cs’ of Deterrence MCDC(a)
OCHOBHI NPUHUMNM CTPUMYBAHHA, AK  basic principles of deterrence as an (2019) - p.35
BaXX/IMBOFO iHCTPYMEHTY NpoTuA;i important tool for countering hybrid
ribpunagHin BiHi: NepeKoHAUBICTb warfare: Credibility of deterrence,

CTPUMYBaHHA, CrIpoMOoXcHicme 00 Capability of deterrence,
cmumyeaHHs, KomyHikauia 3apadu Communication for deterrence.
CMPUMYBAHHA.

330. "Tpu BiHK" “Three Warfares” Vilmer et al.
BillcbkoBa cTpateria Kutato: Ak y the China’s military strategy: in (2018) - p.60
MMPHWUIN, TaK i Yy BOEHHMM uYac peacetime and wartime alike, the Kania (2016)
3acTocyBaHHA Tpbox BMAiB BiMHKM application of the three warfares Cullen et al.
(eiiHa 3a epomadceKy OymKy, (public opinion warfare, (2021) - p.19
ncuxonoeiyHa  eiliHa, topudu4Ha psychological warfare, legal warfare)
giliHa) mae Ha meTi KoHTpontBaTh is intended to control the prevailing
nepesarkatoui Anckypcun Ta Bnameatu  discourse and influence perceptions
Ha CNPUUHATTA Takum 4YmHom, wob in a way that advances China’s
NPOCYHYTH iHTepecu Kutato, interests, while compromising the
O4HOYACHO CcTaBAAYKM nig 3arpo3y capability of opponents to respond.

MOX/IMBOCTi ONOHEHTIB BignosiaaTu.

331.

Tponi

ocobu, aKi nowmnptooTb iHpopmauito,
HaCcKU4yIOTb Beb-canTn
KomeHTapsamu Ta / abo nepecnigytoTb
HLLUI.

nesHi

KOPWUCTYBa4 aKayHTy B coUiaNbHUX
MeperKax, AKUA HABMUCHO BUK/INKAE
He3aJ0BONEeHHA B
KOPUCTYBa4iB CBOIMM KOMEHTaPAMM
Ta noBeaiHKO, Wwo  cnpuse

iHWMX

Trolls

individuals who spread information,
saturate certain websites with
comments, and/or harass others.

a user of a social media account who
deliberately antagonises other users

through  their comments and
behaviour. This contributes to
increased  polarization, silences

Vilmer et al.
(2018) - p.84

MSB (2018) —
p.19, 25
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NoCUNEHHIO noAaspwusauii, 3amoBuye dissenting opinions, and drowns out
cynepeunusi gymku Ta 3arnywye legitimate discussion. The troll is
3aKOHHY AUCKycito. Tposb KepyeTbcs governed  either by  personal
abo ocobuctMmu cnoHykaHHamM, motivations or, as in the case of
abo, AK y Bunagky 3 riopmgHumm hybrid trolls, operates under the
Tponamun, Aie nig KepiBHuutBom direction of someone else
KOrocCb iHWOro.

332. TponiHr Trolling Vilmer et al.
Taka noBepgiHKa, AK nybnikauia behaviour such as  publishing (2018) - p.86
NPOBOKaLiMHUX KOMeHTapiB B provocative comments on the Szwed (2016)
IHTepHeTi 3 meTo BMKAMKATK internet with the intention of causing —p.7, 54
KOHONIKT. conflict.

AK npasBuno, npotikae y Tpu ¢asun: Generally proceeds in three phases:
3aMaHIOBaHHSA, 3axonneHHa luring, taking the bait and hauling in.
NPUMaHKWN Ta BUTATYBaHHA.

333. TTN(c) TTP(s) Johnson et al.
abpesiaTypa, AKa po3wmndpoByeTbca is an acronym that stands for (2016)

AK "TaKTuka, meTtoam i npoueaypu" "Tactics, Techniques, and
(aHrn.), e knwoyoBMm noHAaTTAM y Procedures", a key concept in

Kibepbe3neui Ta po3Bigui 3arpos. Le
niaxia A0 BM3HAYEHHA Moaenem
NoBeAiHKN, WO  MOXYyTb  6yTK
BUKOPUCTAHI  AnAa  3axucty  Big
KOHKPEeTHUX CTpaTerin i BeKTopis
3arpo3, WO  BWKOPUCTOBYHOTLCA
3/T0BMUCHUKaMMW:

o TaKTMKa - Ue HaMBULLKUI piBEHb

onucy TaKOi nNOBegiHKW, i ue
AiANbHICTb, fAKYy cyb'ekT (wo
3/4iNCHIOE iHUMAOEHT FIMI),
HanimoBipHilwe, byae
BMKOPMCTOBYBATM.

e MeToau gatoTb 6inbll AeTanbHUM
ONMUC NOBEAiHKM B  KOHTEKCTI
TAKTUKK | NOKa3yloTb, AK cy6'eKT
MOX€E 3aCTOCOBYBAaTM TaKTUKY
(TakTUKNM).

cybersecurity and threat intelligence.
The purpose is to identify patterns of
behaviour which can be used to
defend against specific strategies and
threat vectors used by malicious
actors.

e A tactic is the highest-level
description of this behaviour and
is the activity that an actor
(conducting a FIMI incident) is
likely to use.

e Techniques give a more detailed
description of behaviour in the
context of a tactic and are how an
actor might conduct the tactic(s).

e Procedures are an even lower-
level, highly detailed description
in the context of a technique and
are the detailed steps that
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e [poueaypn - ue we 6inblw prescribe how to perform specific
HU3bKWUI piBeHb, ayrxe tasks.

JeTasibHUA OnMUC B KOHTEKCTI
MeToAY i € AeTaNlbHUMM KPOKamMu,
AKi BM3HA4aloTb, AK BWMKOHYBATU
KOHKPETHi 3aBAaHHA.

334 wryman sitiHn" ‘Fog of war’ Mumford

BiACYTHICTb iHpopMaLiiy KomaHamnpa the absence of information a (2020)-p. 4

Ha 6araTboXx PiBHSAX - Big TakTM4HOro commander has across a multitude of
[0 BEJINKOIO CTpaTeriyHoro levels, from the tactical to the grand
strategic
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(camo)perynioBaHHs Ta nepenbavae
OLiHKY PU3MKIB, obuncneHHs,
NMPOCYBAHHA HAMKpaALLMX MPAKTUK,
CNPUSAHHA

KOHKYPEHTOCNPOMOXKHOCTI
iHOeKcauito, 6eHYMapKiHT

yepes
KpaiHw,

of market and liberal political
economy. It operates through (self-
Jregulative incentives and implies risk
assessment, calculation, best
practices promotion, fostering of
competitiveness through indexing,
country  benchmarking,
empowerment techniques.
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335. Yroaa npo craHgapTtusauito HATO NATO standardization agreement NSA (2013) -
HOPMaTUBHUIA  [OKYMEHT, o (STANAG) p. 2-N-2
npeactaBnfAe coboto yrogy Mix a normative document, recording an
Kilbkoma abo Bcima KpaiHamu- agreement among several or all
yneHamu HATO, AKUN 6y NATO member nations, that has
paTudikoBaHM Ha piBHIi ypagis been ratified at the authorized
OepXaB i3 MeTol BTiNeHHA neBHMX national level, to implement a
CTaHAapTIB NOBHicTO abo yacTkoBo.  standard, in whole or in part, with or

without reservation.

336. YKpaiHcbKa "PeBontouia rigHocTi" Ukraine’s “Revolution of Dignity”

(EBpOomanaaH) (the Euromaidan)
Avs. EspomalidoaH See Euromaidan

337. YnpasniHHA Kibep3arposamum Cyber Threat Management (CTM) EE-ISAC
NpaKTMKa KepyBaHHA the practice for managing cyber (2020) - p.7
Kibep3arpo3amu, wWo BuxoauTb 3a threats beyond the basic risk
pamku 6a30Boi oOUiHKM pu3mKiB B assessment found in Information
Cuctemi ynpasniHHA Security Management System
iHbopmaluinHoo 6e3nekoto. BoHo (ISMS). It enables early identification
3abesneuye paHHE BussneHHa of threats, data-driven situational
3arpo3, cuTyauinHy obi3HaHicTb Ha awareness, accurate decision-

OCHOBi JaHuX, TOYHe npuUHATTA making, and timely threat mitigating
pilweHb Ta CBO€YacHi A4ii woao actions.
nom’sIKLWeHHA 3arpos.

338. . . .
Ypaposictb Governmentality Wallenstein
dopma 3HaHHA I npaktmyHoi a form of both knowledge and (2013)-p. 28.
NMoniTMKM, 3acHoBaHa Ha noriyi practical politics, based on the logics
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pi3Hi MeToam PO3LWNPEHHA
NOBHOBAKEHD.
339. . . .
Yxun [/ Ynepep)KeHictb Bias McQuail's, D.
(2010) - p.

Byab-AKa TeHAeHUia yXMNATMCA B
HOBWHAX Bifg, TOYHOrO, HEMTPANBHOTO,
36a/1aHCOBaHOrO Ta
HeynepeaKeHoro 300parkeHHs
“peanbHocTi” nogin i couianbHoro
CBiTY BIiANOBIAHO A0 BU3HAYEHUX
KpuTepiiB. 3a3BuuYall pO3pPIi3HAIOTb
YMUCHUI | HEYMUCHUIA yxun. Nepnii
noB’si3aHuin 3 NPUXUABHICTIO,
ynogobaHHAMM 11 iAeonoriYHo
3aaHra*KoBaHiCTio megili abo axkepen
iHpopMmaLUii. Opyrui 3arajsiom
CTOCYETbCA opraHisauinHmnx Ta
PYTUHHUX YWMHHMKIB y pobopi Ta
onpautoBaHHiI HOBUH.

Any tendency in a news report to
deviate from an accurate, neutral,
balanced and impartial
representation of the ‘reality’ of
events and social world according to
stated criteria. A distinction is usually
made between intended and
unintended bias. The former stems
mainly from partisanship, advocacy
and the ideological standpoint of the
medium or source. The latter is
generally attributed to organizational
and routine factors in selection and
processing of news.

549
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OmaHnusux I0eHmuYyHoCcmsax.

JesiHpopmauis MoXe
pO3NOBCHOAKYBATUCS LNAXOM
CTBOPEHHA  nigpobneHnx  megia

nnatoopm, AKi BurnagarTs abo
MatoTb Beb-agpecy, AK ChpaBXKHi

CalT HOBUH.

a method that is used in Deceptive
Identities.

Disinformation can be circulated by
creating fake media platforms that
look like, or that have a web address
similar to, a real news site.
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340. dabpukKauin Fabrication MSB (2018) —
OAMH i3 meTogaiB Le3iHhopmauyii. is one of the Disinformation p.19,25

. . methods.
IHpopmauia, Wo He Mae PaKTUYHOI
OoCHOBM, onybnikoBaHa y ctuAi, akmh  Information with no factual basis
BBOAUTb ayauTopito B omaHy, published in a style that misleads the
3MyLLYHOYM noBipuTH B il audience to believe it to be
AOCTOBIpHICTb. Hanpuknag, legitimate. For example, a fake e-mail
danbwmsmun  menn Big nonituka from a politician might be produced
MoXe 6yt  HagpykoBaHui i and leaked to the press to undermine
nepeaaHun y npecy, wob nigipsatv that politician’s credibility.
O0Bipy 40 UbOro NoJiTuKa.

341. deilKoBUIN aKKayHT Fake Account Vilmer et al.
abo o6nikoBun 3anuc (npodinb), either an account thatis managed by (2018) - p.81
AKMM KEPYE XTOCb, XTO BUAAE cebe 33 someone pretending to be someone Parliament Of
KOrocb iHLWOrO, else or accounts that are not Singapore
a6o  obnikosi  3anucu,  AKMMM managed by people, but are (2018) - p. 15

. automated (bots). (#71)
KepyroTb He NI10AN, 3 aBTOMATMU30BaHi
(60Tn). The fake accounts on social media Nimmo, B.
o . . are “the foot soldiers in this form of (2018) — p.6
deitkoBi aKayHTM B COLjanbHUX )
. o . warfare.” They work to amplify the (#33)
mepexax — "nixota B Ui ¢dopmi _
AR message, introduce hashtags and
BiMHW". BoHW npautotoTb, WOO
. intimidate or block other users.
MOCUNUTN  MOBIAOM/IEHHA, BBECTU
xewTeru Ta 3anAKaTn abo
3a610KyBaTH iHLWNX KOPUCTYBaUiB.

342. oo . .

deiikosi megia Fake Media MSB (2018) —
p.19-20
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343. ®eiikoBi HOBUHU Fake News Treverton et
MoHatTa ¢elkomx (nigpobneHux, Fake news, a concept, includes both al. (2018) -
danblmBMx) HOBWUH BKAloYae K distortions of objective truths as well P57
CNOTBOPEHHA 06’EKTUBHUX iCTUH, TaK as misleading stories.
| OMaRnBI ICTOPII. Furthermore, spreading fake news is
Kpim Toro, po3snoBctogKeHHAa enabled by social media, which in
danblmBMX HOBUH 3abe3nevyetbca general does not require verification
coujianbHUMMU mepexamm, Aki  of published posts and also provides
3aranom He BMMaratoTb nepesipku a handy platform to reach audiences.
onybnikoBaHMX mMaTepianiB, a TakoX See also: New Mass Media
3abe3neuyoTb 3pydHy nnatdopmy
ONA OXONJeHHA ayauTopii.

Awns. Takox Hoei 3MI

344. ®dinbTpyBaHHA Gatekeeping McQuail's, D.

3aranbHUM TEPMIH, Akum general term for the role of initial (2010) - p.
no3Ha4yatoTb ponb B iHpopmauinHmx selection and  later  editorial 538
opraHisauisx noyaTkosoro gobopy ta processing of event reports in news
nisHiworo penakTopcbkoro organizations. News media have to
onpautoBaHHA nosigomneHb npo decide what ‘events’ to admit
noaii. MpauiBHWMKM HOBUHHUX Mmeain through the ‘gates’ of the media on
MatloTb  BupiwyBaTh, Ak “noaii” grounds of their ‘newsworthiness’
nponycTuTh Yepes mediliHi “Bopota”, and other criteria. Key questions
3BarkalouM Ha Te, HaCKinbKM BOHM concern the criteria applied and the
“BapTytoTb” OyTM HOBMHamMm, Ta Ha systematic bias that has been
iHLWI Kputepii. Hansaknumeiwi discerned in the exercise of the role.
NMUTAHHA  CTOCYHOTbCA  KpuTepiis
[obopy i CUCTEMATUYHOTO
ynepeasKeHHsa, AKi BUABNAIOTbCA Y
npoueci ¢inbTpyBaHHA.

345. ®iHaHcoBaHI ypaaom akkayHTH, Government-sponsored accounts, Bradshaw &
Beb6-cTOpiHKK UM nporpamm web pages or applications Howard
BNaCHi  akayHTn, Beb-cath Ta own government-sponsored (2017) - p.10
00AaTKN, AKi ¢iHaHcye ypaa, Ta accounts, websites and applications
npu3HayeHi ans nowunpeHHs designed to spread  political

noniTMyHoi nponaraHau. Ui obnikosi
3anucKM Ta 3MICT, WO HaaxoauTb 3
HWX, YiTKO NO3Ha4YeHi AK ypAa[0Bi.

propaganda. These accounts and the
content that comes out of them are
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clearly marked as government
operated.

346. diHaHcyBaHHA opraHisauiin Funding of Organizations Treverton et
3abe3neyeHHA opraHisauiit kKowtammn Providing organizations with funds to al. (2018) -
ANA BUKOHAHHA ix cTaTyTHMxX 3agad.  fulfill their statutory tasks. p.>8
BaraTto ypaais nparHyTb ¢iHaHcyBaTM many countries seek to fund
OpraHisauii 4M aHaniTMYHI UeHTpK, organizations or think-tanks that
AKi  npocyBaloTb nornaam, wWwo promote views friendly to their
BiANOBiAatoTb  iXHiM  iHTepecam. interests. Promoting ideas that
MpocyBaHHA igel, wo cnpusatoTe further a country’s interest is one of
PO3BUTKY iHTepeciB KpaiHn, € ogHum the oldest tools of political and social
i3 HaNZABHILWNX iHcTpymeHTiB  influence.

NONITUYHOTO Ta COLia/IbHOro BNAMBY.

347 Diwnnr Phishing MSB (2018) —
€ OAHUM i3 iHCTpyMeHTiB TexHiuHo2o |s one of the Technical Exploitation p.19,23
BukopucmaHHsa tools.

Ui nmiaxoam HamaraoTbcd omaHow These approaches attempt to trick
3MYCUTW  KOPWUCTYBa4yiB PO3KpPWUTM users into revealing passwords and
naponi Ta iHWY KoHoigeHuiHy other sensitive information. Phishing
iHbopmaLito. Piwnnr mictutb involves automated spamming of
aBTOMATU4YHE pPO3CUNaHHA imeln- emails that look legitimate but that
cnamy, AKe BUrIagac 3akoHHUM, ane lead to fake websites which can then
Beae Ao dpanbwmeux Beb-calTie, AKi  harvest any personal information
MOXYTb 36upaTn bynp-Aky BBeAeHy entered.

ocobucTy iHpopmaLito KopucTyBadis. Spear phishing involve the more
UinboBuin dilumHr nepegbavace 6inbw  sophisticated targeting of individuals
CKnagHe HaLiNtoBaHHA Ha togainaccessto e.g. their employer’s
KopuctyBayis  anA OTPMMAHHA secure computer system.

[OCTYNy, HANPUKAAL, A0 3aXULLEHOT

Komn'toTepHoi cMcTtemm

poboTtoaaBuA.

348. dayp, Flooding MSB (2018) —
oAuMH i3 crnocobiB noegHaHHa one of the ways to combine of p.29
meToaiB iHpopmauiiHoro Bnamsy information influence techniques

(avs. KamnaHii Bnausy).

(see Influence Campaigns).
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dnypg, CTBOPIOE nayTaHuHy, Flooding creates confusion by
nepeBaHTa)Kyoun ayautopito 6yab- overloading audiences with
AKow iHpopmauieo: nosuTusHotlo, information, either positive, negative
HeraTMBHO YN HEAKTYaNbHOLO. orirrelevant.
Ue pobutbcsa 3a gonomoroto cnamy This can be done by spamming and
Ta TposniHey B coujianbHux mepexax Trolling on social media, or by
abo LWIAXOM nowupeHHa disseminating disinformation to
aesiHpopmauii 4o npaBomMipHux legitimate media sources. Flooding
axxepen  3MI. ®ayg  BuTicHAe crowds out legitimate information.
NeriTumHy iHpopmauito.

349. [ .
dpenminr (abo O6mexkeHHA Framing Szwed (2016)
PamKamu) (for media representations of ~p.14-15
(ana mepinHmx 306parkeHb 06’ekTiB, oObjects, events, personalities or Goffman
noAin, ocobucrocren abo rpyn) groups) (1986) — p.8-
MexaHi3aM,  AKui  moxe Byt a mechanism that can be used to 10
BMKOPUCTAaHMN  ana  noAcHeHHs explain the actual influence of Benford &
daKTMYHOro BN/MBY CTBEpPAXKEHb Ha statements on recipients. Framing Snow (2000) -
ayauTopito.  PpelmiHr  noscHioe explains the process by which media p.614

npouec, 3a gonomoroto Akoro 3MI
BUPiLWYOTb, NPO WO AOAN NMOBUHHI
AYMATHU | AKUM YMHOM, XO4a BOHU He
roBopATb iM, O Came AyMaTH.

®penmiHr  BBEAEHO ranysi
couianbHOro  aHanisy  EpBiHrom
FfopmaHOM, AKUI pPO3YyMIB pPamMKu
(bperimn) aKk cxemun iHTepnpeTauii,
AKi 4,03BONAIOTL NOAAM 3HAXO4UTH,
ineHTudikyBaTH Ta

Ao

nomiyaTwm,
HagaBaTW 3HAYeHHA noAism, Lo
BiZIOYyBalOTbCA B iXHbOMY 0COBUCTOMY
XUTTi, @ TaKOX Y HABKOJULIHbOMY
CBiTi. 3aBaAKM dpelimam  geski
BUNaJKOBI, He3B A3aHi enemeHTU abo
noaii oyayoTb €anHe uine,
BiAnosiaaoum Ha nuTtaHHA "o TyT
BinbyBaeTbca?"

decide what people should be
thinking about and in what way, even
though they do not tell them exactly
what to think.

Framing was brought into the field of
social analysis by Erving Goffman
who understood frames as blueprints
of interpretation which enable
individuals to locate, notice, identify
and give meaning to events taking
place in their personal lives, as well as
in the world around them. Thanks to

frames some coincidental, loose
elements or events construct a
coherent whole, answering the

guestion “What is going on here?”
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agepHe Ta Bubyxose.

HapassuuaiHa cuTyauis, nos’asaHa 3

XiMiYHUMMU, bionoriyHumu,
pagionoriyHumm abo saepHUMMK
maTepianamm, MO/INBO, v
NOEAHAHHI 3 BNOYXOBMMU
peyoBMHAMM (ONA MOWMPEHHA UMX
peyoBuH). Lle Mmoxe BiabyTUch
yepes:

® HeLlacHuin BUNAA0K abo

BMMYLLEHY noaia (TPaHCNOPTHUI
iHUMAEHT, NaHAeMmis ToLLO);

® 3/10BMUCHY  noaito  (3/104MH,
TEPOPUCTUYHUI aKT TOLLO);

® BUKOPUCTaHHSA abo MPUCYTHICTb

BiNICbKOBOrO obnagHaHHA,
ycTaHOBOK abo areHTiB, WO
BMMArae  MiXXANCUMMIIHAPHOrO

nuclear, and explosive.

An emergency involving chemical,
biological, radiological, or nuclear
materials, possibly combined with
explosives (to  spread these
materials). This may be due to:

e an accident or an involuntary
event, for example, a transport
incident or a pandemic;

e a malicious event, such as a crime
or terrorist attack;

e the use or presence of military
equipment, installations, or
agents requiring multidisciplinary
management and/or
coordination at the national level.
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350. XaKiHr (gocnisHo - 3nam) Hackning MSB (2018) —
31am O3Hayae oTpumaHHa hacking means to gain unauthorized p.13, 27
HecaHKLUjioHOBaHOro Aoctyny pgo access to a computer or a network
Komn’'toTepa abo Mmepexi Ta € andisacrime.
3/104MHOM. is one of the Symbolic Actions
€ OAHMM i3 MmeToaiB CumeoniyHux methods.
Aia. In information influence activities,
Pasom 3 iHdopmauinHum Bnameom hacking can serve as a symbolic
XaKepcTBo MOXKe cayryBatm  action by communicating that an
CMMBOJIIYHOIO Aj€to, NOBiZOMAAKOYMN, oOrganization’s data can be
WO Taki opraHisauii moxyTb 6yTM compromised, that a platform lacks
CKOMMpoMmeToBaHi, wWo nnatopma security, or to open for blackmail.
He 3axuweHa abo BiakpuTa Ans
LAHTAXY.
351. . - .
XBPAB-nogin CBRNE incident Belgium
. i National
abpesiaTypa XBPAB o3Hayae: the abbreviation CBRNE means -
o . . . . . . . . . Crisis Center
ximiyHe, 6ionoriuHe, pagionoriuHe, Chemical, biological, radiological, (n.d)
n.d.
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ynpaBAniHHA Ta/abo KoopauHauii
Ha HALiOHAaNAbHOMY pPiBHi.
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" LleHTp AocnigKeHHA acCMMeTPUUYHUX

3arpos (CATS)

HauioHanbHWUI LeHTp B LLBeacbkomy
YHiBepcuTeTi 0OOpPOHKM, HA AKUNA
NOKNaAeHo 3aBAaHHA po3pobnaTn Ta
noLnpoBaTH 3HaHHSA npo
ACMMETPUYHI 3arpo3m B KOHTEKCTI
coujanbHOT 6e3neKku Ta CTiIMKOCTI

Center for Threat

Studies (CATS)

Asymmetric

a national centre within the Swedish
Defence University tasked with
developing and disseminating
knowledge about asymmetric threats
within the context of societal security
and resilience

Treverton et

al. (2018) - p.

93

Swedish
Defence

University
(n.d.)

353.

LUuBinbHi acnekTn
MeHeaXMeHTY B CninbHii
30BHiWHIA nonitMli i  noaituyi
6e3nekun EBponeiicbKoro Coto3y

KPU30BOro

KPU30BUI MEHEOKMEHT, AKUIN Y4acTo
BinOyBaETbCA Yy MNOCTKOHONIKTHWUIM
nepiog i XapaKTepu3yeTbCA roCcTPoto
HecTayel noTeHuiany, HeobxigHoro
AnsA 3abesneyeHHs cTiikoro mupy. Y
Len nepiog, KNOYOBE 3HAYEHHA MaE
WBUAKE BMUABNEHHA Ta CBOEYaCHe
3a/y4eHHA  UMBINbHMX  daxiBuiB.
KoHcynbTatmBHMit opraH €C, wo
3aMMAaETbCA UMBINbHUMM acrneKkTamu
KpM30BOro meHegxmeHTy — KomiteT
i3 UMBINbHUX QaCMEeKTiB KPMU30BOro
meHemkmeHTy (CFSP)

Civilian Aspects of Crisis
Management The Common
Foreign and Security Policy (CFSP) of
the European Union

in

the civilian crisis management takes
often place in the post-conflict
period, which is often characterized
by a critical shortage of capacity
needed to secure a sustainable peace
environment. In this period the
prompt identification and the timely
deployment of civilian expertise is of
key importance. The Committee for
Civilian Aspects of Crisis
Management (CivCom) is an advisory
body within the European Union
dealing with civilian aspects of crisis
management.

Stevens

(2011) - p.37

354.

LUudpoBa rpamoTHiCTb

KomnoHeHT  MediaepamomHocmi,
AKMA  OMNWUCYE 3AaTHICTb  Ntogei
3Haxo4uTH, Opi€eHTyBaATUCA
KPUTMYHO OUjiHIOBaTM iHdOpMaLito,
3HalgeHy B umdpoBmux

cepenoBuLLLax.

Ta

Digital literacy

A component of Media Literacy that
describes individuals' capacity to
locate, navigate and critically
evaluate information found in digital
environments.

Neudert
Marchal
(2019) - p.5

&
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355. LUundpoBa ekocucrema Digital ecosystem Skog et al.
COLiaNbHO-TEXHIYHI mepexi sociotechnical networks of (2018)
B32EMO3a/IEKHUX umpposux interdependent digital technologies
TexHonorin i BignoBiaHMxX cyb’ekTiB, and associated actors that are
AKi 3B’A3aHi MmiK cobowo neBHMm related based on a specific context of
KOHTEKCTOM iXHbOro BUKOPUCTAHHA.  USe.
356. Undposa nnarpopma (BkatouHo 3 Digital Platform (including Social SGDSN (2015)
CoyiansHoto Mepexcero) Network)- -p.20

(1) B KOHTeKcTi  dpaHLy3bKOi
HauioHanbHOi cTpaTterii  umMdposoi
6e3neku

"Undposi nnatpopmu, BKAKOYAKOUM
coujanbHi Meperi, MOXyTb 6inbL
niacTynHo ¢opmyBaTh AYMKY i YacTo
€ BEKTOpaMM LiHHOCTEN, He
Hanexatb ®paHuy3bKi Pecnybniui.
Y neBHWX BUNALKaX BOHU MOXKYTb

AKI

OyTM  BUKOpUCTaHi  ana  uinewu
aesiHpopmauii  Ta NOLWMpPEHHA
nponaraHam cepes rpomagsH
PpaHu;ii, ocobnnso cepes
Hamonoawmx. [lownpeHi Takum
YMHOM AYMKU cynepeyatb
byHOaMeHTaNbHUM iHTepecam

®paHuii i € Hanagom Ha 06OPOHY Ta
HauioHanbHy 6e3neKy, WO nianagae
nif, peryntoBaHHA 3aKOHOM".

(2) B IT-KOHTEKCTI

cepsic, AKMIN BUCTYMaE
nocepeaHUKOM ANA AOCTYNy A0
iHbopMaLii, KOHTEHTY, NOCAYT YK
aKTUBIB, LLO peaaryotb abo
HaZaloTb TPETi CTOPOHMU. 3a
A,0MOMOrOK0 aNrOPUTMIB, AKi
BMKOPUCTOBYIOTb Li CAlTW,
NNaTPopmMu KNacneikytoTb KOHTEHT i
BCTAHOB/IOIOTb YMOBW ANA
PO3MNOBCOAKEHHSA LLbOTO KOHTEHTY,

(1) inthe context of the French national
digital security strategy

“Digital platforms, including social
networks, can shape opinion more
insidiously and are often vectors of
values that are not those of the
French Republic. In certain cases,
they can be used for the purposes of
disinformation and spreading
propaganda to French citizens,
particularly to the youngest ones.
The opinions that are disseminated
are therefore against France’s
fundamental interests and are an
attack on defense and national
security which is sanctioned by law.”

(2) in the IT context

a service that acts as an
intermediary by which to access
information, content, services or
assets that are edited or provided
for by third parties. Through the
algorithms that these sites use, the
platforms rank content and set the
conditions for the diffusion of that
content, which is then shared and
published.

Vilmer et al.
(2018) - p.80
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AKWUIM NOTIM HaAAETbCA CMiAbHO Ta
nyo6niKyeTbCA.

357.

Undposuit aBToputapmsm Digital Authoritarianism Polyakova &
BMKOPUCTAHHSA unoposux the use of digital information Meserole
iHpopMaLiMHNX TexHonori technology by authoritarian regimes (2019) -p.1
aBTOPUTApPHUMKM  pexumamm  ans to surveil, repress, and manipulate
CNnocCTepeKeHHs, penpecin Ta domestic and foreign populations —
MaHiNy oBaHHA HaceneHHAm is reshaping the power balance
BCEpPeAEHi KpaiHW Ta 3a KOpAoHOM, between democracies and
o 3MiHOe 6anaHC cun MK autocracies.
OEeMOKpPaTiAMM Ta aBTOKPATIAMM.

358. Undposuii 36iit Digital disruption Skog et al.

(2018)

™MN TypbyneHTHOCTI 30BHiWHbLOrO a type of environmental turbulence
cepenoBuLLa, cnpuunHeHunii  induced by digital innovation that
umMppoBMMHM iHHOBaLAMM, wo leads to the erosion of boundaries
npu3BOAUTb ao po3mmBaHHA and approaches that previously
KOpAoHiB i niaxoais, sKki paHiwe served as foundations for organizing
CNYXUNM OCHOBOW ANnsA opraHisauii the production and capture of value.
BMPOOHULTBA Ta ¢iKcauii BapTOCTi.
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YopHwuii nebigb

HenepenbayyBaHa nogia 3 BeNnKMMm
BNAMBOM. He3Barkaloum Ha BigKkpute
HapoLllyBaHHA  BIlAICbKOBOI  CUU
pocieto y 2021 poui, ii nepexia Ao
NOBHOMACLITAabHOro BTOPrHEHHs B
YKpaiHy 6yB, MmabyTb,
NPUKNAAOM UbOro NOHATTA y 2022
poui. Xo4ya 4YopHi nebeai 3a cBOE
CYyTTIO HenepeabadyBaHi,
HanawWTyBaTU CBOE MMUCNEHHA Ha
nepeabadyeHHA sAKkomora binblioro

OCHOBHMM

CNEeKTPY MOXKAMBUX CLUEHApiiB €
KPUTUYHO BaXKNMBUM ona
HafeXHoro nAaHyBaHHS Ta
niaroToBKK. MNoTeHu,inHi YOpHi

nebeni MOXKyTb OXOMUTU BECb CMIEKTP

Black swan

An unpredictable event with high
impact. Notwithstanding Russia’s
overt military buildup in 2021, its
proceeding to a full-scale invasion of
Ukraine was arguably the core case
study in 2022. While black swans are
inherently unpredictable, pushing
one’s thinking to anticipate as wide a
range of scenarios as possible is
critical for sound planning and
preparedness. Potential black swans
could run the gamut from the
political implosion of a major
economy; the forcible removal of a
leader or a government; a significant
regional military  conflict; an

of the European Union WARN 174
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359. "YeTtBepTa xsuna" Teopii ‘Fourth Wave’ Of Deterrence Theory MCDC(a)
CTPUMYBaHHA a new line of work on deterrence, (2019) - p.38
HOBUM HanpaMok pobotn wono which began emerging after the end Jervis (1979)
CTPUMYBAHHSA, . AKMN . noyas of the Cold War and gained Knopf (2010)
3’aBnAaTUcA nicns 3aKiH4eHHA momentum after the September 11
XONnoAHoi BiiHM i HabpaB obepTtiB terrorist attacks.
nicnA TepakTie 11 BepecHA. Is characterized by two key elements
XapaKTepusyeTbes aAsBoma that are relevant to hybrid warfare.
KNHOYOBMMM enemeHTamu, AKi matoTb  First, a shift away from the relatively
3Ha4YeHHA ana ribpuaHoi BiiHKW. Mo- symmetrical mutual deterrence of
nepwe, Bigxig Big  BigHOCHO state-actors  towards  deterring
CUMETPUYHOTO B3aeEMHoOro ‘asymmetric’ threats from non-state
CTPMMYBaHHA Aepr*kaBHUX cyb’ekTiBy and pseudo-state actors. Second, the
6ik cTpumyBaHHA "acumeTpuuHux" recognition of a broader concept of
3arpo3 i3 60Ky HeaepxaBHux Ta deterrence that goes beyond military
ncespoaep:kaBHux cyb’ektis. [lo- means.
Apyre, BW3HaHHA b6inbw WKPOKOI
KOHLenu,ii CTPUMYBaHHA, AKa
BMXOAMUTb 33 PaMKM  BilACbKOBMX
3acobis.
360.

Grant et al.
(2023)

Ducaru et al.,
(2019)
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Bi4 MNOANiTMYHOro Konancy Benmkmx unprecedented climate event that
€KOHOMIK; MpPMMYCOBOro YCyHeHHA results in mass casualties, waves of
nigepa  uvM  ypAagy;  3HayHoro migration, and famine; to another
perioHanbHOro BillcbKoBOro pandemic.
Kof"d)mKTy" . besnpeuenenTHoi An event with an exceptional or
KAIMaTAHHOL NOAN, Aka npm‘see,u,s Ao extraordinary character representing
MacoBUX IKEPTB, XFW"’ erf)au,n ™ 3 surprise for the observer; one
rofioAly AC HEPTOBOI NaHAEMII. which has a wide impact and
Mogin BMHATKOBOTO abo highlights something that has been
EKCTPaopAuHaApHOro XapakTtepy, Aka neglected by observers in
€ HecnogiBaHKo anda crnocrepirada; understanding what was critical in
noAia, AKa Ma€ WKUPOKMN BnamB i their system, procedure or unit.
NigKpecne Te, 4YMm cnocTepiravi
3HEXTYBa/IN, HEe po3ymitoun, wo byno
KPUTUYHUM Y iXHIK  cuctemi,
npoueAaypi Y1 nigposaini.
361. «YopHUI paxyHOK» (YOpHa Kaca) ‘black account’ (chernaya kassa) Galeotti
(2020) = p.7

¢diHaHCOBI NepeKasn NPUXOBAHMUX
rpoLLEe, AKi BAaXKKO NPOCTEXKMUTH.

financial transfers of hidden money,
which are much harder to trace.
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362 \lunninr Shilling MSB (2018) —

meToad, AKUM BUKopucToBYeTbc B a method that is used in Deceptive p.19-20
OmaHnusux lIoeHmuyHocmsx. Identities.
Wwunn - ue noaunHa, aka cteoptoe A shill is a person who gives the
BPa)KeHHs He3aneXHocTi, ane sKka impression of being independent,
HacnpasAai Npautoe y naptHepctei 3 but who is in reality working in
KMMOCH iHWKM. MpuKknagom moxyTb partnership with somebody else.
6yTM nnaTHi peueH3eHTM ToBapiB Ha Examples include paid reviewers of
Beb-canTax MOKYMOK, yneHn products on shopping websites,
ayauTopii, 3alHATi annogyBaHHAm audience members employed to
opaTtopy nig 4Yac nybniyHmMx 36opis, applaud a speaker during a public
abo rpyna iHTepHeT-TpoAniB, AKMM meeting, or a group of online trolls
NNaTATb 32 HEraTUBHI KOMEHTapI. paid to write negative comments.

363. Wkignuse nporpamHe Malware Bekkers et al.
3abesneueHhs software that is used to disrupt (2019) - p.27
nporpamHe  3abe3neyeHHs, fAKe computer systems, to collect
BMKOPUCTOBYETbLCA ans 3puBy sensitive data or to get access to
poboTn  Komn'loTepHMx  cucTem, private computer systems.
360py KohdiaeHujitHnx AaHux abo Examples of hybrid applications:

OTpW\’AaHHH AOCTYRY A0 NpnBaTHnX Manipulating air traffic control
KOMITIOTEPHNX CUCTEM. systems, resulting in operators who
Mpuknagm "ribpmgHnx" 3actocyBanb: act upon false data and will issue
MaHinytoBaHHA cuctemamm  wrong directions to pilots and
ynpaBAiHHA NOBITPAHMM pPyxom, Wwo aircraft, resulting in all kinds of
npu3BoAUTb A0 TOro, Wo onepatopu dangerous situations.

Ail0Tb Ha OCHOBI XMOHWUX AaHMX i

BMAAOTb  HEMNPaBWJIbHI  BKA3iBKK

ninoTam Ta NiTakam, WO NPM3BOANTL

00 pi3HOoro poay HebesneyHux

CUTYaUil.

364. LWTy4Hwmit iHTenekt (LLI) Artificial intelligence (Al)

IHTeneKrT, npoaemoHcTpoBaHuit  Intelligence demonstrated by Bekkers et al.
MmawmHamn Ta / abo (Hanis-) machines and/or (semi-) (2019)-p.26
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Lue 3aranbHUM TePMiH, WO oxonatoe is an umbrella term that covers Thiele (a)
MeToaMm, CNpAMOBaHi Ha methods that aim to automate (2020)-p.6

aBTOMaTMU3aLil0 NPOLECiB NPUAHATTA
pileHb, AKi TPAgMUIMHO BMMAratoTb
BUKOPUCTAHHA NOACBKOTO IHTENEKTY,

Hanpwuknag, po3ni3HaBaHHA
3aKOHOMIPHOCTEM, HaBYaHHA Ha
nocsigi, <¢opmyBaHHA BWUCHOBKIB,

NPOrHO3yBaHHA YW BXKWUTTA 3aXOA4iB.
MNigxuentoBaHUM OATYMKAMM,
oumdpyBaHHAM [AHUX Ta MNOCTIAHO
3pocTatoumnm 38’a3kom, LI dinbTpye,
06’eAHYE, BW3HA4Ya€E npiopuTeTy,
Knacuoikye, BUMIpPIOE Ta MPOrHO3YE
pe3ynbTaTu, ™M cammm
3abe3neuytoun bGinbw iHPpopmoBaHi
pilLeHHA HA OCHOBI AaHUX.

Mpuknagu "ribpuaHnx" 3actocyBaHb:
BUKOPWUCTaAHHSA (HaniB-) aBTOHOMHMX
cmctem (6e3ninoTHi NiTanbHi
anapartu, Kibep3bpoa TolLo) AnAa BCix
BUAIB 3aBAaHb i MiCili, Takux K
LUMWUIYHCTBO, nopyLeHHA
€NeKTPOMarHiTHoro CneKkTpy
(papapw, pagiocTaHLii), a TakoX anA
BObuBcTBa abo HenTpanisauii noaen
Ta nnatpopm. 3a gonomoroto LI wui
cMcTeMum MOXKYTb BMKOHYBaTH
npusHadeHe 3aBgaHHA abo Micito
CaMOCTIAHO, NpPW  UbOMY 3A4aTHI
aganTyBaTUCA A0 HOBMX CUTyauii.
TaKOX CTAa€E BaXKKO BU3HAYUTWU, XTO 3a
LWUM CTOITb.

decision-making  processes that
traditionally require the use of
human intelligence, such as

recognizing patterns, learning from
experience, drawing conclusions,
making predictions, or taking action.
Fuelled by sensors, data digitization,
and ever-increasing connectedness,
Al filters, associates, prioritizes,
classifies, measures, and predicts
outcomes, thereby enabling better-
informed, data-driven decisions.

Examples of hybrid applications:
Employing (semi-)autonomous systems
(drones, cyber weapons, etc.) for all
kinds of tasks and missions, such as
spying, disrupting the EM spectrum
(radars, radios), but also to kill or
neutralise persons and platforms. By
using Al these systems can execute the
assigned task or mission on their own,
while being capable of adapting to new
situations. Also, the attribution of
responsibility, the who-is-behind-it,
becomes difficult to determine.
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IOpugnuunn / npaBoBuii AoOmMeH
ribpuaHux 3arpos

CYKynHiCTb NpaBOBUX HOPM, Ain,
npouecis Ta iHCTUTYTIB, BK/IIOYAOUN
AK X HOPMATMBHUM, TaK i i3nUHMI
nposBs, AKi BUKOPUCTOBYIOTbCA abo
MOYTb OYyTWM BMKOPUCTaHI Aans
OOCATHEHHA PULNYHNX abo
HEeNpPaBOBMX HACANIAKIB Yy KOHTEKCTI
KamnaHin ribpuaHoro BN/INBY.

legal domain of hybrid threats

The aggregate of legal rules, actions,
processes, and institutions, including
both their normative and physical
manifestation, that is or may be
utilized to achieve legal or non-legal
effects in the context of a hybrid
threat campaign.
One of the 13 domains in the
Conceptual model of hybrid threats

of the European Union WARN 178

L0

Ne UA EN DXxepeno

363 10-ecec-meH USS-Men Szwed (2016)
Kniwe POCifCbKOT iHTepHeT- a clichés of Russia’s internet —p47
nponaraHau. propaganda.
ue rpa cnis, Wwo 38’A3ye ececisuis (SS, is a play on words to link SS-men
HaLUMCTCbKa HimeuunHa) Ta (Nazi Germany) and US-men (United
amepukaHuis (USA, CLLA). States).

366. KOpuanyHa BiiiHa Legal Warfare Cullen et al.
TexHiKa MaHeBpYyBaHHA ana The technique of maneuvering to (2021) - p.22
OOCATHEHHA opuanMyHOi nepesBarn gain legal superiority by using or
WNAXOM BMKOPUCTAHHA abo 3miHnm modifying domestic and
HauioHanbHOro Ta MiXKHapogHoro international law to gain political
npaBa Ans8 OTPUMAHHA NOAITMYHOI initiative or military advantage.
iHiuiaTMBM umM BilicbKoBOI nepeBarn. Rather than viewing law as a method
3amicTb TOro, Wob posrnagati 3akoH of rational order-making, legal
AK MeTop, pauioHanbHoro warfare looks for ways to use the
BCTAHOB/IEHHA nopaaky, opuamyHa legal advantage to influence targets
BillHa WyKae cnocobu BukopuctaHHa by delivering the effects of defeat,
npaBoBOi nepesaru Ana BnavMBy Ha deterrence, or defense via legal
uini, 3abesneuytoum edpeKkt nopaskm, means, including through national or
CTPUMYBAHHA  4YM  3axuCcTy  3a international arbitration.
OOMOMOrol0 3aKoHHMX 3acobiB, y Is one of the 3 elements of the
TOMY YmMchi Yepes HauioHanbHMM abo  Chinese strategy "Three Wars"
Mi¥HapoaHui apbiTpax.
€ 0OIHMM 3 3-X eNeMeHTIB KUTalCbKoi
ctpaterii "Tpu giliHu"

367.

Cullen et al.
(2021) - p.30
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OguH 3 13-t pomeHiB y
KoHuenmyanoeHili modeni 2i6pudHux
302po3
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O3HaMeHyBaB anoren cratycy
Be/IKOI AaeprkasBu pocii ta CPCP.

HuHiWHI reonosiTu4Hi ambiuji
MOCKBM  Ba3ytoTbcA Ha  4BOX
OCHOBHMX enemeHTax Lboro
NnopaaKy.

Mepwwnit - noain €Bponn Ha 30HMU
BM/IMBY Ta [AOPYYEHHA BEJUKUM
AepXaBam NiATPUMYBATU Ui 30HU
cTabiNnbHMMMK; HMHI LA iges o3Havyana
6 BM3HAHHA NOCTPagAHCbKOro
npoctopy cdepoto
BNANBY NOPAS4, i3 npusineoBaHMMmM
iHTepecamu pocii.

BUKHOYHOTO

IHWWit - KoHuenuia "HepiBHOro
cyBepeHiTeTy", nOe /ulie BesUKi
AEP)KaBU 3 MOTYKHUM BiICbKOBUM
NnoTeHLianom MatloTb NOBHUM
CYBEpPEHITET, TOAi AK HEe3aneXHicTb
iHWKX  aepkas
BM3HAYEHHAM: BOHWU, SIK OYiKYETbCA,
oyayTb BPaxoByBaTH iHTepecu
MOTYTHIX MiKHapPOAHUX Cyb'eKTiB AK
FO/IOBHUMA  OPIEHTMP ANA  IXHbOI
30BHiLWHbOI Ta BHYTPIiLWHbOI
NONITUKKU. 3a LIEKD NIOTiKOW, KpaiHu
LeHTpanbHOi Ta CxigHoi €Espony,
imoBipHoO, iHTepecu

obmexkeHa  3a

BTiNOIOTb

marked the apogee of Russia-USSR
great power status. Moscow’s
current geopolitical ambitions build
upon two main elements of this
order.

The first one is the division of Europe
into zones of influence and
entrusting great powers with keeping
these zones stable; nowadays, this
idea would imply the recognition of
the post-Soviet area as a sphere of
exclusive influence, alongside the
privileged interests of Russia.

The other is the concept of "non-
equal sovereignty", where only great
powers with strong military potential
enjoy full sovereignty, while the
independence of other states is
limited by definition: they are
expected to consider the interests of
the powerful international actors as
the main guideline for their foreign
and domestic policies. By this logic,
Central and East European countries
are expected to embody Russian
security interests rather than their
own, which would be tantamount to

of the European Union WARN 180
A
Ne UA EN DXxepeno
368. AKwoa0izm Whataboutism MSB (2018) —
oauH 3 meTtoaiB  Pumopuku one of the Malign Rhetoric methods. p.19, 26
Buxpuenenns (Hakneny). deflecting an argument by drawing
BiAXMNEHHA aprymeHTy yepes attention to a similar phenomenon
npuBepHeHHA yBarn Ao nopgibHoro which does not get as much
ABULLA, AKOMY He npuainAaetbca attention.
CTi/IbKM yBaru.
369. «ANTUHCbKMIA NnopAaaoK» 1945 the “Yalta order” 1945 Domanska
(2019) — p.6
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pociicbkoi 6e3neku, a He cBoi, wWo the creation of a sort of security
6yno 6 piBHO3Ha4yHO cTBOpeHHtO B buffer zone in this region.

LbOMy perioHi cBoepigHoi 6ydepHoi

30HMU.
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370. AMITT (renep DISARM) AMITT (now DISARM) Newman
ue abpesiaTypa, AKa

. h ds f (2022)

PO3WUPPOBYETbCA AK "TakTMka | IS an acronym that stands ftor
MeToau BOpooi Aesindopmauii Ta “Adversarial Misinformation and
BAAMBY" (aHrn.), WabnoH ana onucy Influence Tactics and Techniques", a
iHUMAeHTiB, NOB'A3aHMX 3 framework for describing
fesindopmaujeto. Mictuts Taktuky, disinformation incidents. Includes
meToan i npoueaypu - TTP(s) it ractics, Techniques, and Procedures -
KOHTP3axoau. TTPs and countermeasures.

371. DISARM (paHiwe AMITT) DISARM (formerly AMITT) Newman
ue abpesiaTypa, AKa is an acronym that stands for (2022)
po3WNdPOBYETLCA AK "AHanis “DISinformation Analysis & Risk
aesiHbopmauii  Ta ynpasniHHa Management (formerly AMITT), the
pusnkamn" (aHrn.), BiaKpuTa open-source, master framework for
nnatpopma 3 Bigkputum BuxigHum fighting disinformation through the
KoAom ans 60poTbbM 3 coordination of effective action.
nesiHpopmaliieto LUINIAXOM
KoopAnHauii epeKTUBHUX Ail.

372 fm FIMI EEAS (2021)
abpesiaTypa, AKa po3wmndpoByeTbca is an acronym that stands for
AK "30BHiLWHE iHpopmauiriHe "Foreign information manipulation
MaHinyntoBaHHA Ta  BTpyyaHHAa" and interference", often labelled as
(aHrn.), uvacto nosHayaeTtbca Ak ‘disinformation’.

"nesiHdopmalia "

373. pisp MISP MISP (n.d.)
ue abpesiaTypa, AKa is an acronym that stands for "The
poswnepoByetbca AK "nnatpopma Malware Information Sharing
0bmiHy iHdpopmaluieo npo wkianmee Platform", an open-source software
nporpamHe 3abesneyeHHs", solution for collecting, storing,
nporpamHe piweHHA 3 Biakputum distributing, and sharing

BUXigHMUM  Kogom  ana  36opy,
36epiraHHA, PO3MNOBCIOAKEHHA Ta
0bMmiHy iHOMKaTOpaMK Ta 3arpo3amu
Kibepbesneku.

cybersecurity indicators and threats.
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374. STIX STIX Barnum
ue abpesiatypa, Aka is an acronym that stands for (2014)
po3WNdPOBYETLCA Ak "Structured Threat Information
"CTpyKTypoBaHuit Bupa3 iHbopmauii eXpression", a language being

npo 3arpo3u" (aHrn.), MmoBa, fKa
po3pobnseTbCA y cniBnpaui 3 ycima

3auiKkaBfeHUMM  CTOpOHamu  Ans
cneumnodikauii, pbopy, onucy Ta
nepegadi CTaH4APTM30BAHOI

iHpopmauii npo Kibepsarposn. Lle
pobuUTbCs Yy CTPYKTYPOBaHUI crocib
ANA NigTpMMKKN Ginbll epekTUBHUX
npouecis ynpasAiHHA
Kibep3arposamu.

STIX L03BONAE aHaNiTUKam
obmiHtoBatTUCA iHPopmauiero npo
3arposu. STIX 3abesneuye
06'eqHYIOUY apXiTEKTYpPY, WO 3B'A3yE
BOEAMHO  Pi3HOMAHITHMMA  Habip
iHbopmalji npo  Kibepsarposn,
BK/IKOUAOYM:

e Kibep-cnoctepexyBaHi AaHi;

e iHAMKaTOpPW;

e iHUMaeHTU (noaii);

® TaAKTMKA, MeToAM Ta npoueaypu
NPOTUBHMKA (Bkntoyatoum
WwabnoHu aTak, WKignmee
nporpamHe 3abe3neyeHHs,
€KCMNNOMUTWN, NAHLIIOKKN BOUBCTB,
iHCTPYMEHTH, iHPpPACTPYKTYpa,
TAPreTUHT TOLLO);

e 0b0'ekTM  aTakm  (Hanpuknag,
BPa3/IMBOCTI Ta cabKi micuA);

® Kypcu Ain (Hanpuknag,
pearyBaHHs Ha iHUMAEHTM abo
3acobu YCYHEHHSA
Bpa3nMBocTei/cnabKkux micupb);

® KamnaHii KibepaTak;

e cyb6'ekTun Kibep3arpos.

developed in collaboration with any
and all interested parties for the
specification, capture,
characterization, and communication
of standardized cyber threat
information. It does so in a structured
fashion to support more effective
cyber threat management processes
and application of automation.

STIX enables analysts to exchange
threat information. STIX provides a
unifying architecture tying together a
diverse set of cyber threat
information including:

e Cyber Observables

e Indicators

e Incidents

e Adversary Tactics, Techniques,
and Procedures (including attack
patterns, malware, exploits, kill

chains, tools, infrastructure,
targeting, etc.)
e Exploit Targets (e.g.,

vulnerabilities and weaknesses)

e Courses of Action (e.g., incident
response or
vulnerability/weakness remedies)

e Cyber Attack Campaigns

e Cyber Threat Actors
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375 1axi TAXII Cyber Threat
ue abpesiaTypa, AKka is an acronym that stands for “Trahe Intelllgence
poswmndposyeTbcs AK "fosipenuit Trusted Automated Exchange of TEChn'Fal
aBTOMaTM30BaHUN obmin Intelligence Information”,  the (Co:;mttee
n n- .

po3BigyBanbHOO  iHOpMaLi€eto “transport mechanism for sharing
(aHrn.), "TpaHcnopTHWI MexaHiam cyber threat intelligence”. It is a
ans 06MiHyY po3sBigyBanbHoto protocol that enables the sharing of
iHpopmauieto npo Kibep3sarposun". Lle cyber threat information over HTTPS
NnpoTOKOA, AKUN [o3sonsAe protocol.

obmiHtoBaTUCA iHPopmauiero npo

Kibep3arposu  uyepe3  MPOTOKON

HTTPS.
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